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CONFIGURE RINGCENTRAL WITH EINSTEIN CONVERSATION
INSIGHTS

Follow these tasks to integrate RingCentral with Einstein Conversation Insights (ECI). EDITIONS

Complete these steps after installing and launching the Voice Connector app.
Available in: Lightning

Additional steps are required to complete the integration process and turn on the feature. See the 3
Experience

ECl Voice Connector Guide for more details.
Available in Einstein
Conversation Insights, which
is available in Enterprise,
Performance, and

Create the RingCentral App
Create an app from the RingCentral developer page.

Log In as the Integration User Unlimited Editions

Before you can set up the integration between the voice connector and Einstein Conversation Available for an exira cost in
Insights (ECI), a user with Salesforce admin permissions is required to be available for the Enterprise Edition for use
integration. This user is typically a separate user created for the purpose of integrations. Make with more than 10 users

sure you're logged in as this user for the configuration tasks.

Set Up User Phone Number
If the phone number is unique to the RingCentral user, set up the phone number in the user’s profile to match with the CTI.

Set Up RingCentral User Identifier

When the Voice Connector package is installed, three new fields are automatically added to each Salesforce user profile: Dialpad
User Identifier, Aircall User Identifier, and RingCentral User Identifier. These fields must be populated with the user ID that Salesforce
receives from each call record.

Add RingCentral as an Authorized Provider

Add an authorized provider from the Setup menu. Make sure you have access to your Salesforce org and email for this task.

Add RingCentral Named Credentials

Add the named credentials for the voice provider from the Setup menu.

Set Up the Connected App

To call the Einstein Conversation Insights (ECI) web service, create a connected app. If you've configured another voice connector,
skip the remaining configuration tasks.

Add ECl as an Authorized Provider

Add Einstein Conversation Insights (ECI) as an authorized provider from the Setup menu.

Set Up the Salesforce Site

If a site isn't created, set up an active Salesforce site.

Add ECI Named Credentials

Add the named credentials for ECI from the Setup menu.

Assign the Guest User Permission Set

Assign the guest user permission set from Setup.


https://resources.docs.salesforce.com/latest/latest/en-us/sfdc/pdf/eci_connector_guide.pdf
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Create the RingCentral App

Create an app from the RingCentral developer page.

1.
2.

N o v & w

10.

11.

Go to the RingCentral Developers page.
Click Build your first app.

If you haven't registered with RingCentral, you need to go through their registration process
which isn't covered here.

From the RingCentral Developers Console, under Apps, click Register App.
For the App Type, select REST API App and click Next.

Complete the App Properties fields. This information isn't shared publicly.
Complete the App Card fields.

In the Auth section, select 3-legged OAuth flow authorization code and the Server-side
web app (most common) option beneath it.

For OAuth Redirect URI, enter https://dummyurl.com

You're going to replace this URL later.

Under Issue refresh tokens? select Yes.

In the Security section, add these app permissions.
e (Call Control

e Read Accounts

e Read Call Log

e Read Call Recording

® Read Messages

e Webhook Subscriptions

EDITIONS

Available in: Lightning
Experience

Available in Einstein
Conversation Insights, which
is available in Enterprise,
Performance, and
Unlimited Editions

Available for an extra costin
Enterprise Edition for use
with more than 10 users

USER PERMISSIONS

To enable Einstein
Conversation Insights:
e Customize Application

For Who will be authorized to access your app? select This app is public and will be callable via any RingCentral customer,

and then click Advanced Settings.

12. For What brand partners are available? select Make available to all current and future RingCentral carrier and brand partners

13.

(recommended).

Click Create.

14. After the app is created, you're prompted to create a password for the app. Enter a password and click Submit.

15. Return to the Apps page in RingCentral. Click the new app and copy the Client ID and Client Secret from the dashboard.


https://developers.ringcentral.com/
https://developers.ringcentral.com/my-account.html#/applications
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Log In as the Integration User

Before you can set up the integration between the voice connector and Einstein Conversation
Insights (ECI), a user with Salesforce admin permissions is required to be available for the integration.
This useris typically a separate user created for the purpose of integrations. Make sure you're logged
in as this user for the configuration tasks.

Anintegration user is assigned the custom access necessary to complete integrations between ECI
and your voice provider. It's a Salesforce best practice to use a separate user for this purpose and
to dedicate this user to this integration.

1. Add a user as an integration user by following the standard process to set up a user. See Add
a Single User.

Make sure System Administrator is selected for the Profile. The user also needs APl Enabled
enabled, access to the Voice Call object, an ECl access permission set, and the Conversation
Insights Integration User permission set assigned.

2. Login as the integration user, and open the Voice Connector app.

3. Use the integration user to complete the configuration tasks.

Set Up User Phone Number

If the phone number is unique to the RingCentral user, set up the phone number in the user’s profile
to match with the CTI.

If multiple users have the same phone number, configure the RingCentral ID. For steps, see Set Up
RingCentral User Identifier on page 4.

1. From Setup, enter Users in the Quick Find box, and then select Users.
2. Look for the user and click Edit.

3. Enterthe user's phone number or mobile number with the correct country code and click Save.

EDITIONS

Available in: Lightning
Experience

Available in Einstein
Conversation Insights, which
is available in Enterprise,
Performance, and
Unlimited Editions

Available for an extra costin
Enterprise Edition for use
with more than 10 users

USER PERMISSIONS

To enable Einstein
Conversation Insights:
e Customize Application

EDITIONS

Available in: Lightning
Experience

Available in Einstein
Conversation Insights, which
is available in Enterprise,
Performance, and
Unlimited Editions

Available for an extra costin
Enterprise Edition for use
with more than 10 users

USER PERMISSIONS

To enable Einstein
Conversation Insights:

e Customize Application


https://help.salesforce.com/s/articleView?id=sf.adding_new_users.htm&language=en_US&type=5
https://help.salesforce.com/s/articleView?id=sf.adding_new_users.htm&language=en_US&type=5
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Set Up RingCentral User Identifier

When the Voice Connector package is installed, three new fields are automatically added to each EDITIONS
Salesforce user profile: Dialpad User Identifier, Aircall User Identifier, and RingCentral User Identifier.
These fields must be populated with the user ID that Salesforce receives from each call record.

Available in: Lightning
By default, these fields are hidden from users. To make the fields visible in the setup for the User Experience

object, complete these steps. Available in Einstein

@ Note: Before setting up the RingCentral user identifier, make sure to activate and assign Conversation Insights, which
users to unassigned extensions. Activating unassigned extensions allows you to check for is available in Enterprise,
available phone numbers and devices when adding new users to the RingCentral system. Per-for.mance.,.ond
For steps, see Assign an Extension to a User on the RingCentral support page. Unlimited Edifions

Available for an extra costin

Enterprise Edition for use

with more than 10 users

1. From Setup, enter Object Manager in the Quick Find box, and then select Object
Manager.

a. From the Object Manager, enter User in the Quick Find box, and then select User.

b. Select Fields & Relationships and enter Tdenti fier in the Quick Find box.

USER PERMISSIONS

2. Select RingCentral User Identifier and click Set Field-Level Security. o
To enable Einstein

3. Make sure that the visibility checkbox is selected for the required user profiles, and then click Conversation Insights:
Save. e Customize Application

Access User Identifier for RingCentral

For RingCentral, you can use only the user's extension ID to match the user with the CTl account. To get this ID, complete these steps.

1. Go to the RingCentral API URL: https://developers.ringcentral.com/api-reference.
The landing page provides information about how to use the API.

2. From the left-menu bar, click Address Book > Internal Contacts > Get Company Directory Entries.
From this APl endpoint, you can get all the call coaching user information.

3. (lick Signin to try it out.

4. From the API Reference preferences window, select the Production environment, and then click Authorize.
A success message confirms that you're authorized to make API calls.

5. Click Try it out.
On the right-hand side of the screen, the metadata information is shown. It shows 200 OK, which means that your request was
successful.

6. Expand records to see the users that are set up with RingCentral and find the user that you want to match with the corresponding
Salesforce user profile field.

7. Getthe "id" value for that user. For example, "id": "814243005".


https://support.ringcentral.com/au/en/article-v2/How-to-Activate-User-Extensions-Creating-Password-Security-Question-and-Express-Setup-2013.html?brand=RC_US&product=RingEX&language=en_US
https://developers.ringcentral.com/api-reference
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Add RingCentral as an Authorized Provider

Add an authorized provider from the Setup menu. Make sure you have access to your Salesforce

org and email for this task.

1. From Setup, enter Identity in the Quick Find box, and then select Auth. Providers.

. Click New.

2
3. Select Open ID Connect for the Provider Type.
4

. Complete these fields with the specified information.

v ® N W

Name: Ring Central

URL Suffix: Ring Central

Consumer Key: The client ID copied from the App Dashboard

Consumer Secret: The client secret copied from the App Dashboard

Authorize Endpoint URL: https://platform.ringcentral.com/restapi/oauth/authorize
Token Endpoint URL: https://platform.ringcentral.com/restapi/oauth/token

User Info Endpoint URL: https://platform.ringcentral.com/restapi/oauth/userinfo
Default Scopes: ReadCallRecording

Send access token in the header: deselected

Send client credentials in header: selected

Include Consumer Secret in API Responses: selected

Click Save.

Copy the generated Callback URL under Salesforce Configuration.
Go to the RingCentral app on the RingCentral Developers page.
Under Settings, replace the dummy URL with the Callback URL in the OAuth Redirect URI.
(Click Update.

EDITIONS

Available in: Lightning
Experience

Available in Einstein
Conversation Insights, which
is available in Enterprise,
Performance, and
Unlimited Editions

Available for an extra costin
Enterprise Edition for use
with more than 10 users

USER PERMISSIONS

To enable Einstein
Conversation Insights:
e Customize Application


https://platform.ringcentral.com/restapi/oauth/authorize
https://platform.ringcentral.com/restapi/oauth/token
https://platform.ringcentral.com/restapi/oauth/userinfo
https://developers.ringcentral.com/
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Add RingCentral Named Credentials

Add the named credentials for the voice provider from the Setup menu.

1. From Setup, enter Named Credentials inthe Quick Find box, and then select Named
Credentials.

2. C(lick the dropdown next to New and select New Legacy.

3. Complete these fields with the specified information.

Label: Ring Central

Name: Ring Central

Production URL: https://platform.ringcentral.com
Identity Type: Named Principal
Authentication Protocol: 0OAuth 2.0
Authentication Provider: Ring Central
Scope: ReadCallRecording

Start Authentication Flow on Save: selected

Generate Authorization Header: selected

4, C(lick Save.

5. Afteryou save, alogin and an authorization page are shown. Follow the process to validate the

account and click Allow.

6. Log in with the credentials provided from the RingCentral app.

EDITIONS

Available in: Lightning
Experience

Available in Einstein
Conversation Insights, which
is available in Enterprise,
Performance, and
Unlimited Editions

Available for an extra costin
Enterprise Edition for use
with more than 10 users

USER PERMISSIONS

To enable Einstein
Conversation Insights:
e Customize Application

7. Return to the Named Credentials page and verify that the Authentication Status now reads Authenticated.


https://platform.ringcentral.com
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Set Up the Connected App
To call the Einstein Conversation Insights (ECI) web service, create a connected app. If you've EDITIONS
configured another voice connector, skip the remaining configuration tasks.
@ Note: Ifyou've configured another connector, the remaining tasks in this quide are completed. Available in: Lightning
Experience
1. From Setup, enter App Manager in the Quick Find box, and then select App Manager. Available in Einstein
2. Click New Connected App. Conversation Insights, which
3. Complete these fields in the Basic Information section. is available in Entferprise,
Performance, and
e (Connected App Name: ECI Connected App Unlimited Editions
° APIName: ECI_Connected App Available for an extra cost in
@ Important: Use this exact name. Er.lferprlse Edition for use
with more than 10 users
e (Contact Email: [the email address you want to use]
4. Select Enable OAuth Settings and complete these fields. USER PERMISSIONS
e (allback URL: https://placeholder_url/services/authcallback/ECI_Auth_Provider To enable Einstein
) ) ] o ] Conversation Insights:
@ Nofe: This URL is obtained after you create the Auth Provider in the next section. . -
e Customize Application
e Selected OAuth Scopes:
- Access content resources (content)
— Manage user data via APIs (api)
— Manage user data via Web browsers (web)
- Perform requests at any time (refresh_token, offline_access)
e Require Secret for Web Server Flow: selected
e Require Secret for Refresh Token Flow: selected
5. Click Save.
Changes can take up to 10 minutes to take effect. Deleting a parent org deletes all connected apps with OAuth settings enabled.
6. After the ECl Connected App is created, return to the App Manager page. Click the dropdown in the ECl Connected App row, and
then click Manage.
7. C(lick Edit Policies.
8. Complete these fields.
e Permitted Users: Admin approved users are pre-authorized
e |PRelaxation: Relax IP restrictions
e Refresh Token Policy Expire refresh token after 365 days
@ Important: The refresh token expires after 365 days, and you must reauthenticate the connected app. To do this,
reauthenticate the ECI_Named_Credential named credential associated with the connected app.
It's not necessary to select High assurance session required even though the checkbox is marked as required.
9. C(lick Save.
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10. From the ECI Connected App Setup page, click Manage Profiles in the Profiles section.

11. Select the profiles you want to give access to, and then click Save.

We recommend selecting Standard User, System Administrator, and any other profiles that use the connected app.

12. From the App Manager page, select the dropdown in the ECI Connected App row, and then click View.

13. To see the Consumer Key and the Consumer Secret, click Manage Consumer Details.
A new window opens.

14. Enter the verification code sent to you over email.

The Consumer Key and Consumer Secret values are shown. Keep this window open, because these values are required to create the
Auth Provider for the ECI Connected App.

Add ECI as an Authorized Provider

Add Einstein Conversation Insights (ECI) as an authorized provider from the Setup menu. EDITIONS

1. From Setup, enter Tdentity in the Quick Find box, and then select Auth. Providers.
. Click New. Available in: Lightning

Experience

Available in Einstein
Conversation Insights, which
e Name: ECI Auth Provider is available in Enterprise,
Performance, and
Unlimited Editions

2
3. Select Salesforce for the Provider Type.
4

. Complete these fields with the specified information.

e URLSuffix ECI_Auth Provider

@ Important: Use this exact name. Available for an extra cost in
Enterprise Edition for use
e Consumer Key: Add the Consumer Key from the previous task here. with more than 10 users

e Consumer Secret: Add the Consumer Secret from the previous task here.

5. Click Save. USER PERMISSIONS
The Callback URL can be obtained.

To enable Einstein

Conversation Insights:

7. From the App Manager page, go to the ECI Connected App and replace the dummy Callback e Customize Application
URL value with the copied one.

8. C(lick Save.

Changes can take up to 10 minutes to take effect. Deleting a parent org also deletes all connected apps with OAuth settings enabled.

6. Copy the Callback URL, and replace the dummy one in the ECI Connected App.
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Set Up the Salesforce Site

If a site isn't created, set up an active Salesforce site.

1.

2
3.
4

From Setup, enter Sites in the Quick Find box, and then select Sites.

. Select the checkbox, and then select Register My Salesforce Site Domain.

Click New.

. Complete these fields with the specified information.

Site Label: VoiceConnector

Site Name: VoiceConnector

Site Contact: [the email address you want to use]

Default Record Owner: a Salesforce admin is recommended
Active: selected

Active Site Home Page: SiteLogin

Clickjack Protection Level: Allow framing by the same origin only
(Recommended)

Leave the other options as default, and then click Save.

Add ECI Named Credentials

Add the named credentials for ECI from the Setup menu.

1.

From Setup, enter Named Credentials inthe Quick Find box, and then select Named
Credentials.

Click the dropdown next to New and select New Legacy.

Complete these fields with the specified information.

Label: ECI Named Credential
Name: ECI_Named Credential

URL: https://MyDomainLoginUrl/Replace MyDomainLoginUrl with your
actual domain that is obtained from the My Domain page in Setup. It's labeled My Domain
login URL in the My Domain Details section.

Identity Type: Named Principal
Authentication Protocol: 0Auth 2.0
Authentication Provider: ECI Auth Provider
Scope: refresh token web api content
Start Authentication Flow on Save: selected

Generate Authorization Header: selected

Click Save.

EDITIONS

Available in: Lightning
Experience

Available in Einstein
Conversation Insights, which
is available in Enterprise,
Performance, and
Unlimited Editions

Available for an extra costin
Enterprise Edition for use
with more than 10 users

USER PERMISSIONS

To enable Einstein
Conversation Insights:
e Customize Application

EDITIONS

Available in: Lightning
Experience

Available in Einstein
Conversation Insights, which
is available in Enterprise,
Performance, and
Unlimited Editions

Available for an extra costin
Enterprise Edition for use
with more than 10 users

USER PERMISSIONS

To enable Einstein
Conversation Insights:

e Customize Application

A'login and an authorization page are shown. Follow the process to validate the account, and then click Authorize.
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6. Return to the Named Credentials page and verify that the Authentication Status now reads Authenticated with [your integration
user with admin permissions].

Assign the Guest User Permission Set

Add Conversation Insights Integration User. Unlimited Editions

Available for an extra costin
Enterprise Edition for use
with more than 10 users

Assign the guest user permission set from Setup. EDITIONS
1. From the Search box at the top of Setup, enter Guest User and select Voice Connector

Guest User. Available in: Lightning
2. Make sure this user is marked Active. Experience
3. Click Permission Sets. Available in Einstein

) . . Conversation Insights, which

4. C(lick Edit Assignments. is available in Enterprise,
5. Add Voice Connector Permission. Performance, and
6.
7.

Click Save.

USER PERMISSIONS

To enable Einstein
Conversation Insights:
e Customize Application

10
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