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Establishing Cross-Cloud Private Network
Connectivity to Databricks

Follow this process for establishing secure, private network connectivity between Data 360,
running on Amazon Web Services (AWS), and Databricks, running on Azure. By integrating
AWS PrivateLink, AWS Direct Connect, and Azure ExpressRoute, you can achieve a direct
connection that bypasses the public internet. This approach for connecting to Data 360 boosts
security, privacy, and compliance. It ensures that all data traffic remains on a private network,
without any traversal of the public internet.
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Note: This reference implementation is designed for optimal performance and adherence to
best practices. Adjust the implementation to suit your specific circumstances. Use this reference
implementation as a reliable starting point. As with all custom solutions that use third-party
vendors, rely on your third-party vendor support system for help with the vendor’s tools and
solutions.

Audience:
Salesforce recommends that you have knowledge of cloud networking, Databricks architecture,

security, and network policies to perform these procedures.

Workflow: Configure a Private Network Connection
to Databricks

Part 1: Configuring Private Endpoints to an Azure Databricks Workspace

Part 2: Create an Azure ExpressRoute Circuit

Part 3: Equinix Fabric Multi-C -

Part 4: Configure Azure Private Network Peering for ExpressRoute Circuit

Part 5: Virtual Network Gateway Configuration and ExpressRoute Circuit Linkage




Part 6: Create a Link Between an External Network and AWS VPC

Part 7: Configure AWS VPC Routing for Azure Connectivity
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Part 9: Set Up a Databricks Private Connection with the AWS VPC Endpoint Services in Data

Cloud

Prerequisites

Before you begin, confirm these prerequisites are registered, configured, and working:

Databricks account on Azure

An Azure subscription with an ExpressRoute circuit

A network setup with an Azure Virtual Network (VNet) and a subnet
An Azure Private DNS zone configuration

An Amazon Virtual Private Cloud (VPC)

An AWS subscription with Direct Connect

An Equinix account with access to the Customer Portal

Part 1: Configuring Private Endpoints to an Azure
Databricks Workspace

Connect your private network to Databricks to gain access to Databricks services and internal
stages within an Azure environment.

@ Note: Steps and links that are outside of Salesforce content aren't regularly updated for
accuracy.

e Step 1: Obtain the Backend Endpoint IP Address

e Step 2: Configure Private Link for Workspace Storage Account in Azure

Prerequisites:
It is recommended to read Azure Private Link Concepts before you begin to understand the
terminology that will be used in this guide.
Verify that your Databricks workspace is configured as follows:
e Inits own virtual network (such as, a VNet Injection Deployment). If not, use these steps
from Microsoft’s documentation to update the workspace network configuration


https://learn.microsoft.com/en-us/azure/expressroute/expressroute-circuit-peerings
https://learn.microsoft.com/en-us/azure/dns/private-dns-privatednszone
https://docs.equinix.com/customer-portal/new-customer-onboarding
https://learn.microsoft.com/en-us/azure/databricks/security/network/classic/private-link
https://learn.microsoft.com/en-us/azure/databricks/security/network/classic/update-workspaces

e With NPIP deployment (i.e. Secure cluster connectivity with no public IP). If not, use
these steps to enable secure cluster connectivity

e Ensure that you have all of the Databricks requirements for creating a connection: a
workspace URL, SQL warehouse running and service principal set

e Setup is configured with two endpoints - front end private hybrid and back end. If not,
use the links provided here to configure them. In addition, you may also need a
browser_authentication endpoint.

e Azure active links have been deployed with either standard deployment or simplified

deployment.

Step 1: Obtain the Backend Endpoint IP Address

1. Login to Databricks Workspace.
2. From Networking, navigate to Private Endpoint Connection and select Your Backend
Private Endpoint.

3. From the screen that opens select Settings > DNS Configuration > IP Addresses.

Step 2: Configure Private Link for Workspace Storage Account in Azure

@ Note: Route (DNS) configuration is completed later during AWS setup.

1. Using the instructions from Microsoft Learn, sign into the Azure Databricks portal (the
link varies) follow the instructions to create a private endpoint to the storage account.

2. Make note of the name of the endpoint and of the private IP address assigned to the
Azure Blob private endpoint, you will need it later. If you know the name of your private
endpoint, you can retrieve the IP address as follows:

a.
b.

From the Azure Services screen, click Private Endpoints

At the top of the list there are filters. Select the Resource Group filter. Change the
value field to the name of your endpoint, click the search result checkbox and
click Apply.

From the list, click your storage endpoint.

From the left menu, select DNS configuration.

The IP address displays in the table under Network Interface.

@ Note: If you don’t remember the name of the endpoint or search filtering isn’t working
the way you think it should, you can find it as follows:

1.
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From the Azure Databricks Portal, navigate to the workspace you created.

From the Managed Resource Group, select the storage account you created.
From the Resources tab, select the storage account you created.

From the left menu, expand Security + networking and select Networking.
Select the Private endpoints tab.

Select the storage endpoint you created.


https://learn.microsoft.com/en-us/azure/databricks/security/network/classic/secure-cluster-connectivity
https://learn.microsoft.com/en-us/azure/databricks/security/network/front-end/front-end-private-connect?source=recommendations
https://learn.microsoft.com/en-us/azure/databricks/security/network/classic/private-link-standard?source=recommendations
https://learn.microsoft.com/en-us/azure/databricks/security/network/front-end/front-end-private-connect?source=recommendations#browser-auth-endpoint
https://docs.azure.cn/en-us/databricks/security/network/classic/private-link
https://docs.azure.cn/en-us/databricks/security/network/classic/private-link-simplified
https://docs.azure.cn/en-us/databricks/security/network/classic/private-link-simplified
http://workspace.databricks.com
https://learn.microsoft.com/en-us/azure/databricks/security/network/storage/firewall-support#create-private-endpoints-main
https://azure.microsoft.com/en-us/get-started/azure-portal

7. From the left menu, select DNS configuration.

The IP address displays in the table under Network Interface.

Part 2: Create an Azure ExpressRoute Circuit

Learn how to create a new Microsoft Azure ExpressRoute Circuit with Equinix. Equinix Fabric
simplifies multicloud networking by providing secure, on-demand connections to digital
infrastructures, including cloud providers and partners. This software-based interconnection
service enables agile IT scaling within Equinix's global data centers. Use this outline to provision
a new ExpressRoute circuit in the Azure portal, which is logically linked to your Equinix Fabric

setup.

@ Note: Steps and links that are outside of Salesforce content aren't regularly updated for
accuracy.

To create an Azure ExpressRoute circuit:

1. Sign into the Azure portal (the link varies).

a.
b.

From the portal menu, select + Create a resource.
Search for ExpressRoute in the marketplace, and then select Create.

2. On the Basics tab, provide the configuration settings:

o

o O O O

Subscription: Select the Azure subscription that owns this ExpressRoute circuit.
Resource group: Select an existing resource group or create one for the circuit.
Port type: Select Provider.

Provider: Select Equinix.

Peering location: Select the Equinix peering location where you plan to
establish your Fabric Cloud Router (FCR).

Resiliency type: Select the resiliency option based on your requirements, for
example, primary or secondary. We recommend selecting both.

3. We recommend enabling monitoring alerts.

a.

From the Monitoring tab, select the circuits that you want to configure with alert

rules for port bandwidth usage, connection bandwidth usage, and packets

dropped metrics. These alert rules provide immediate notification of operational
issues for your new ExpressRoute circuits.

4. Select Review + create to validate your configuration settings.
5. After the validation passes, select Create to deploy the ExpressRoute circuit.

After deployment, a service key is provided for your new ExpressRoute circuit. Use this
key to complete the connection configuration with Equinix in later steps. You can view
the service key later if you need it.


https://azure.microsoft.com/en-us/get-started/azure-portal
https://docs.equinix.com/observability/streaming-data/api-managing-metric-alert-rules
https://docs.equinix.com/observability/streaming-data/api-managing-metric-alert-rules
https://docs.equinix.com/observability/streaming-data/metrics

Part 3: Equinix Fabric Multi-Cloud Connectivity
Setup

Learn how to connect Equinix Fabric to your cloud environments, especially Microsoft Azure
and Amazon Web Services (AWS). Use the Equinix Fabric Cloud Router (FCR) to establish the
necessary connections from your Equinix Fabric infrastructure to your selected cloud providers.
These connections enable cross-cloud private network routing.

Prerequisites:

e An Equinix environment.
e A Service Key for the ExpressRoute circuit.

@ Note: Steps and links that are outside of Salesforce content aren't regularly updated for
accuracy.

To set up the Equinix Fabric multi-cloud:

1. Use this Equinix procedure to create a Fabric Cloud Router (FCR) in the Equinix
environment you created earlier.
This FCR is the central point for managing your cloud interconnections.

2. Establish a connection between FCR and Azure by using the Equinix documentation.
When instructed, paste the service key you saved from Part 2.

3. From the Equinix customer portal, configure and provision a new private connection from
your Eabric Cloud Router to Microsoft Azure.

@ Note: When configuring the connection in the Equinix portal, select Azure ExpressRoute.

4. Establish a connection between FCR and AWS. Accept the Direct Connect circuits from
the AWS Direct Connect Portal.

a. From the Equinix Customer Portal, configure and provision a new private
connection from your FCR to AWS. Refer to the Equinix documentation.
Salesforce recommends using redundant connections (primary and secondary)
to enable high availability.

b. When sizing for bandwidth usage, allocate for growth, peak demand, bursting,
and possible future increases. Some flexibility is allowed. For example, Azure
allows increasing bandwidth (subject to available capacity), but downgrading
bandwidth is more complex.

c. Higher bandwidth costs more. Don’t pay for unused capacity, but avoid
bottlenecks for critical traffic (for example, data ingestion to Databricks).
Maintaining a balance is critical.

d. Forredundant connections, both primary and secondary connections are active.
The connections share the maximum bandwidth you choose.


https://docs.equinix.com/fabric-cloud-router/fcr-create/
https://docs.equinix.com/fabric-cloud-router/connections/fcr-connect-azureqc
https://docs.equinix.com/fabric-cloud-router/connections/fcr-connect-azureqc
https://docs.equinix.com/fabric-cloud-router/connections/fcr-connect-awsqc

Part 4. Configure Azure Private Network Peering for
ExpressRoute Circuit

Configure Azure Private Network Peering for your ExpressRoute circuit through the Azure
portal. This setup creates a private connection between your Azure Virtual Networks (VNets)
and your external network via Equinix Fabric.

@ Note: Steps and links that are outside of Salesforce content aren't regularly updated

for accuracy.

Prerequisites:

Verify your ExpressRoute circuit is listed as PROVISIONED by Equinix. This status
changes when the peering configuration is synchronized. See the Equinix
documentation: Configuring Peering

Prepare two distinct /30 subnets for IPv4, one for your primary link and another for your
secondary link. These subnets must not overlap with any existing Azure VNet address
spaces. From each subnet, assign the first usable IP address to your router (Equinix
FCR). Azure reserves the second usable |IP address for its router.

Retrieve the Virtual Local Area Network (VLAN) ID from your Equinix connection details.
For peering, you must use the same VLAN ID for both the primary and secondary links.
Obtain the Autonomous System Number (ASN) for peering from your Equinix Fabric
Cloud Router (FCR) details.

In the private peering configuration, from the Border Gateway Protocol (BGP), advertise
the routes from your Equinix FCR to Azure. See the Equinix documentation: Configuring
Peering.

For enhanced security, we recommend preparing a shared key with an MD5 hash value
to use for BGP authentication.

The shared key is a string configured on both sides of the connection to authenticate the
BGP session. The shared key prevents unauthorized BGP neighbours from establishing
sessions. Without this key, BGP sessions are unauthenticated and rely solely on IP
reachability. Every BGP message is cryptographically signed with the shared key.

For more information, refer to the Equinix documentation: Access Token.

To configure Azure private network peering for ExpressRoute circuit:

1.

Use the Azure documentation to turn on private peering. Use these parameters from the
prerequisites:

o IPv4 Subnets: Enter the /30 subnets for your primary and secondary links.

o VLAN ID: Enter the VLAN ID obtained from Equinix.

o Peer ASN: Enter the ASN from your Equinix FCR.

o MDS5 Hash: Provide the recommended MD5 hash value.


https://docs.equinix.com/connecting-to-service-provider/microsoft/azure-express-route-overview/#configuring-peering
https://docs.equinix.com/connecting-to-service-provider/microsoft/azure-express-route-overview/#configuring-peering
https://docs.equinix.com/connecting-to-service-provider/microsoft/azure-express-route-overview/#configuring-peering
https://docs.equinix.com/incidents-notifications/messaging-gateway/integrate-with-messaging-gateway#access-token

2. Ensure all parameters are correctly specified, and select Save to apply the private
peering configuration to your ExpressRoute circuit.

After you save, Azure tries to set up the BGP session with your Equinix FCR. You can check the
peering status in the Azure portal to confirm it's established successfully.

Part 5: Virtual Network Gateway Configuration and
ExpressRoute Circuit Linkage

Create an Azure Virtual Network Gateway and its connection to your existing ExpressRoute
circuit. This gateway acts as the primary ingress and egress point for traffic flowing between
your Azure Virtual Network (VNet) and your ExpressRoute connection.

@ Note: Steps and links that are outside of Salesforce content aren't regularly updated for
accuracy.

e Step 1: Create a Virtual Network Gateway to Equinix
e Step 2: Link the Virtual Network Gateway to the ExpressRoute Circuit
e Step 3: Verify the Connection

Step 1: Create a Virtual Network Gateway to Equinix

Use Microsoft Azure to create a Virtual Network Gateway to Equinix.

1. Using the Azure documentation, create a virtual network gateway with these settings:

e Subscription: Select the Azure subscription where the gateway is created.

e Name: Enter a descriptive name for your Virtual Network Gateway, for example,
myVNetGateway.

e Region: Choose the same region as the VNet you're using to connect to the
ExpressRoute circuit.
Gateway type: Select ExpressRoute.
Gateway SKUs: Choose the SKU that aligns with your performance and feature
requirements, for example, Standard, HighPerformance, or
UltraPerformance.
Tip: When choosing the SKU, focus on the megabits per second for each
gateway SKU. The other values for the table, aren't relevant for our purposes.
Use the Standard SKU for most Data 360 use cases. Use the High or Ultra
Performance SKU if you're transferring particularly large volumes of data or are
sensitive to latency in data transfer. For more information, consult the Microsoft
documentation: Virtual network gateway limitations and performance.



https://learn.microsoft.com/en-us/azure/expressroute/configure-expressroute-private-peering#create-a-virtual-network-gateway
https://learn.microsoft.com/en-us/azure/expressroute/expressroute-about-virtual-network-gateways#virtual-network-gateway-limitations-and-performance
https://learn.microsoft.com/en-us/azure/expressroute/expressroute-about-virtual-network-gateways#virtual-network-gateway-limitations-and-performance

Virtual network: Select the existing VNET.
Gateway subnet address range: If a gateway subnet already exists in your
chosen VNET, this field is updated automatically. Otherwise, you must enter a
valid Classless Inter-Domain Routing (CIDR) block. This range must be within
your VNet's address space and be at least /27 or larger.
e Public IP address: Select Create new to provision a new public IP address for
the gateway. This address is for internal management uses only.
e Public IP address name: Enter a name for the new public IP address.
e Public IP address SKU: Leave the default value of Standard.
2. Select Review + create to validate your gateway settings.
3. After validation succeeds, select Create to deploy the Virtual Network Gateway.

@ Note: Deployment of a Virtual Network Gateway can take up to 45 minutes to complete.

Step 2: Link the Virtual Network Gateway to Your ExpressRoute
Circuit

After the Virtual Network Gateway is deployed, link it to your ExpressRoute circuit.

1. From the Azure portal, navigate to the Virtual Network Gateway you just created.
2. From the Virtual Network Gateway menu, select Connections, then select + Add.
3. On the Create connection page, enter this information:
o Subscription: Select the subscription where the connection is to be created. Use
the same subscription you used for the Virtual Network Gateway.
Resource group: Select the resource group for the connection.
Connection type: Select ExpressRoute.
Region: Select the region for the connection, which must match the region of
your Virtual Network Gateway.
4. Select Next: Settings > and enter the following information:

o Virtual network gateway: Select the Virtual Network Gateway to link.

o ExpressRoute circuit: Specify the ExpressRoute circuit you created and
configured peering for previously.

o Redeem authorization: Leave this box unchecked because you are connecting
to a circuit within the same Azure subscription.

o Routing weight: Leave the default value of 0. This value prioritizes traffic when
multiple ExpressRoute circuits are linked to the same Virtual Network Gateway. A
lower weight indicates higher preference.

o FastPath: Leave this box unchecked unless you have specific requirements and
understand its implications. See the Microsoft documentation: About FastPath.

5. Select Review + create, then select Create to establish the connection.



https://learn.microsoft.com/en-us/azure/expressroute/expressroute-faqs#why-is-there-a-public-ip-address-associated-with-the-expressroute-gateway-on-a-virtual-network
https://learn.microsoft.com/en-us/azure/expressroute/about-fastpath

The connection completes, linking the Virtual Network Gateway to the ExpressRoute
circuit.

Step 3: Verify the Connection

After the connection is established, you must verify that routes are properly advertised and that
the connection is active.

1. From the Azure portal, navigate to your ExpressRoute circuit that has the Azure VNet
connection.

2. From the ExpressRoute circuit menu, select Peerings.

Right-click on Azure private peering and select View route table.

4. Verify that the route table contains the route for the VNET you linked to the
ExpressRoute circuit.

w

The routes from Azure to your external network typically have an Autonomous System
Number (ASN) of 65515 by default. This value indicates that they're coming from Azure.

Part 6: Create a Link Between an External Network
and AWS VPC

Establish an Amazon Web Services (AWS) Direct Connect connection and configure a private
Virtual Interface (VIF) to link your Equinix Fabric Cloud Router (FCR) to your AWS Virtual
Private Cloud (VPC) through a Virtual Private Gateway (VGW). This two-step process,
performed within the AWS Direct Connect console, involves accepting the connection request
(initiated by Equinix) and subsequently creating the Virtual Interface.

@ Note: Steps and links that are outside of Salesforce content aren't regularly updated
for accuracy.

Step 1: Accept the Direct Connect Connection Request

After Equinix finishes provisioning the AWS Direct Connect connection on their side, it sends a
connection request to your AWS account. You must accept this request to activate the physical
connection.
1. Log in to your AWS Console.
2. Navigate to the AWS Direct Connect service and select Connections.
Verify you see a connection in the Ordering or Requested state. See the AWS
documentation Hosted Connection for more information.
3. Select the connection and choose Actions.
4. Select Accept, and confirm when prompted.



https://learn.microsoft.com/en-us/azure/expressroute/configure-expressroute-private-peering#verify-the-connection
https://docs.aws.amazon.com/directconnect/latest/UserGuide/hosted_connection.html

@ Note: The connection state changes to Available when the physical cross-connect is
complete and the connection is active.

Step 2: Create a Private Virtual Interface (VIF)

After your Direct Connect connection is in the Available state, create a private Virtual
Interface (VIF) to extend your Equinix external network into your AWS VPC. You can then create
a private VIF directly between the Direct Connect connection and the VGW without creating a
Direct Connect Gateway. Before continuing, review this diagram in the AWS documentation.

Prerequisites:
e Verify that you have created a Virtual Private Gateway (VGW) according to the AWS
documentation. Make sure to attach the VGW to your VPC.
e The owner of the VIF must perform this procedure.

To connect your AWS Direct Connect connection to your VPC:

-_—

Create a private VIFfor your connection.

2. Provide a name, and choose the default Amazon ASN or a custom private ASN if you
require one.

3. Attach the VGW you already created to your target VPC. From the AWS Direct Connect

console, navigate to Virtual Interfaces in the navigation pane. For more information,

see the AWS documentation.

Select Create virtual interface, and configure private VIF settings. For Virtual interface type,
choose Private and provide these settings:

e Virtual interface name: Assign a descriptive name, for example,

Equinix-FCR-VPC-VIF.

Connection: Select the Direct Connect connection you previously accepted.

Virtual interface owner: Choose My AWS account.

Gateway type: Select Virtual private gateway.

Virtual private gateway: Choose the VGW you created and attached to your

VPC.

e VLAN: Enter the VLAN ID from your Equinix connection details. This value must
match the configuration of the Equinix FCR.

e BGP ASN: Provide the Border Gateway Protocol (BGP) Autonomous System
Number (ASN) of your interconnect router (your Equinix FCR). Provide a private
ASN (64512 to 65534). From the Equinix portal, navigate to Connections
Inventory > Desired connection > Routing Details. Under the BGP section, Fabric
Cloud Router ASN contains the details you need. See the Equinix documentation:
Peer ASNs.

e Your router peer IP: Specify the IP address you assigned to the Equinix FCR
port, which is the external network address of the BGP session. Provide the IP


https://docs.aws.amazon.com/images/directconnect/latest/UserGuide/images/dx-vifs.png
https://docs.aws.amazon.com/directconnect/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/directconnect/latest/UserGuide/create-virtual-private-gateway.html
https://docs.aws.amazon.com/directconnect/latest/UserGuide/create-private-vif-for-gateway.html
https://docs.equinix.com/fabric-cloud-router/bgp/fcr-bgp#peer-asns

address in Classless Inter-Domain Routing (CIDR) notation, for example,
169.254.10.1/30.

e Amazon router peer IP: Specify the IP address for the AWS port, for example,
169.254.10.2/30. You can specify this address or let AWS auto-assign it.
Ensure it's in the same /30 range as Your router peer IP.

e BGP Authentication Key: If you are using a BGP MD5 password for enhanced
security, enter it. This key must match the one configured on your Equinix FCR.

4. Review the private VIF settings, and select Create virtual interface.

After it creates the VIF, AWS tries to set up the BGP session. You can check the VIF status in
the AWS Direct Connect console. A good connection displays a VIF status of Available and a
BGP status of Up.

Part 7. Configure AWS VPC Routing for Azure
Connectivity

Ensure that traffic routes correctly from your Amazon Web Services (AWS) Virtual Private Cloud
(VPC) to your Azure Virtual Network (VNet), where Databricks is located. Traffic flows through
the Direct Connect connection via the Virtual Private Gateway (VPG).

Prerequisites:
e Confirm that you are the manager of your AWS VPC.

@ Note: Steps and links that are outside of Salesforce content aren't regularly updated
for accuracy.

e Step 1: Identify the Target Route Table
e Step 2: Add a Route for an Azure Virtual Network (VNet) CIDR Block

Step 1: Identify the Target Route Table

—_—

Navigate to the Amazon Web Services (AWS) Virtual Private Cloud (VPC) console.

2. In the navigation pane, select Route tables.

3. ldentify the route table that's associated with the subnets in your AWS VPC that need to
communicate with Azure. The route table is your main route table or a custom route
table.



Step 2: Add a Route for an Azure Virtual Network (VNet) CIDR
Block

1. Select the identified route table.
2. Select the Routes tab, then select Edit routes.
3. Select Add route and enter these values:
e Destination: Enter the Classless Inter-Domain Routing (CIDR) block of your
Azure Virtual Network (VNet). This value specifies the network range for your
Databricks private endpoints.
e Target: Select Virtual Private Gateway (VPG), and then choose the VPG that you
created and attached to your Virtual Private Cloud (VPC) when you created a
Private Virtual Interface (VIF).
4. Select Save changes.

The new routing entry sends all traffic for the designated Azure VNet CIDR block to the VPG.
The VPG directs this traffic over the Direct Connect connection to your Equinix Fabric Cloud
Router (FCR) and then to Azure, which establishes cross-cloud private network connectivity to
Databricks.

Part 8: Configure AWS PrivateLink for Databricks
Connectivity

Establish private connectivity to Databricks through Equinix to enable Data 360 to use the
Private Network Route (PNR) to access Databricks. You create Amazon Web Services
components such as Security Groups, Target Groups, and Network Load Balancers (NLB). You
also create PrivateLink Endpoint Services. All components point to the private IP addresses of
your Databricks endpoints in Azure.

For more information about enabling private connectivity, see this blog post.

@ Note: Steps and links that are outside of Salesforce content aren't regularly updated for
accuracy.

Prerequisites:

e Confirm your Virtual Interface (VIF) status is Available and the BGP status is Up.

e For Databricks setup, obtain the IP addresses of Databrick’s Azure Private Endpoints for
deployment from your Databricks on Azure setup. These IP addresses are the private IP
addresses within your Azure Virtual Network (VNet) that you configured to reach your
Snowflake instance.

e For Databricks internal stage setup, obtain the IP addresses for Workspace Storage.


https://aws.amazon.com/blogs/big-data/enhance-agentforce-data-security-with-private-connect-for-salesforce-data-cloud-and-amazon-redshift-part-3/

Note: Perform these four steps twice, once to set up Databricks and once to set up Databricks
internal stage.

Step 1: Create a Security Group for the Network Load Balancer (NLB)
Step 2: Create a Target Group for NLB

Step 3: Create a Network Load Balancer (NLB)

Step 4: Create an Endpoint Service
Step 5: Authenticate Endpoints

Step 1: Create a Security Group for the Network Load Balancer
(NLB)

Note: Perform this step twice, once for Databricks and once for Databricks internal stage.

Log in to the AWS Console, and navigate to the Amazon VPC console.

In the navigation pane, select Security groups.

Select Create security group.

Enter the Security group name, for example, dbx-deployment-nlb-sg, and provide

a description.

5. Select the AWS Virtual Private Cloud (VPC) where your AWS PrivateLink components
reside.

6. Add an inbound rule to allow Transmission Control Protocol (TCP) traffic on port 443
from the source that initiates connections to this endpoint. The source is your application
subnet or specific security group.

7. Add an outbound rule to allow TCP traffic on port 443 to the specific private IP address

of your Databricks deployment's Private Endpoint in Azure. To be more permissive, you

can allow all outbound TCP traffic.

e

Step 2: Create a Target Group for Network Load Balancer (NLB)

Note: Perform this step twice, once for Databricks and once for Databricks internal stage.

1. On the Amazon Elastic Compute Cloud (EC2) console, under Load Balancing in the
navigation pane, choose Target groups.
2. Select Create target group and enter these values:
a. Choose a target type: Select IP addresses.
b. Protocol: Port: Choose TCP and enter 443.
c. IP address type: Select IPv4.
d. VPC: Choose the same Virtual Private Cloud (VPC) you selected for the security
group.
3. Select Next.
For IP address, enter the private IP address of your private endpoint on Azure.
5. Choose Include as pending below, then select Create target group.

s



Step 3: Create a Network Load Balancer (NLB)

Note: Perform this step twice, once for Databricks and once for Databricks internal stage.

1. On the Amazon Elastic Compute Cloud (EC2) console, select Load balancers in the
navigation pane, then select Create load balancer.
2. Select Network Load Balancer, then select Create and enter these values:
Load balancer name: Enter a name, for example, dbx-deployment-nlb.
Scheme: Select Internal.
IP address type: Select IPv4.
VPC: Choose the Virtual Private Cloud (VPC) that your target group is in.
Availability Zones: Select the Availability Zones where you want the NLB to be
available. Ensure these zones align with your VPC's subnets and where your
connecting resources reside.
e Security groups: Select the security group you created previously and enter
these values:
o Listener details: Add a listener.
o Protocol: Select TCP.
o Port: Enter 443.
o Default action: Select the target group you created previously.
3. Select Create load balancer.

Step 4: Create an Endpoint Service

Note: Perform this step twice, once for Databricks and once for Databricks internal stage.

1. From the navigation pane of the Amazon Virtual Private Connect (VPC) console, select
Endpoint services, then select Create endpoint service and enter these values:

e Load balancer type: Select Network.

e Auvailable load balancers: Select the Network Load Balancer (NLB) you created
previously.

e Supported Regions: Select an additional region if your Databricks account is
hosted in an Amazon Web Services (AWS) region that is different from your
current AWS setup.

e Acceptance required: Leave the default value of Yes. This value provides
manual control over connections. For more information, see the AWS
documentation.

e Supported IP address type: Select IPv4.

2. Select Create. AWS creates your endpoint service, but to use it, Salesforce must be
added as an allowed principal.

@ Note: After it creates the endpoint, AWS returns an Endpoint Service Name, for example,

cCom.amazonaws.vpce.us—east-1.vpce-svc-xxXxXXxXxXxXxXxXxxxx. Private


https://docs.aws.amazon.com/vpc/latest/privatelink/create-endpoint-service.html#share-endpoint-service:~:text=Accept%20the%20endpoint%20connection%20request%20from%20the%20service%20consumer.%20For%20more%20information%2C%20see%20Accept%20or%20reject%20connection%20requests

Connect from Salesforce Data 360 uses this name. After completing these steps for
Databricks workspace, an AWS Endpoint Service will be published. This service will be
utilized by Salesforce to establish a private connection to databricks workspace on Azure

Step 5: Authenticate Endpoints

1. In Data Cloud Setup, under External Integrations, select Private Connect.
2. Select New.

@ Note: If you have exceeded the maximum number of licensed Private Network Routes
(PNRs), the New button is disabled. Every Data 360 instance, production or sandbox,
comes with one "free" PNR. Support for additional targets is available as an add-on SKU.
On the Add Private Network Route page, select the Databricks tile.
4. In the panel that opens under Select a network, select Azure, and then select Add
Private Network Route.
5. On the Configure Databricks Private Network Route page, enter these values:
a. Route Name: This name helps you identify the route.
b. Route APl Name: This field is auto-populated.
c. Description: Enter a description of the connection.
6. Proceed to Step 1. Click the copy button to copy the Principal ID. In a new tab, open the
Amazon Virtual Private Cloud (VPC) console.

w

Note: Do not close the Salesforce browser tab. If you do, you must repeat this step from
the beginning.

7. From the Amazon VPC console, perform these steps twice, once for the Databricks

Internal Stage and once for the Databricks endpoint.

a. Navigate to the endpoint service creation page.

Click the Allow Principals tab.
In the Principals to add field, enter the Principal ID you copied from Data Cloud.
Select Add Principals.
Verify your newly added principal appears in the Allow Principals tab. If you
haven’t added principals for both the Databricks endpoints and internal stage,
repeat these steps to add both principals to the Allow Principals tab.

Q00U

Part 9: Set Up a Databricks Private Connection with
the AWS VPC Endpoint Services in Data Cloud

Prerequisites:
e You must be a Salesforce Admin to complete this procedure.



Confirm you’re using the consumption-based Data Cloud SKU and not the CDP SKU.
Confirm you have the Virtual Private Cloud (VPC) Endpoint Service Name for the Java
Database Connectivity (JDBC) and Azure Blob endpoints you created earlier.

Set up a Databricks private connection with the Amazon Web Services (AWS) VPC
endpoint services in Data 360:

1.

o

©

10.

Go to the Data Cloud Configure Databricks Private Network Route page. Proceed to
Step 2: Account and complete these steps:
a. Inthe Databricks Account URL field, enter the URL for your Databricks account.
b. Inthe VPC Endpoint Service Name field, enter the AWS VPC Endpoint you
created earlier, for example:

com.amazonaws.vpce.<region>.<vpc-endpoint-service-name>

Proceed to Step 3: Internal Stage and complete these steps:

a. Inthe Azure Blob URL field, add your Azure account URL, for example:
https://<storage-account-name>.blob.core.windows.net/<cont
ainer-name>/<blob-name>

b. InInthe VPC Endpoint Service Name field, enter the AWS VPC Endpoint, for
example:

com.amazonaws.vpce.<region>.<vpc-endpoint-service-name>

Proceed to Step 4. Save and save your changes. Provisioning your network route takes
several minutes. Confirm that provisioning is working: a spinner appears on your
screen.

Note: For convenience, do not close this browser tab.

Return to the Amazon VPC console tab.
Navigate to the endpoint service for both Databricks and Databricks internal stage.
On the Endpoint connections tab, locate your pending connection request for Databricks
and Databricks internal stage. Complete these steps:
a. Check the box beside the row for the Databricks endpoint.
b. Click the Actions drop-down.
c. Click Accept Endpoint Connection Request.

Repeat these steps for Databricks internal Stage.

Wait for 30 seconds.

Return to your Salesforce browser tab, and navigate to Data Cloud Setup.

Click the Data Cloud Setup Refresh button to refresh the configuration until the status
is Ready. Refreshing the browser page has no effect.

From Data Cloud Setup, click Private Connect to verify the setup. The dashboard
screen shows the status of both PNRs, Databricks and Databricks internal stage. Click a
PNR record to see its details screen.



Your private connect setup is complete. To create a Databricks connection in Data 360, proceed
with the instructions for Setting up a Databricks Data Federation Connection and turn on the
toggle to Use Private Network Route. Choose the PNR you created from the Network Route
dropdown.



https://developer.salesforce.com/docs/data/data-cloud-int/guide/c360-a-set-up-data-federation-dbx-connection.html
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