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EEE Setup Home  Object Manager v

Quick Find
Q SETUR Create w
Home
Setup Home
Multi-Factor Authentication Assistant
Release Updates e
Lightning Experience Transition
Assistant
New Salesforce Mobile App QuickStart Mobile Publisher Go to Setup Assistant Real-time Collaborative N
N Docs
Lightning Usage Use the Mobile Publisher to Let us guide you through the
Optimi create your own branded mobile basics of setting up Salesforce. Transform productivity with
mizer
ptimize app. collaborative docs, spreadsheets,
Manage Subscription and slides inside Salesforce.
ADMINISTRATION Learn More ' Get Started Get Started '
> Users
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Get Ready

Ensure that your users are adopting
also a good time to optimize your M
Salesforce.
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Multi-Factor Authentication Assistant

Roll Out

Manage

Measure the Success o

Verify that your users are ado|

Support Users and Ong

Work with your support team|

Optimize Security for S|

Periodically review new techn|
implementation and your brg
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SETUP
Multi-Factor Authentication Assistant

Get Ready Roll Out Manage
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SETUP

Get ready to roll out MFA. Prepare you Multi-Factor Authentication Assistant

test plan. Then go live!

Get Ready Roll Out Manage

> 1 Prepare Your Users for M
Multi-factor authentication (MFA) is an effective way to safeguard your Salesforce
Engage and educate everyone data by enhancing security for user account access. Use this assistant as your hub for
rolling out MFA to your users. Start the project with a discovery and planning period.
> 2 Implement MFA
Carry out your implementation|
> Learn about MFA
distribute verification methods|
Discover how MFA protects Salesforce user accounts from unauthorized access and review the steps for setting up and rolling
out MFA.
> 3 Launch MFA

Turn on MFA and kick off laune v 2} Evaluate MFA Options and Requirements

authentication systems, business requirements, and org readiness

Review current authentication solutions

Understand how your users access Salesforce today. See if your company has existing
solutions, such as Single Sign-On (SSO) or MFA for other applications, that you can take
advantage of.

Evaluate which MFA verification methods meet your requirements
Identify your business and user requirements, and use these criteria to decide which

verification methods to support in your MFA implementation.

Inventory your user base to identify privileged users

IRFSERLATR P8R (2)

Identify the types of users and roles in your org, and catalog the permissions that are
assigned to each user. Salesforce admins and other privileged users are your top priority
when rolling out MFA.

Assess org and user readiness

Identify any dependencies, prerequisites, or blockers to address before you can enable
MFA.

Gather and analyze the data that you need to develop a project plan and align with your stakeholders. Assess your existing

Learn How

Learn How ¢

Learn How ¢

Learn How ¢
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SETUP

Multi-Factor Authentication Assistant

Get Ready Roll Out Manage

Get ready to roll out MFA. Prepare your users and kick off your implementation and test plan. Then go live! A

f
Men for MFA
" ngage and te everyone about the coming change.

w 2-‘\ Implement MFA

Carry out your implementation and test plan, including setting up your support team to assist users, Acquire, test, and distribute verification methods to your users.

Frepare your support team Learn How ¢
Ehsure that team is trained and has the resources to resolve MFA-related issues. Assign MFA management permissions so the team can help users recover acce: 55 if they've lost
e tion methods.
Enable security keys (optional) Learn How
I you intend to support security keys as a verification method, enable this option for your ong.
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MFA is coming in [#4#] days - Here's what o expect

Hi <name>,

extra

Building a LEVERS
Change Management Plan

Register Salesforce Authenticator

To register Salasforce Authanticator when you log in, follow thase onscraen instructions.
Updated June 2018
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your
dently win oo ime passeode v
Noto: I you have products thatare buif on the Sal i Mmbpimteiy
avalable n he MUl Factor Authontcation Ao e o
your coniral hub for

Learn about MFA: Discover how MFA pR!
access and review the steps for setling

O See how MFA works and why its | s|

The app displays a wo-nord phrase.  On your cormpuler, erfer the phrasein
the Two-Word phise field. Then cick
Gonnect.

‘Gather and analyze the data that you nesd to
your existing i

Evaluate MFA Opt q :
develop a project plan and align with your
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Analytics Cloud
— B2B Commerce Cloud
Experience Cloud

— EEZERE N (Consumer Goods Cloud ~ Education Cloud ~ Financial Services Cloud ~ Government Cloud ~ Health Cloud ~
Manufacturing Cloud ~ Nonprofit Cloud ~ Philanthropy Cloud)

— Marketing Cloud—Audience Studio (5CHTHJ DMP)
Marketing Cloud—~Pardot
- ¥R
— Salesforce Essentials
Salesforce Field Service
— GTFB IR TTR
- B2C Commerce Cloud
- Heroku
© Marketing Cloud 2282 (HEE - #¢ - FERMKESHE)
- Marketing Cloud Intelligence (F Datorama $2HtH7 i3 £8)
- Marketing Cloud Social
* MuleSoft Anypoint *F-15
- Quip &M
- Tableau Online
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Do you have
users who log in to an
550 site to access

Salesforce products?

Yes

v

Do all users
log in to your 550
site by entering a
username and
password, followed
by an additional
verification
method?

Yes

=" === =E=s ==

\ 4

Awesome! You're
using S50 and MFA for
Salesforce logins. You satisfy
the MFA requirement.

No

---mEmEmmEmm =
]

v

You're on the right track! But
MFA must also be enabled for
all Salesforce users.

*MNote: S50 is an acronym for Single Sign-On; MFA is an acronym for Multi-Factor Authentication

14



TR 2 TR 3R B % [N FRBRFEAIRT AR IEANZOR

O )k AR E TSGR MPA B ER SRS 202248 2 B 1 BB MFA K 2 3525 MFA Salesforce
EF#HauE_FRY MFA Requirement Checker (MFA 223K s T HL) o

R MFAERHE G B2 B B 0 bedE GEEERN) IR A —iK o H A MIIRE - (A& L PERBE

PREAEE 1FH Salesforce IF » SARf & B FH B FRMILEREE 7715 o (H MFA ATHR UL IFHURE » R AHEGERFEAE

TEFRE AR R (s KA BsaE 71k o

SSO el & B A REEaRFE (8 IE » th A] R s B g B BN B R (5 FH 2 BB AHBARY JEl b (B SSO R B g

PRt MFA BUSHURE - BUEMCRE A & 30380 SSO BHE » mlRbEE A &R 2 2F RA T (B0

PIR BRI IET) o AR IEHFT# Salesforce B AMEFH SSO » FHHEE B #BIFTH Salesforce {5 F & B MFA -

USRS AE Salesforce Platform A ZE & » S AT LUEA Salesforce FRER LR MFA ZHEE » BREA SSO $2 6 HY MFA
ARFS o

- AN FTE HAMAY Salesforce FEEAL 0 AH{F A SSO FEHLE Y MFA ARFS

& MFA T2 5K B BefE 22 77 ALEIE B AG MFA B SSO & » FEIERESHR (It MFA yBEm 22 21 » LUK SSO BB 5

Al o

THE % [ R Ba e

{E R MR —E ) » BHE S KRB (MFA) FE(E 77 ZUBL A & a8 IR BB < &8RRI 8(T Salesforce
Champion BREXMFA » SRR ISR H BI85 FRARHUS FHEE o 38 LL7 L] b By S5 TR ELAth 49 {5 FH 3 {0 FH MIFA B 1 75 Rl
0 DU SER S FEG T EAMRRE R AT HHELE S KPR A E RIPTE o 11 Champion th AT DU FIIRAN_EAR S HRAV AR
RUTR LRI g L > 35 S[ol g R R AT 18 128 BE ACHE [ St tH MPABRE (37 B S A B R Dh FERK o EAh - A —{EE R I LA
HEDIEREEE MFA FRTRROTEEE - SR G MG LB E (R -

- EEFEEHY Salesforce Champion : 8T —8% %% (& Salesforce {5 F7 & 22 Bl HATEEE B34 FH Il MFA © Champion f& /&R
PR E — Bl R EH Salesforce {2IEME HE IR HEELZ RN  HitZ E - FFEERE S FEWEL
ZEEBIENIN » B —EERRF RN -

- B8 Champion ST 4Ef ¢ BRBAE BV MPA IREE AR AIMATENE » A6 FRHEEEM MFA BREETTIERD$E S| © 338
{3 FH Salesforce Authenticator [TEIERER » R AEMEEBEHANEE  HUREHEBEAHEFP X RL2 M
g EAM T FEEERIERY Champion tEEHELL 7% ©

- Fy1EHY Champion BT MFA ¢ ST Salesforce ZE i » JEIE P ER LUARFE (H F E B MFA » A IZH9fH P BLH

1E Salesforce Platform /237 A &Y (BLFE Sales Cloud 1 Service Cloud)
— B2C Commerce Cloud
— Heroku
— Marketing Cloud 228t (FREE B ~ (EEFIIRIZ L TR)
— Marketing Cloud Intelligence (FH Datorama $2 {5 lr =7 #8)
Marketing Cloud Social
— MuleSoft Anypoint &
— Quip A&
Tableau Online

- BUREEEE R : BELIRHY Champion B — R MR SR o (2 IR0 EE MPA FOEREE 715 2 MM A

AR T IE B AR GNER] 2 {5 AR A58 5 frl R 2

15


https://security.salesforce.com/mfa-requirement-check
https://help.salesforce.com/apex/HTViewHelpDoc?id=mfa_sso_logins.htm&language=zh_TW#topic-title
https://help.salesforce.com/s/articleView?id=sf.mc_overview_mfa_transition&language=zh_TW
https://devcenter.heroku.com/articles/multi-factor-authentication#enabling-mfa-and-registering-verification-methods
https://help.salesforce.com/s/articleView?id=sf.mc_overview_mfa_transition&language=zh_TW
https://help.salesforce.com/s/articleView?id=dato_getstarted_security_mfa_enable.htm&language=zh_TW
https://help.salesforce.com/articleView?id=sf.mc_ss_enable_mfa_as_admin.htm&language=zh_TW
https://docs.mulesoft.com/access-management/multi-factor-authentication#enable-or-exempt-multi-factor-authentication-for-your-organization-users
https://help.salesforce.com/articleView?id=How-to-Enable-MFA-for-your-Quip-Site&type=1&language=zh_TW
https://help.tableau.com/current/online/en-us/to_security_mfa.htm#enable-mfa-with-tableau-authentication
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SELECT Id,Username, Profile.Name, Profile.PermissionsCustomizeApplication,
Profile.PermissionsModifyAllData, Profile.PermissionsManageUsers,
Profile.PermissionsViewAllData

FROM User

WHERE IsActive = true and (Profile.PermissionsModifyAllData=true

OR Profile.PermissionsCustomizeApplication=true

OR Profile.PermissionsManageUsers=true)

 EE AR E AR T Y DB R M E— BT &

SELECT Assignee.Id, Assignee.Username, Assignee.Profile.Name, PermissionSet.Label,
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PermissionSet.PermissionsModifyAllData, PermissionSet.PermissionsManageUsers,
PermissionSet.PermissionsViewAllData
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WHERE Assignee.IsActive = true AND PermissionSet.IsOwnedByProfile=false AND
(PermissionSet.PermissionsModifyAllData=true
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