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Key Management Help for this Page &)

Shield Platform Encryption adds another layer of protection to your data, helping you meet compliance requirements.
Read more about Shield Platform Encryption best practices and tradeoffs before you get started.

Use the dropdown to select which type of tenant secret you want to manage. Then generate a tenant secret with
Salesforce, or manage your own key material with BYOK.

Choose Tenant Secret Type Data in Salesforce (Deterministic) ¥
e  J

These keys encrypt data with the deterministic encryption scheme.

Key Management Key Management Help 7
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Account

New Custom Field

Step 2. Enter the details Step2of 4

Previous | | Next | Cancel

Help for this Page @

Field Label I Enrypted_Field i
Field Name I Enrypted_Field i
Description
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Help Taxt
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Required | Always require a value in this field in order to save a record
Unique | Do not allow duplicate values
External ID | Set this field as the unigue record identifier from an external system

Encrypted Encrypt the contents of this field
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Use case sensitive deterministic encryption
Use case insensitive deterministic encryption
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AV IS EREND nonce NEFENE T, Requestidentifier &, ¥ —L Performance Edition.
7Y MEERD S VX Lk 1 IO ORER & UTEHEL £9°, Requestldentifier % Unlimited Edition. & T
ZFANTET XS ICHY —CAZRET S L. Requestldentifier B RIE F 7z1d4  Developer Edition,
—HOA—ILTY M EIRTHIEENET, Salesforce Shield % fzl&

1. a—)L7 T A2 AZ Y AR E R E T iz nonce % Requestldentifier 0 S filiHE 9 ;:Ii(;;ﬁrf:r‘r;ggyg;%
B2E5ICHY—CAEZEHHLET, nonce lFXDKXSICHEDET, S — P2 DB A D KE
e5ab58fd2ced013f2a46d5¢c8144dd439 <9,

2. JWETHEI NIy Z—NIC, ar 7 YRS Lo SbicfilE 5 Salesforce Classic & & T
TIVAY AL, T2 ERORSHUIEE NS 7))V XL, Fv Lightning Experience DA

aDHRDFO—FDIDE—H{IC. TDnonceZZFDEEFEFZHET, RICH] TERATEEY,
R LET,

IFTa43v

I —HHER

feEOJ 14 VIR EE
. fRE. HIBRYT S
o 7FYFr— 300
HAZIALRX]
FrvaDIHDHED)
TLAEHEEEMICT S
o [7FUHr—avm
HAZRIARX]
H&LU
BES{LBROER
TV rOMES LU
EHEE LIcRBEMEE
. BE. TJAKR—
Fe 1VR=F, 7vT
a—F., f{EIT>
o [BES{LRROEE)

{"alg":"RSA-QREP", "enc'': "A2563M", "kid" : "' 982c3700-f4G0-4423-8c23-4d1a69152a0b", "ti" : "ebabS8fd2aed013f2a46d5c8144ad439" }

3. [REIDD., (IAVIBEI Ry VA 75y FT74—LDHHE) E AU, [RERSGE] 28R L E
3‘0
4 [F¥ v aDBROHDY T ALKl GIL] ZERL £,

VLA ROy S LTHMNIT ST TEET, dHild. XX TF—X AP PHREE T F) ©
lEncryptionKeySettings| ZZM LTI\,

ChLBE, SR —EANDa—)L 7T b N TIC—HD Requestldentifier WFENE T,
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BROEERLBER

ZE DT LABIBEANCLIZICED ST, Fv v 2 DARDOHEEHM T nonce IR T NEWVIELA.
Salesforce & I—) U7 %7 M ¥Rzl L. POTENTIAL_REPLAY_ATTACK DETECTED I —7% R UL E T,

F v v 1 DHDEDEFDHED

F v w2 DFHRDOHEMIT Salesforce DINBIARFEE NS 128, BERET 5 a—)L

7 MR EMERFT A EHRETY, (AT M F v IIRN—=UREHL

THHZEMH L, Y —C X TOROUUSZ T B 0[HeMEDH 3 — L A D

hHC FIER L L ET,

FryvdaDBHROF: A—IVT I FF w71 R=ViX. HTFry v 20DH

Y —UECAZEM L TIRAIOIA—IVT I b BFEITLIRBICT V7 ATES &

GIXHEDET, AT MF 7O LTEREINSE T—XIX. idkk

AT LI EENE R A,

1. BB IDD. (PAY IR Ry PRI 75y F74—LDEFHE) AN
L. [ROEM 28I L E T,

2. —EOFEEMN AN SN TV SaIHEBEO—ZoAN L iRea 71 A
WL ET,

3. v avIT, Frv I LREMORICHSEHNZS Y v 7 LET,

4 [Fr v aDBROP A—IVTINF Ly IIR=IT, [Fav 717y
JLET,
I—)L7 T MERICT IR —IICERENE T, a— VT M Fry
IHh5E T UTHRDZORENS E TR DD 200050 £9°,
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Shield Platform Encryption,
BLUFvyvIa1DHD
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T9,

Salesforce Classic & T
Lightning Experience D5
THERATEET,

I —HHER

TV FOWMERS LUEE
ENMEE LIBEMEE
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1’

Cache-Only Key: Callout Check Heip fortis Pago @

Review and check your cache-cnly key callout connection. Callout test results aren't saved or logged in Salesforce.

Callout Connection Details Save | | Cancel

Unigue Key ldentifier keyContact2 Named Credential MNamed Credential

Ceriificate Unique Name certificate?

Start a callout connection check to see results. Check

Testing callout connection for

Organization ID: D0DRO00000013Hj
Tenant Secret ID: 02GRO0000001K1G
Unigue Key Identifier: keyContact2
Named Credential: Named_Credential
Certificate Unique Name: cerificate2

The callout was successful.

5. A—)IV7Y MEHOENZMERELE T, TV MERDRBMLU IS, RERRA 2O RRICHYZ S
LT RAy—IDLRENET, CORXAVE—VZHHILT, #Y—ECAEY) EMHEZMA LT,
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Fyya1DHDROIEE

FyrwlaDBROREWTETIE, FyviaNOFE, #Y—EZA\ODa—
VT MESID 2 ODEREINE T,

L ERE DS, (P4 IR Ry TR 75y F7+—LDH5E) L A))
L. BROEM) 23R L E9,

2. [7F 2 FORERR Fay TR S REENZER L X,

3. I Z2 ) v I LET,
HEM ORI THERGTA ) I2ZEL, TOHNDI—ILT Y bAMEIEL X

RATVENET,

@ T Frvia0B0ME. MEkS X CHENE NS0T — X
T9, FrviaDAhOHEWET S L, HERMLL T Salesforce THUHT
XL LEERITZETHET—RICT VA TERLI KD ET,
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Enterprise Edition.
Performance Edition,
Unlimited Edition. H KT
Developer Edition,
Salesforce Shield F fzl&
Shield Platform Encryption.
BEUFvrva10FHD
BY—EXDBADHKE
T9,

Salesforce Classic & KT
Lightning Experience Dl
THERATEET,

I —HHER

7TV FDWES KLU
EHEELREMEZE
B BXZE. TV AR—
b A1VR=b 77
Aa—Fk. REI S
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Fvva10FHDEOBEME

Salesforce THEIE X iz icHi@a 7' A4 U WmH F ZBEAT S Tw 354,
WEINS, FlZ A ZEHLTTa I L THEINZF Yy v 2 DHDH
ZRAMETE £ T, BERI N ZHAMELT s L. BEVAMTED T,
W Eh iz Z a9t d 206, Mg 289 —EARHMNRIEL T35 T
LR LE T,

REIDS., (T4 IRy VA 75y RT3+ —LD0EE) EAT)
L. BHOEH) 2R L 9,

HAHIMET BF v v 2 2 DHORDKICH S G127V v Z LE T,

1.

FERAREEI T3>
Enterprise Edition.
Performance Edition,
Unlimited Edition, & T
Developer Edition,
Salesforce Shield ¥ fzl&
Shield Platform Encryption.
BLUFvyvIa1DHD
BT —ECXDBADLE
T9,

Salesforce Classic & & U

Lightning Experience Dl
THERATEET,

I —HHER

7TV FDWES KLU
EHEELREMEZE
B BXZE. TV AR—
b A1VR=b 77
Aa—Fk. REI S

°  ES{ROEE)

Search Index
These keys encrypt data store
Analytics

Event Bus

Key Management

Choose Tenant Secret Type |+ Data in Salesforce

Data in Salesforce (Deterministic)

data in fields, files, and attachments.

Generate Tenant Secret || Bring Your Own Key | |

=

Destroy || Export| 7

Actions Version Tenant Secret Type
Activate 20 Data in Salesforce
Destroy 19 Data in Salesforce
Destroy 18 Data in Salesforce
Destroy 17 Data in Salesforce
Destroy 18 Data in Salesforce

Data in Salesforce

Data in Salesforce

Status

DESTROYED

ARCHIVED

ARCHIVED

ARCHIVED

ARCHIVED

DESTROYED

ARCHIVED

Key Material Souree  Key Derivation  Created By

FETCHED

FETCHED

FETCHED

FETCHED

FETCHED

FETCHED

HSM

Security Administrator, 5/4/2018 10:51 AM
Security Administrator, 542018 10:45 AM
Security Administrator, 5/2/2018 8:50 AM
Security Administrator, 522018 T:50 AM
Security Administrator, 4/18/2018 7:59 PM
Security Administrator, 4/20/2018 12:23 PM

Security Administrator, 3/26/2018 12:23 AM

Key Management Help ".£

Last Modified By

Security Administrator, 5/30/2018 4:36 PM

Security Administrator, 5/4/2018 10:51 AM

Security Administrator, 5/4/2018 10:52 AM

Security Administrator, 5/4/2018 10:52 AM

Security Administrator, 5/4/2018 10:52 AM

Security Administrator, 5/30/2018 2:21 PM

Security Administrator, 4/18/2018 7:58 PM

7

Shield Y —E A, #Y—EADLIAGMEENIF ¥ v 2 2 DBHORZHF L. LLiiZ DB TH S

LENfeT =27 7L A LET,

@ »T (hoOREMOBELRMC, F—2ELMEFY v Y 2 0RORIHDETHYITEET,
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* v vy 10HORICET HEREE

RDZREFIAIX, Shield Platform Encryption DF ¥ v ¥ 2 DA DY —E A Z i
LTHHHET 529 NTOT—RIHEHENET,

BHETR) Y —

Salesforce WMIBDFEY —C AT VAT ERWEA, a—)IL7 T MK,
FNEF v v 2 OHRDOFOIRINE THERFHHA ) ISREINE T, ThickD,
EL5DY—EATEHMBEGAMDEIEENE T, ZO%. XU VRZ R
RICHMIZ 5728, Fv v a0BHOY—ERXEBMICa—)LT Y 7z iEd
frUEY, madirid. samiE 1 sc bl Z20%o 24 KR 500 1 HliTbh
£9, COMRITHRNNCFYy v 2 DBROHY— AR T—ILT T M EIER
WKETTEBL, FrviaDH0ROKRNIE TH%h VY bEhET,
TN O EDIGRTE . BE TRHEMZAMCTEET, £72E. AP
THEHWTREIRAD TP OV E— MY —EAZAMCTH L ETEXT,
AT IR CBEEM Z AL T 5 8. IXTORRAITHEILLE T,
RemoteKeyCallouttvent 7Y = 7 &, Y —EANDIXRTOIA—)LT Y M2
UG LUET, afterinsert Apex MU HZMEH LTI DAY MIEERL, a—IL7
T IR LI585 TIVEAL LT I— i@ TEET,

401 HTTP i5&

BROEERLBER

T REAHBTRAIIT
a3 v & LTERTEER
I 7 <3~ Enterprise
Edition. Performance
Edition. 3 &K T Unlimited
Edition, Salesforce Shield
DEADKETY,
Summer 15 L& ICERR E
N7z Developer Edition #H %
I$ER CERTEZY,

Salesforce Classic & KT
Lightning Experience Dl
THERATEET,

401 HTTP B DY, Salesforce XIFE T 7' A U WHUCBIHANT 5N TV 39X TD 0Auth b—27 7= HEINIC

HHL., EORZAATTLEY,

Tableau CRM

Tableau C(RM 7—Z D2\ 277w &, Shield Platform Encryption DB TIFHEE N E T, Tableau (RM F—X 2w b

DTF—R2%F v v 2 DBHOFTHSILT 2551E. AnalyticsDF ¥ v & 2 DHDFED,

FROF vy 2 DHOR L CIRETH S L2 MR L ET,

Setup Audit Trail

[Salesforce DT — 24 |

Fr v aDBRORZHAMET 2L E, ZORD THH) WHTIHET 2D E S NS UT, R B E

TRAMLENTzF vy v 2 2 DBOROIN—T 3 U2k 5 Tl LE T,
TR0 RO DOED T TIHAET 1.

—Ji. RS ZIAET 2 L &,
FAIMEENTZRPER S NIoN—T 3 U/ TEREINE T,

Fv vy 1DHDOREL BEER

AL BRI U

LT 57— 2O LICE L3 vy vl 20RORZMBHLEST, Ty v 1DROHEBBOUFRN
THHTSCLI3TEEEA, 122X, HUFvYy v 20RO ZMNUTHREA VT v 7 A & Einstein

Analytics 7— 2 D f 25 kT2 2 LI TE XA,
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H—EX(RiE
Shield KMS D ZGIL . B bB LK OEBS LT A2 it Fzdic, FS ISR 10HDOF v v
aDBROREHNEZZT—HATHHITEET,

BRI RE LI, BHAOHRZIRL TRZMER. 7y 7a— R, ik, 7 — A7 TE5 K51
20, MOBFANDI—VTY PR LE T, REMZWRET 200, T— 22430z N L TRBIL

FryvaDHDEDNST IV a—TFTaVT

RITHINT B K HBEMZ, ShieldPlatform Encryption DF ¥ & 2 DB DFEY—

CATHENIE LIBAD STV a—F 4 Y AT T EEW,

Y —ECZANDI—)LT T bHBIEHICKR T LERA, E5TNEXOTTH? 7 RXIYTRI)T
AL T Y MK BB OB D EF, BRENETS— Ay 237 ELTRANES

T . NS . . . I 7 <3~ Enterprise
L—I%Z MR L. ROV MIHe-> THEZRL T2V, §XTOD Edition. Performance

I—)L 7Y M& RemoteKeyCalloutbvent & 7Y = 7 MlidgxE X 7, Edition. 35 & T Unlimited
. N — - . Edition, Salesforce Shield
£3:Fry v aDBOY—ECADLIT—LIkHa—F NS
2 L DHADLBETT.
RemoteKeyCalloutEvent T 5— MBREIEDE > b Summer 15 LUPEICYER &
R7a—F 1= Developer Edition #B 15
DESTROY_HTTP_CODE The remote key service AN SICIE, HTTP FENTERATEET,
returned an HTTP errois {000} )& a— RZEMRELE Salesforce Classic & T
(VE—F ‘lf@ﬂ": = X ?J‘ ER Lightning Experience D/
5RD HTTP T —hK THERATELXT,

ENFE L7 {000}, )A

successful HTTP response will
return a 200 code. (K9 %
& HTTP IS 32— R 2004
BENET, )

ERROR_HTTP_CODE The remote key service M2 RS, HTTP

returned an unsupported WA I— RERAELE
HTTP response code: {000}. 3.

(VE— MY —EAND
L R—hEhTo0iey
RO HTIP )& a— R
BENE L7000k )A

successful HTTP response will
return a 200 code. (K9 %
& HTTP IS 32— R 200H
BENET, )

MAFCRVID (ONENCINRPIONKEY | The remote key service Beay A U mhhEY)
returned a contentencryption e X, IFLWVL

key in the JWE that couldn't gy D EFI A
be decrypted with the
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RemoteKeyCalloutEvent JX37 11—
K

MALFORMED_DATA_ENCRYPTION_KEY

MALFORMED_JSON_RESPONSE

MALFORMED_JWE_RESPONSE

EMPTY_RESPONSE

Is>—

certificate’s private key. (V) &— b 3l
Y—EANS WE TEIhIzaY
7 Y AL 2 G O JE B
RCHETIETEERATL

7z. )Either the JWE is corrupted, or the
content encryption key is encrypted with
a different key. JWE Dl L TV 5%
. AV T YRPH LR RO
ZHEMLTHHEENTOEY, )

The content encryption key couldn't
decrypt the data encryption key that was
returned in the remote key service's JWE.
(VE— MY —EZADWETERE
N7 —2mestza > w2y
B LB TS ETEERATL
fzo )The data encryption key is either
malformed, or encrypted with a different
content encryption key. (7 — Z 55k
RPPERIEXTH S D, o
YT VIR EBE TR S EE N T
WEJ, )

We can't parse the JSON returned by your
remote key service. (U &— MY —E
AW 5B & NIz ISON Z fifthfi T & %
A, )Contact your remote key service
forhelp.(V &— MY —E AU IR
WHEDLELIREY, )

The remote key service returned a
malformed JWE token that can't be

decoded. (V &E— FHY—EAH 5
BENTIWE b—F U DAIERIE
ATH27D, HIILTEIE
Ao )Contact your remote key service for
help.(V &— MY —E AT BRWV
AbELIEIY, )

The remote key service callout returned
an empty response. (J &— ~#H—
EADa—)L 7 k THEDIED
BENZE LIz, )Contact your remote
key service for help. (U &— MY —
CARRBHROEDELILEE, )
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RemoteKeyCalloutEvent JX37 11—
K

RESPONSE_TIMEOUT

UNKNOWN_ERROR

INCORRECT_KEYID_IN_JSON

INCORRECT_KEYID_IN_JWE_HEADER

INCORRECT_ALGORITHM_IN_JWE_HEADER

NCORRECT_ENCRYPTON_ALGORTHVE N WE HEADRR

Is>—

The remote key service callout took too
long and timed out. (V) &— Y —
EADa—)L 7T MR
DFETEALTIMLEL

Tz )Tryagain. (& 9 —JEBA L 72
W, )

The remote key service callout failed and
returned an error: {000}. (V) &— h
F—ERADT—LT Y bR
L. XOTT5—hREhE L
{000}, )

The remote key service returned JSON with
anincorrectkey ID. (V) &— MY —E
AN B T2 D 23585 JSON A
BENE LTz, )Expected:{valid keylD}.
(RUE A {valid keyID} )Actual: {invalid
keyID}. (FZBEDAI: {invalid keylD}, )

The remote key service returned a JWE
header with an incorrect key ID. (U &—
MY —EAD SRS TR0 ZT
BLIWENY =R ENEL
Tzo )Expected: {valid keyID}. (RHE{H:
{valid keyID}, )Actual:{invalid keyID}. (9%
BE£ DA {invalid keyID}, )

The remote key service returned a JWE
header that specified an unsupported

algorithm (alg): falgorithm}. (J &— b
HY—EADSROY FR— kW5
No7 NIV XL @6lg) HEEEH
T WENy Z—hRENE L
{algorithm}, )

The remote key service returned a JWE
header that specified an unsupported

encryption algorithm (enc): fyour enc}. (J
E— MY —EADNSRDY F—
FESEA OB ST IV T A L
(enc) BEE T N2 IWE Ny B—H
BENZE Utz {yourend, )
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WYy —ECZAEMHTE RO
&, VE— MY —E RS
bEE9d,

UE— MY —ERARBOWEDE
9,

faEa 7 A D YN X
N, 1F LWOBYOK FAD G 72 i
JHLTWBZ 2R LET,

a7 A U mhEYNC e X
N, 1F LWOBYOK H OGN 72 i
HALTWaZLZHERELET,

IWENw Z—ND VT I
Lt 2w 5k 5 7))V dY AL
RSA-OAEPIE XN TH 20D H O F
3‘0
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RemoteKeyCalloutEvent JX37 11—
K

INCORRECT_DATA_ENCRYPTION_KEY_SIZE

ILLEGAL_PARAMETERS_IN_JWE_HEADER

MISSING_PARAMETERS_IN_JWE_HEADER

AUTHENTICATION_FAILURE_RESPONSE

POTENTIAL_REPLAY_ATTACK_DETECTED

UNKNOWN_ERROR

Is>—

Data encryption keys encoded in a JWE
must be 32 bytes. UWE NI —
RENFT— 2N e#iE 3231
FCHAHIRENDHYET, ) T—X
W LD value} N1 B TT,

Your JWE header must use {0}, but no
others. JWE Ny Z—THiHITE %
D {0} DA T, )Found:{1}. LD
Mo Tl {1} )

Your JWE header is missing one or more
parameters. (WE™Nw Z—"T 1D |
DINTG A—=RNH D FHE

Fuo )Required: {0}. (RAZE O

{0} )Found:{1}. (D> Fefifi: {1}, )

Authentication with the remote key service
failed with the following error: {error}. (U
E— MY —E X TOZAEDRD
II—THIML X L ferror, )

The remote key service returned a JWE
header with an incorrect nonce value. (V
E— MY —EZAH 55 Fznonce
iz 58 WENY X—hREhE
L7z, )Expected: {0} (REE A

{0} )Actual: {1} (FZBEODME: (1))

The remote key service callout failed and
returned an error:

java.security.cert CertificateExpiredException:
NotAfter: {date and time of expiration} ()
E—FMY—ERDO—ILT Yk
MWRML, ROZT—DREINEK
L7

java.security.cert CertificateExpiredException:
NotAfter: {date and time of expiration})

BROEERLBER

FREEEDE > b

T — 2L 3231 b TH B
TeZEMERLE T,

YR— PRI DINT X — R )WE
Ny B—HHIBRLET,

JWE N Z—ITRHADMIN TN T
GENTVR L EZMERLET,
ez, VLA RN
o TVRLEE. WENY X—
WKFryvaDBORDI—)LT
v b S E Nz nonce D
FhTV0388ENHHET,

B U T v 71 A ot
WAEZ MR LTI,

-7 MIHFENTVS
RequestiD A IWE N w B —IZHEN
TVEZezfBLET,

Fx v Y aDHROHDIHEDY
QYN TVE S, )7 BYOKH
HROREEZMHT 5 X 51
Fr v aDROREMEEGL
9,

ROFF—ECALT—ICE>TA-INT Y b2 Y TERLIGEZILENHVET, TS5 OREICBMYS
BLT7—DERENTS, #Y—EADT AT LEHBCBHOEDELIRE N,

° JWEDHHRL TV 5 h, AIERIEATH S,
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o F—AREHERDPAIERIEATH S,
o WY —ECANLAIELRIEAD WE F—F VR Ehiz,
o HY—UEAMSEDOIENMRI N,
VY =AW TN B K ST, Salesforce TIXHY—EADKI—)LT T FDOREHIZ 3 FHISHIFE L T
WEJ, BN THRERZBB L=V 7 PR AALT 7 b7 —THRIRL T, Y —EXHAIN]
HETHATLEMRALET, fieual A VHRHABITIELVI Y RRA Y M egidaX5icL, PT R
LAZZE, RLEERLET,

Apex TV E—bFI—)IL7 Y b ZFUTTEEITH?

ZW, Apex A=)V 7T FTHRER A URZEI—NLT I b RRA Y M L TIRET 5 TN TORGE
S Salesforce IC K > THEMENS 28, O— RTINS 2988 RBEH O FEEA, I—ILT T MERDI SR
a4 RS 51X, fea s A R RLZMEHLE S, fiea A1 U URLICIE AF—
L callout, fREa A UEHOAN, SEIISCTEBMENISZADEENE T, i

callout:My_Named_Credential/some_path,

FEANZ. TApex BZEBEHARL O Ta—)L7 I TV RKRA Y FELTOIRERY A U5 ZBRLT
XV,

I—=)V7Y MEE R TE X T

Fr v aDBROHANY MR E 2B 255151&. RemoteKeyCalloutbvent £##EA 7Y = 7 + Z{JiH]
L% 9, describesobjects () A=)V L TANY MERZLRT S D, afterinsert Apex b VU H 7zl
ALTHIA—IVT I FDRICHARZRLLT T 27 b 2FGTLET, T2 ZIE. RemoteKeyCallout £\
PR ARLA TV 27 MPMMET S b HZIERTE X9, RemoteKeyCallout ANV M2 AR LA
TV MelMEd B e, a—)L7 U MEEZERTEE T, ik, TSOAPAPIBHRE A K1 @
RemoteKeyCallouttvent T Y ZHBMIL T 72E W,

BRI T, BEEMORELIRE D 7 A U RSOE OZLWEMBHENE T, a—)IL7 vV MEhidn
T 7 AV E N T A,

9, TETIH?
RAZE, RD2ODOVWThhZEKLET, @Y —EANDEHEDYINE N TRHEE TERVD, T—
AR I NI TSI N TV SN TY, #Y—EABEHRET. Bea /A U EHh Ly
FERAV P ZBHMLTOA I ZERELET, Y — AT L TzlzbIc#N—2 3 Vb TR
EX—IINTVERGE, HznE LU TTFITZo#N—a v zaeLET,

BRI Eszticluvnisea sy 4 U HEERT 28805 D £3H7?
VWA, 100fFEa S A Ui EROR TN TE XS, BHrofien s A UMMt Ehizo Y R
FBAYFTREMEZERAFLUTOVAMD, flcpBEizdbo i, BEMEZHERIES L2, —EOR
k) FIHHO# D ZAELET, HiLOEDEEO A UERTHREI NI RRA Y b RLICIRFEE
NTVSTeZHIERALET,

FERICHTAMEDSH L FET, ETRMWEDEITNIEEIVTIH?
FadPMC B ERIDH 2550, THhHO Y VT T 4 T F 1203 Salesforce H AR —H R— b F THR
WEDELIEIY, COBREZHMET R R—FF—LEZTHIITLET,
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Shield Platform Encryption D H A2 A X

HREL RoEDCTE, BEHLT — 2 28T iR Z 0B E T B L DNDH
DE9,

D7 avoORS:
—BOL—)IV T E N B IHH DI E D]
HHEEMT BV zZMilT 5L, 7V —2TilEE T — 2z 20D
WKERIBET, BHEL X T H AR LO—BUL—)IVIC#EET % Shield Platform
EncryptionZfi [l U CHAH ZW5 5L 9 511X, MEEMSIEAF—LZ ML
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ARV T—R2DAM) -V TERE

B ORI Z ZT Patent_c EVI B ARLZT TV 7 bR LIELET, ZL T, I—YHAPIZ{f
MLTZODA TV 27 bEBETIRNZE LIz EEZE T, Apitventd 7T = 7 M XOIERIBISoQL 7
TYZMHLT, wBICOD, §ED, Patent_cDEDFRMICT 72 AL Z A LE T, CDWHEREAJIZ
QueriedEntities HHZMH L T. i & Patent_ ATz Z FDAPI 7T Y ORICKDIARE T,

URI D]

https://yourInstance.salesforce.com/services/data/v48.0/async-queries/

POSTY Z LA L RF 1 DI
{

"query": "SELECT EventDate, EventIdentifier,

UserAgent FROM ApiEvent

WHERE QueriedEntities LIKE '%Patent

"targetObject": "ApiTarget c",
"targetFieldMap": {
"EventDate": "EventDate c",
"EventIdentifier": "EventIdentifier c",
"QueriedEntities": "QueriedEntities c",
"SourcelIp": "IPAddress c",
"Username": "User c",
"UserAgent": "UserAgent c"

}
POST L ARV ART 1+ D
{

"jobId" : "08PBO0000066JREMAM",

"message" : "",

"operation" : "INSERT",

"query" : "SELECT EventDate, EventIdentifier,

UserAgent FROM ApiEvent

QueriedEntities, Sourcelp, Username,

QueriedEntities, Sourcelp, Username,

WHERE QueriedEntities LIKE &#39;%Patent c%&#39;",

"status" : "Complete",
"targetExternalIdField" : "",
"targetFieldMap" : {
"EventDate" : "EventDate c",
"SourceIp" : "IPAddress c",
"EventIdentifier" : "EventIdentifier c",
"QueriedEntities" : "QueriedEntities c
"Username" : "User c",
"UserAgent" : "UserAgent c"
by
"targetObject" : "ApiTarget c",
"targetvValueMap" : { }

}

® »=
I-
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curl -H "Content-Type: application/json" -X POST -d

'{"query": "SELECT EventDate, EventIdentifier, QueriedEntities, Sourcelp, Username, UserAgent
FROM ApiEvent WHERE QueriedEntities LIKE '%Patent c%'",
"targetObject": "ApiTarget c",
"targetFieldMap": {"EventDate": "EventDate c","EventIdentifier":
"EventIdentifier c","QueriedEntities": "QueriedEntities c","SourcelIp":
"IPAddress c","Username": "User c","UserAgent": "UserAgent c"}}'

"https://yourInstance.salesforce.com/services/data/v48.0/async-queries/" -H
"Authorization: Bearer 00D30000000V88A!ARYAQCZOCeABy29c3dNxRVtv433znH15gLWhLOUvV7DVu.
UAGFhWOWMtGXCul6qg. 4xVQymfh4Cjxw4APbazT8bnIfx1RvUjDg"

ANY FEBOE S 1DOOMAFHNE, SRR FESRPA =V EOBEHHICTY 72 A LEIXTOI—Y
EHETALTY, ez, ROJEMMIsoQL Z oY Z i LT, RS2SR Ea—F 2R
THIEHNTEET,

URI Dl

https://yourInstance.salesforce.com/services/data/v48.0/async-queries/

POSTY Z LA KT 1 D

{

"query": "SELECT Query, Username, EventDate, SourceIp FROM ApiEvent
WHERE Query LIKE '$SSN c%'",
"targetObject": "QueryEvents c",

"targetFieldMap": {
"Query":"QueryString c",
"Username":"User c",
"EventDate":"EventDate c",
"SourcelIp" : "IPAddress c"

}
POST L ARV ART 1 O

{
"jobId": "08PBOOOOOOOO1IRS",

"message": "",
"query": "SELECT Query, Username, EventDate, Sourcelp FROM ApiEvent
WHERE Query LIKE &#39;%SSN_ c%&#39;",

"status": "Complete",

"targetFieldMap": {"Query":"QueryString c", "Username":"User c",
"EventDate":"EventDate c", "SourcelIp" : "IPAddress c"
}y

"targetObject": "QueryEvents c"

}
BErEY Y.
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© B coOBITE. BERHETYTY MHCHAZLAYTY ARV FLa— RERALET,

IF4a4¥3v

trigger LogoutEventTrigger on LogoutEventStream (after insert) {
LogoutEventStream event = Trigger.new[0];
LogoutEvent c¢ record = new LogoutEvent c();
record.EventIdentifier c¢ = event.EventIdentifier;
record.UserId c = event.UserId;
record.Username ¢ = event.Username;
record.EventDate c = event.EventDate;
record.RelatedEventIdentifier c¢ = event.RelatedEventIdentifier;
record.SessionKey ¢ = event.SessionKey;
record.LoginKey c¢ = event.LoginKey;

insert (record) ;
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IF4a4¥3v

Executionldentifier Sequence Records

a50a4025-84f2-425d-8af9-2c780869f3b5 1 {"totalSize":3000,

"rows":[{"datacells":["005B0000001vURV"......... )

a50a4025-84f2-425d-8af9-2c7808693b5

a50a4025-84f2-425d-8af9-2c7808693b5
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SELECT ExecutionIdentifer, Sequence, Records FROM ReportEvent
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FX U IENTANYIITE T YIS aleFa VT o R —D M) HEINEGS, mAIOF v 7 TOD
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Executionldentifier Sequence Records Policyld (5&54 9 PolicyOutcome EvaluationTime
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CNHEDANY MR, ZUEGEMFA) 772 a VD% 5 MY HENTRY O—ORPFELE T, RO 3
T TRV ANDZELGNLOREN, D37 TR F ¥ 7 ENIARY I RENE T,

@ »T LEHEMEL, 2 BRI EHERTOE Lz, MAAICEITS 2 —#0ffild MMwofa) ZBIRL

EZIDY

9,
Executionldentifier Sequence Records Policyld (5&5% 9 PolicyOutcome Bdokriire
(G el I RSV £ KT BkHEZRE
SHiE% 3 @)
a50a4..9-2c780869f3b5 0 {"totalSize"0, "rows":[{}]} ONIxx..GA2 TworFalnitiated 30
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43805..6-5914976709c4 2 {"totalSize":3000, ONIxx..GA2 TwoFaNoAction 24
"rows"{'datacells"{ 005B000000fewai... I}
43805..6-5914976709c4 3 {"totalSize":4000, ONIxx...GA2 TwoFaNoAction 24
"rows"{{ datacells"{ 005BO00000TVURY',_ T}
43805..e-5914976709c4 1 {"totalSize":3000, ONIxx...GA2 TwoFaNoAction 24
"rows"[{'datacells"T'005B000000TVURY' I}

INEDANY N, Tav o702 aryhbsR) O —0OBERELETH, ANV MNIELEMIZLEY
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"rows"{{ datacells" 005BO00000TVURY' T}
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Check Your Mobile Device

Use Salesforce Authenticator to approve the request to

Access Reports.

Log In to Salesforce Verify the

details
Username

& artvandelay@salesforce.com

Having Trouble?

*— L@

Salesforce B TR I HF 72 avFa VT 47 F— ) EOMHDA—)LBHINEEENE T, Avb—
POAIZE, PR I—, RYI—ZFIH LAY, R T—DD, BXUHHETZ AN
Y MHAMGIHEEINTOET, KU =AM HINEIEIE, ZEEOaT—IVEBLUT 2 A LY =V TR
ENET, 2R, KV —DRIBEHERFBO o 46 M P Xz LE T, WAIZZEdT 5>
AT LG D ROFEEHER R O MBI W B 5515 BRI TR ERF R TR Eh £ 9, RicHlZnRmL £9,

l:

From: Transaction Security <noreply@salesforce.com>
To: Admin@company.com

Sent: Wednesday, September 4, 2021, 10:00 AM
Subject: Transaction Security Alert

One of your transaction security policies was triggered.

Policy Name:
Restrict Views of the My Confidential Report

ID:
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Event responsible for triggering this policy:
ReportEvent associated with user lisa.johnson@company.com at 7/21/2021 06:46:11 AM PST

For more context about this event, refer to these event fields:
Org ID: OODLAOO00OO0O3YjP
User ID: 005IL0O00001ZgMb

77— 3 REH
TV —ya YWEANCIE, PUAENERY) = BEORENE T, Cassic TIBMZ I TEE A,
RichHlzmLET,

© .

Transaction Security Alert:
Policy Restrict Views of the My Confidential Report was triggered.

16 minutes ago
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B
o

1 —HER
o ARV M EBEBLUE
oY 3

o TUZWEAL LAY
FEEIRT — 2 DERT

° =]
FSUYIavEFa
3. N\1ZZ7 U I LET, 54K —EVER.
4 EOARY MHUTHY S RIERT BDEELE T, A et
Tee A, AT AP O — )L 288 B AP A N P ZEINL X9, HRATAR]

I—YHPDLR— b2 RFRRII I AR—F LI ZERT 28510
[LR—=FAXRY M EERLUET, HiHHERA N2 FD5ESEY A MOV
T, EEFS Yo arvedas ) ZBRLTIEI,

5 %Yy VEBRLET, coady ik, ROAT v T TIERT B EFEENE T,
RV —=T7 72 arZbMIHTRICEIXRTORNZWZTRHELDZD. VT NHDEFZT-3 84
BB ZIRETEET,
XOBEMEO Ty VZ2IRET 5. (BAZLEFOY Y 718 23R L X9, Hill & anPiiia
(AND, OR, NOT) ZfH L CaBl AT — b AV P21 L £ 9. B2l L THRFMNZRLET 0 FHD
SR, 2B/BHORMICIE 24 L), e AW, 1 H/HOZEM L., 2H{EHERII3IFHOVWT A DR %Z
WlTHRICRY =2 U AHTBEH. 1 avp (2 or 3)) EANILET,

6. MR LF T,
BEAFTE 3 DD H Y ET,

o BT BANY BEM, MHNREREME. BN ULIEANY MK TRAREDFET, 1222 LEKR—
FARY O BT S 2 LT, LER— P TCA—YBRBR U7 EEHTEE I, APla—)L
THEINS Salesforce TV T 4 T 4 ZEEMT BICE. APARVFDBEEINZTZYT 12T 01540 %

262



Salesforce ¥ a2 F 4 ALK RS o avefa)Tqa

HHLET, 2—YDREDPT RLASas Ay LithZEEHTZICIE. A ANV DTS
NV STH A o [ i A OR=3

° (XD REV]L ROLTHNITHES]. RXOLTHNEEZE) 75 D 1,

o ZED rue M false HhEIPGET B, & 21X, WM &M ZIRE LT, 2—YHLEK—FTWVD 2000
BHAZ BB UTeh 2T 258, 20000 EANLET, MBI NBZTY T 0 T 0154024
ELT, Y—RICHd 2 AP =)V 2T 2858, Leads W—F)EANLET, [77EAILIP]
M ZRELT, FEDPT RLARSDA—Y0F A U EERT A, FZBOPT RLA
(192.0.2.255 %) ZANILET,

O bk Z&fF1E ApiEvent .RowsProcessesd % LoginEvent.SourceIP L EDANY P A ML —
ATV FOHEHIHIMI b NE T, FHECNE LKL UTERREN S BREHOM
REMiB X TR DOVTIE, APIFF 2 AV FEBRILTIZE W,

ROFNZ. APl A=)V BT ER) S —ZRmLTVWET, APNA—ILTY—FKF TV 7 bHARAEE N,
WP E N1 2,000 2B Z T, BRODSE Y ET 1,000 S UREZBZZHEDDD TG, 7723
VHMIAINET, i, &L E—ofl) 22U TIEIY,

New policy
What conditions do you want your policy to monitor?
When all of these conditions are met for the event, your policy triggers an action. You select an action in the next
step.
*Event
API Event w | Track APIcalls in your org. For example, track when users perform SCQL queries
and export data
*Condition Logic
Custom Condition Logic Is Met  w
* Custorn Condition Logic @
1AND (2 0R 3)
G “Opt
1 Querie d Entities v Equal: v Lead &
C * Opr
2 Rows Processed v  Greater than ~ 2,000 &
Cond * Operat I
3 Elapsed Time v  Greater than v 1,000 o
° =3

7. RN\ 2209 7 LET,
8. MUAHINIZLEDRYVI—DT7 7 avadRLET,

EHRER T 72 a id, ANV MEINCE > THRAED ET, Gk, TSS9 areFaVra

T arveidy 2BRUTIEEN,

@ AT Salesforce BINAIVT TV r—3 3 >, Lightning Experience,  E 7213 AP RRHHDY B, ANV M T
PHFRGET 72 a VIIMEHTEERA, RbYic, Jay 77 aryMilEhEd, ezl
APRRHITIATE N2V A P 2 —TE AR Y O —D MU HENE, Salesforce 13 D APIL—
Yoy s LET,

9. JHHE LA LR X T,
10. KY >—DAN EFHNZ AN LET,
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RV I—E, 7O E—Aa7 LYERTORZMHTE. HINT -RICT28ENH D ET, mfH L
PTHD, BAZMEH LRV, BT YA —2a7Z LV, 22837y Z—2a7 Z il Lk
WEWVSIFINBD D T,

MN.pEILCT, R —ZEIMELE T,

12.5¢ 1229y 7 LET,
HTRER R Y =DV A MIRY —DEMENE T, ARV DI Iy arbFaVT 4R
—AAMCTBL, ZDANY MG B BD N T YT g Y OIATIRRINE TS RN H
DEJ,

O E= WM LUTRIFELE—KY S — %N ARIA XF BB, FlowD (7 H— AP, EventName,

CustomConditionBuilderPolicy DFERIZEM L THRY > — 27T 26 EDNH D £,

DI avORA:
S eV X —o ]
LT oflZSHIc LT, MADFTEEDOMAIFH7Z & EV X — DAL T &V,

FEILZ—Df
BFOBIESHI LT, MADKBOWNTIERITEL X —0%fHcanl PPy

TREZW,
ERARREEA > 2 —
L R— FRITDEHF 7 1 —R:Salesforce Classic
. RN o . s . ¥ L U Lightning Experience

BIDOFH: V—FA T =27 FOLFEDLAR— A5 2000 Z @A 5772 1—Y \
PODERERRBI Y AR—F LEhZBHLET, ERAREGTIT 3>
R o1, o . Enterprise Edition.

AN L= R AR T Unlimited Edition, & T
o FaTy g XTOFRMHT—HK Developer Edition
o Z&fE Salesforce Shield Ffzl&

Salesforce Event Monitoring
TRAVHTRIVT
2 aVHhRETY,

- Rows Processed Greater Than 2,000

= Queried Entities Contains Lead

°* RAEROLFHNE—HT B] TR%EL RO P2 Z T A 2 L
T, BBOATI2 I M (5B 1 DBV —RIHEISLR-FEFHET,
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New policy

What conditions do you want your policy to monitor?

When all of these conditions are met for the event, your policy triggers an action. You select an action in the
next step.

*Event

Report Event o | Trackreport activity. For example, track when u d report
dats
*Conditicn Logic
All Conditions Are Met -
*Conditien *Operator *Value
Rows Processed - Greater than - 2,000 o
*Condition *Operator *Value
AND Queried Entities - Contains v Lead &

+ Add Condition

o =3

Bl

LET,

ANV P LR—F ANV |
FMraTy 7§ XTOFRFIC—H

%ﬁ“ Name of Columns Contains Email

Bl A= V7 FLADNZENZ 2RO L R— b 22— DPODLERI T AR -+ LiehZiBif

AL RO 2 GBIHERE 2 LT, Email. Customer Email. F7/2lE Email of Customer @

WINHDINNKZFTHET,

* Condition *Operator *Value

Name of Columns - Contains A d Email

dA—HY0a54 2 0EH

Bl

S P 7 R LR 12345678 0 b A—Yhwvoa bl A v Lk ZeH L E9,

AERY—RFFEDIPT RL A 12345678 IC K> TOR MY HENET, 123456 THEBEZEOIPT R
UZ?‘J‘B@H&’I"/%&E%?%%%A‘ Source IP Starts With 12.34.56 @%ﬁ%ﬁﬁibiﬂ‘o

o ANV T UARY
© FMFaTy VI NTORMFI—HK
° Z&ff: source 1P Equals 12.34.56.78
[ ]
*Event
Login Event - I';:::'Ijovglr activity, For example, track when users log in from certain
* Condition Logic
All Conditions Are Met v
*Condition * Operator *Value

Source IP A Equals - 12.34.56.78|

+ Add Condition

o

Bl L—YHOD Chrome 75U Y ZMEH L TR T A > LizhZB8LE T,
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o ARV PTIAUARY B
o KTy 7 FXRTOEIMIT
A Browser Contains Chrome

° AL Safari BX U Firefox 7o ¥ souas A oz Bld2Z L TEET,

*Condition * Operator *Value

Browser - Contains A Chrome

APl 7 TV) LB DB
BlOFHMN: L—FIMERED AP ZEHI LTV —RAT V27 b EREL, ZOERIPVD 1000 I VRERBZ T2
ML ET,
* ARV MAPIANY b
o ZMaTy 7 RTOEMFIT—3
o S
—= Queried Entities Contains Lead

- Elapsed Time Greater Than 1000

¢ AE[RDOLTHNE T B TREL RO ZFBIWAFZEH LT, AT 27 b 551
DN —RICHTBEITTVEEZDET,

“Event
APT Event o | Track API calls in your org. For example, track when users perform SOQL
queries and export data

*Condition Logic
All Conditions Are Met v
*Condition * Operator *Value
Queried Entities - Contains - Lead o
*Condition * Operator *Value
AND Elapsed Time - Greater than v 1,000 &

+ Add Condition

FEEDURAME1—D API 7 1) DB

BIOFHEW: T—FBODLED AP 2 L THEEDY A b a—ZE Lich ZiBF L EJ,
¢ ARVMURFEa—ARY B

© MYy I X TORMIT—

* Z&f}: Event Source Equals API

¢ AL A—YHVOUZMHLTY A 2a—ZRELIDZBT 51X, ar1 DD DIC classic F
X Lightning ZHRELET,

266



Salesforce X1 F s HA K

*Event

List View Event

*Condition Logic

* Condition

+ Add Condition

All Conditions Are Met

Event Source

accounts, or custom objects.

*Operator “Value

v  Equals v | APl v

rack when users see and interact with a list of recards, such as contacts,

d1—HYntyvavNIbtEFa1) T DBY

AN DDA E SR L P

BOFW: iy a VLN F 2V T 20 OT7 7 AMEO WV Q BEGERE LT A LTV

V) I—YHODMEEDY A M 2 —ZRE LI ZB L X7,

¢ ANVFMYAME2—ANV |
o ZraYy Zi v ORI

o At

- Session Level Equals LOW

— Session Level Equals STANDARD

o AEFUSEMAD NI U7 areFdFa VTR —THHLUT, SGEZ M LUkowa—3h
VOLR—F (LEBR—FARY M FEREZEAPIZTZY APIARY B BT LD ZBHLET,

*Event

List View Event

*Condition Logic

Any Condition Is Met

= Condition

Session Level

= Condition

OR Session Level

+ Add Condition

- Track when users see and interact with a list of records, such as contacts,
accounts, or custom objects.

-
*Operator *Value
v Equals v Low v
*Operator *Value
v Equals v STANDARD v

HARZL0OY I DOER
BDFM: e spy .mycompany .com K XA YV DA—FHZREFDL—FMH, SuperSecurelistView £ W9 HaiD Y A b+

Ea—0DIXRTHOLI—RFEZVDOBELEAZBHLET,

° ARVMYAPEa—ARV ]
o ZraTy 7 hARZLEAOY v 25
o HARLZEATTw Z: (1 OrR 2) AND 3

*

- Scope Equals Everything

- Name Equals SuperSecurelistView

- Username Ends With @spy.mycompany.com

° XE:
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“Event

List View Event v

* Condition Logic
Custom Condition Logic Is Met  w
* Custom Condition Logic
(1OR2) AND 3

* Condition * Operator *Value

ek

1 Scope - Equals - Everything

* Condition * Operator *Value

ek

2 Name v  Equals v  SuperSecurelistView

* Condition * Operator *Value

v | @spy.mycompany.com| o

3 Username

+ Add Condition
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Apex ZERT AR T aveFa ) F 4K I —DIER

WOE1 2 LT, ApexZMHI S AHE S ¥ o avFa VTR —

ZUERUE T, BHFDApex 7 T AZIRRET 0. D7 I AZIEpRLTHh 5 a—

T4 U TFTBHIENTEET, Apex 7T Ald TxnSecurity.EventCondition

AR —T 21— AZRHTEZHENDHD T,

FICANY FEINCHEBIDORY) O —ZFRTEXITH, KU —LZDT7 /T3

VRHEHELEVKIICTEI LB LET, FEDANY R ELEZE

FICZDANY PO UT 7 a Y 2FEDBBORY O —DITEN B 54,

FATF I AEE TT

1L REID A IRRIRY PRI (RS> s a>vFalrr) EAN
L. [FFUY 72 arveFaVrao R —128IRLET,

2. (N Z Yy 7L, [Apex] ZiEIRL X T,

3. N1 27Uy LET,

4. EOANY MIHUTRY O—ZEKT 2hZ R L £,

el 2, HRET AP a— )L ZBEFd B [APL A NV R 2L X9,

I—PHVD VUL R— b 2LRERRI I AR—F LI ZEMRT 255

[LR—=bF ANV P ZERL X9, R AN FOERY A ROV

T, RN Y2 arvtFaVra) ZBHLUTIEIY,

5 RV —2IT B h0ex 7 T AZEIRLE T, 7T AZIPRL TOAED
LaE. HiLWZED Apex 75 A1 ZBIRLET,

6. [KN\1Z2Vw I LET,

7. ROI—D BRI HENLEIKIUTIT BT 7 aveBIRLET,
EHnRER T 72 a vid, ANV MEINC K> TRED £, . Th
G arvkFal)TaTrvaveid sBRLTIEIY,

@ AFE: Salesforce ®INAIVT TV r—3 3 >, Lightning Experience, % 7z1&
APIRRHHDE Y, ANV M T2UREREY 7 a VI TE XA,
Kooz, TJuav 7o arMifiEnEd, ke ZE, APRHT
FATEINTZY A P 2 —T 2 BEGERER Y & —H Y H I N0,
Salesforce . Z D APl A—YZ Ty 7 LET,
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8. JHHVCLWATILEBRLE T,
BT B 2P TIXTOTFT—20HiE) HRE TBOEOBR ) HRDBETY,

9. RYT—DtuiLHMzZAILET,
RY =R, WD LTTH 5. ZAZRMA LAY, ST Y Z—Aa7 2 M LEw, 2283 T
TYA=Aa7EFHLEVEVSHIRINS D £T,

10. REITIG LT, KU —ZHMELE T,
Apex 7 T AZ{EKT 5500 . ANCa—FRZ2 7 5 RGBT 2880 H 5728, £12R) O —Z2H3E
LAVTLEEW,

N1 Z229v 7 LEd,
PMLORY =P[R =17 =T WMERENE T, Apex 7 T AZIERT 2555, R 2—Hh 5 AR—
A%ZFR¥E, EventCondition EW I XFHNZBM U Izl D 25 L EMZDANICED ET, R —D4
HiAY TMy Apex Class] D13l MyApexClassEventCondition W9 Apex 7 7 ADHIIEKR I NE T,
75 AW [Apex & HNCY A R ENE T,

12. 549 % Apex 77 AD4iZ 7V v 7 LET,
Apex 7 T AR 50003, FEI—RZBNMT 288D H D ET, B TZ S X 51T, Salesforce X
OHAI—FZBML XS,

global class MyApexClassEventCondition implements TxnSecurity.EventCondition ({

public boolean evaluate (SObject event) {
return false;

}

}

Apex 2T B T arveFa VT R —ZHIBRL T, FEEIZ T ARAIRENERA, TD
Apex 7 5 Az fliNCiilfRg 52 & &, ORI O—THAMNTSILETEEXT,

Apex N—ADRY =TI DML AT —F AV b Z2ZHHVTLEEY, TI7—0HET 50NN H 5720
T9, bIUH T2 a VR —DFHIHPIC Apex ZI L THARL A=) EEET S L, La—RHjloL
I— FIZWPRMICBBEM R SN TR TE, TT7—DEREINET, FHliE. TApexV 77 LYV AHA R
@ TApexDML ] ZHBL TIKEW,

XU avoORA:
Apex 8T UH T g v F 2V T 4 DEERTEER
Pigk Apex 8 YT a vFa V) T 0 OFEEHZRISTRLET,
JEIRII Apex DRI
FIUY I aveFa ) T4 R —2IUTT B85, IR Apex TR AZ A LT, MROH DS
BAE AHBZEBENOBRAI A —IVDEERE) A 70— R LET,
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PE RS oY a F a2V T 42D Apex T A b

BUORGT A Rlidd 52 2, I—FHABFEBOICEET S 2 L2l L. A—F B URIENIYT
FTHHCLT—ZHNTEEDOL =TIV T EORNAN TS5 4 ATY, bIo¥rvarytFa
VT 4 RY T —D Apex I— Fid Salesforce M CHRE L L—IT /> 3 Y 2FTI BT, TDT A%
W B LRISICHETY, XWX, 7 A MhloginEvent RV & —DNTWHF v v FENxh -1
. =YD SHEDINE NS REMEE H 0 £ 9H. T ZXZRH T,

BEENEY D
Apex U 7 7 L > X 734" F: TxnSecurity.EventCondition f > Z—7 £ — A&

Apex b TV avEFa) T4 DEEGRES

PEak Apex b U T a v F o) T 0 OFEEEHZRITRLUET, IF43Y

HBE5P7 FLADSOATAY fERTTRE A > 2 —
COBITE, WE A TOERDDI—FHRES P7 RLARBO YAy L aleslorceclassic
. X tas & & U Lightning Experience
LI MY HENE R O—DIHEINTVET,
ERTREEIT s3>
Enterprise Edition.

Unlimited Edition, & T
Developer Edition

Salesforce Shield F fz &
Salesforce Event Monitoring
TRFIHTRIVT

2 aVhETY,

global class MultipleLoginEventCondition implements TxnSecurity.EventCondition {
public boolean evaluate (SObject event) {
switch on event{
when LoginEvent loginEvent {
return evaluate (loginEvent) ;
}
when null {
return false;
}
when else{
return false;

}
}

private boolean evaluate (LoginEvent loginEvent) {
AggregateResult[] results = [SELECT Sourcelp
FROM LoginHistory
WHERE UserId = :loginEvent.UserId
AND LoginTime = LAST N DAYS:1
GROUP BY Sourcelp];
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if (!results.isEmpty()) {
return true;

}

return false;

BEDIP7 KLADSOOTAY
COBITIE. Yy aYDREDIPT RLADSIERENTIL L ZIC MY HENZRY =D HEINTVE
ED

global class SourcelpEventCondition implements TxnSecurity.EventCondition {
public boolean evaluate (SObject event) {

switch on event({
when LoginEvent loginEvent {
return evaluate (loginEvent) ;

}
when null {
return false;

}
when else{
return false;

private boolean evaluate (LoginEvent loginEvent) {
if (loginEvent.Sourcelp.equals('1.1.1.1")) {
return true;

}

return false;

F—RDIYAR— b
ZOBITIE. 2000k ZBZ 5 Y — FTROWVITNDDBRENFITI NI ZIC NI AEhBE T YT g
YEF VT 4R —HHEEINTVET,
° UIT&R
° soQLZ TV ZEMHLTZY AKR—1
© YAFEa2—HBIZAK—h
o LE—FHHIYAKE—}
global class LeadViewAndExportCondition implements TxnSecurity.EventCondition ({
public boolean evaluate (SObject event) {
switch on event({

when ApiEvent apiEvent {

return evaluate (apiEvent.QueriedEntities, apiEvent.RowsProcessed) ;

}

when ReportEvent reportEvent {
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return evaluate (reportEvent.QueriedEntities, reportEvent.RowsProcessed);

}
when ListViewEvent listViewEvent {
return evaluate (listViewEvent.QueriedEntities, listViewEvent.RowsProcessed) ;

}
when null {
return false;

}
when else{
return false;

}

}

private boolean evaluate (String queriedEntities, Decimal rowsProcessed) {
if (queriedEntities.contains ('Lead') && rowsProcessed > 2000) {

return true;

}

return false;

BRT—E2 DT It R
CORY =&, HEDLR—MIT7 7L AT EHRHIC 2 WEBMOMH 2SN T E T,

Salesforce DPUEWI L R — MR IENPHOBE T — 2 &5l TE £ 9, LAR—MNIT7 7R AT EHF—LH, TOD
T— 2 25T BRI S OREED 2 BEERRE OFA) 2T 5 XS LE T, TDKRY —IF 2FA ZHMHINT
FIH, F—LDBRADELZN 2T FED RISy & a 2Rt TE X8 A, mifdEre LT,
% 9" Salesforce BREZIC 2FA BB LE T,

COBITIE, FFEDLR— M 2FAZENT 2R O —OBRENEHERENTVES, CcCTEfEhsL
FA—HMiE. TQuarterlyReport) (PUEBILAR—B) LWV0SARDLHAR—F TS, LAR—FIT77EATH2—Y
&, AR LTttty o a v ERET HZHELNH D FT,

global class ConfidentialDataEventCondition implements TxnSecurity.EventCondition {
public boolean evaluate (SObject event) {
switch on event({
when ReportEvent reportEvent {
return evaluate (reportEvent) ;
}
when null {
return false;
}
when else{
return false;

}

}

private boolean evaluate (ReportEvent reportEvent) {
// Check if this is a quarterly report.
if (reportEvent.Name.contains ('Quarterly Report')) {
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return true;

}

return false;

759 FTvy
ORI, AXL—T 4 VI AT LET TV O/BEDLEDI D> TVEI—YH, Bixi AR
L—F 4 VI IATL ETNOT7 SO EHHLTRI A LEI LT B M) HENET,

Z DHFETIE., B¥EN—FT 27 ZRE L, SESELTSUVOREDN—Va v R—FLTVE
T, COERERMEHLT, BHEREDZTNA AT AU ELELZIT 7y a v eick
D, WEPREOL—FOXF VT VAV ZRRTEX T, 21, AttOCOMEHIEY > T5 0>
A a5 MacBook Z i1 9% A, iPhone T Salesforce BINAIVT TV r— 3 V& U T Salesforce Ic T 7' A
T3LLET, MOBFHNS Chromebook Zii Lz Z A U E LA, ZhRIIEHIREDLVWE S X
X9, RAMINT2 75y F T+ =Ly I—DHI> T3 LIRSV, TORYI—IZXD
¥ a2V T AAZHOREMEMEIRE N X T,

COHITIX. BHEOHAKZ. CECODOSX & Safari 7T I ¥R HEFTT 5 MacBook ZEH L TWVWB T EE2HI-> T3
ELEY, Zofiot Dzl L Tcona A U Ttar Ao L&H 958, HEMICTay 7XhE
3‘0

global class AccessEventCondition implements TxnSecurity.EventCondition {
public boolean evaluate (SObject event) {
switch on event{
when LoginEvent loginEvent {
return evaluate (loginEvent) ;
}
when null {
return false;
}
when else({
return false;

}
}

private boolean evaluate (LoginEvent loginEvent) {
// If it's a Login attempt from our CEO's user account.
if (loginEvent.UserId == '005x0000005VmCu') {
// The policy is triggered when the CEO isn’t using Safari on Mac OSX.
if (!loginEvent.Platform.contains ('Mac OSX') ||
!loginEvent.Browser.contains ('Safari')) {
return true;
}
}

return false;

273



Salesforce ¥ a2 F 4 ALK RS o avefa)Tqa

Eclonsqrniayy
CORYI—IF, W77 AZTuy 7 LET,

HBERICY E— AT 0 ADH O, WNEFHL TS D, EHESEICHE > T Salesforce HERND T 72 A & IR L 7=
WEEZTVWBELELET,

ZofITiE, LtEr Sy A Y LTV 31— E2T7ay 735 R) O—EFRLET, T—FHILiiHc
BORSEEVPNZHEHL TSR, VWIS T2 ADT U HR—IVDPREICHZEDEEZLENET,
Salesforce X VPN 77— b 7 = A BRTREWNICHITEST 224D P T FLAZEHKT 5728, TOI—VITIERIC
oy A4y TEET,

global class CountryEventCondition implements TxnSecurity.EventCondition {
public boolean evaluate (SObject event) {
switch on event{
when LoginEvent loginEvent {
return evaluate (loginEvent);

t
when null {
return false;

}
when else({
return false;

}

}

private boolean evaluate (LoginEvent loginEvent) {
// Get the login's country.
String country = String.valueOf (loginEvent.Country) ;

// Trigger policy and block access for any user trying to log in from North Korea.

if (country.equals ('North Korea')) {
return true;

}

return false;

}
HEFRSRHXIE L, MDD T 7 e Az Hld 5 L& TEET,

ANL—=TFT 4 VTV RAFTLDTAYY
ZORY =&, Android 0S DIHNN— g Y EZ L TV S a—YD7 7 AzT7ay 7 LET,

FEDENAIVT Ty b T+ —LOMagylEse, Salesforcelc 7 7V AMICA 7V —V v aw b eG LTT—X
ZinHPMBEREITIRZDDH B YD HVXT, THNAADNLF2VT 2 7547 2 F2I7 L TRV,
BEAIOMigstED B 2 ANL—F 4 VT AT LU TOW R TINA AT 5y F T+ =L 607 7 A%
FRIZZENTEET., TORY T—I&. Android 50 Ui T 2 731 A2 70y 7 LET,
global class AndroidEventCondition implements TxnSecurity.EventCondition {

public boolean evaluate (SObject event) {

switch on event{
when LoginEvent loginEvent {
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return evaluate (loginEvent) ;

}
when null {
return false;
}
when else{
return false;

}
}

private boolean evaluate (LoginEvent loginEvent) {
String platform = loginEvent.Platform;
// Block access from Android versions less than 5
if (platform.contains ('Android"')
return true;

}

return false;

BENEY V!
Apex U 7 7 L > X 774" F: TxnSecurity.EventCondition f & Z—7 £ — A&

FERIHA Apex Dl

b TvarveFa VT R —RITT B0, JERNW] Apex 7Bt X
ZMH LT, WO 2 BE OHEZEENOBRHI A —)IVDXER E) 24 T
a— F l/ i‘a‘o

COWNE 2 DD TR ENE T, £T'. execute AV Yy RNDANY bz ffi
MALTa—iL7 Y b E7d OMLEREZ T IS IERI Apex 7 5 A2 L %
T, K, PV I arFau T R —ZEKL. Apex 7T A%EE
8 L C TxnSecurity.EventCondition & TxnSecurity. AsyncCondition 29235 L £ 9,
TxnSecurity AsyncConditiont&, b ¥ 7 artFa s+ RV —Z MU AT
% L. JERM Apex 7O A F 2 —I1BMLET,

@ AT WEVSUFIYa RV T 4 KD —EMNT B IERY Apex
TR, DMLIREL — L7 FOBHYE— b XN ET,

FEFEIHA Apex 7 5 ADYERL

CDEY T arTl&, Sobject ZHL3 IERIY Apex 7 T A =B L E T, ROBIT
&, Apitvent ZMEHILE T, X, I—NUVT7 Y b ERIEOMLEERFTINLE T,

public class SimpleAsynchronousApex implements Queueable {
private ApiEvent apiEvent;

public SimpleAsynchronousApex (ApiEvent apiEvent) {

this.apiEvent = apiEvent;
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}

public void execute (QueueableContext context) {
// Perform your callout to external validation service
// or a DML operation

R — DR

ORI aryTd, P I areFa VTR I—ZERL T, KUY —ICBEMNT S iz Apex
I AZEBLET, RIT, SimpleAsynchronousApex & 7Y = 7 b2 L T Apitvent ZE L, YadzFa—
wamt £9,

global class SimpleApiEventCondition implements TxnSecurity.EventCondition,
TxnSecurity.AsyncCondition {
public boolean evaluate (SObject event) {
// Cast SObject to an ApiEvent object
ApiEvent apiEvent = (ApiEvent) event;
SimpleAsynchronousApex simpleAsynchronousApex = new SimpleAsynchronousApex (apiEvent) ;

System.enqueueJob (simpleAsynchronousApex) ;
return false;

// In a typical implementation may return true if it triggers an action

MAErEY 7.
Apex BHFEZ 1A F: F 2 —n[fHE Apex
Apex U 7 7 L > XA F: Apex DI
Apex BIFEL ZT1 R JEIAI] Apex
Apex BHFEE 710 F: Apex Z LTz a—)L7 7 F OMETGH L
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global class LeadExportEventCondition implements TxnSecurity.EventCondition {

public boolean evaluate (SObject event) {
switch on event{
when ApiEvent apiEvent {

return evaluate (apiEvent.QueriedEntities, apiEvent.RowsProcessed);

}

when ReportEvent reportEvent ({

return evaluate (reportEvent.QueriedEntities, reportEvent.RowsProcessed);

}

when ListViewEvent listViewEvent {

return evaluate (listViewEvent.QueriedEntities, listViewEvent.RowsProcessed);

}
when null {
return false;
}
when else {
return false;

}

}

private boolean evaluate (String queriedEntities, Decimal rowsProcessed) {
if (queriedEntities.contains('Lead') && rowsProcessed > 2000) {

return true;

}

return false;
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* Tests for the LeadExportEventCondition class, to make sure that our Transaction Security
Apex

* logic handles events and event field values as expected.

**/

@isTest

public class LeadExportEventConditionTest ({

/**
* Positive test case 1: If an ApiEvent has Lead as a queried entity and more than
2000 rows
* processed, then the evaluate method of our policy's Apex should return true.
**/
static testMethod void testApiEventPositiveTestCase () {
// set up our event and its field values
ApiEvent testEvent = new ApiEvent () ;
testEvent.QueriedEntities = 'Account, Lead';
testEvent.RowsProcessed = 2001;

// test that the Apex returns true for this event
LeadExportEventCondition eventCondition = new LeadExportEventCondition();
System.assert (eventCondition.evaluate (testEvent)) ;

/**

* Positive test case 2: If a ReportEvent has Lead as a queried entity and more than
2000 rows

* processed, then the evaluate method of our policy's Apex should return true.

**/

static testMethod void testReportEventPositiveTestCase () {
// set up our event and its field values
ReportEvent testEvent = new ReportEvent();
testEvent.QueriedEntities = 'Account, Lead';
testEvent.RowsProcessed = 2001;

// test that the Apex returns true for this event

LeadExportEventCondition eventCondition = new LeadExportEventCondition() ;
System.assert (eventCondition.evaluate (testEvent)) ;
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* Positive test case 3: If a ListViewEvent has Lead as a queried entity and more

2000 rows

* processed, then the evaluate method of our policy's Apex should return true.

**/

static testMethod void testlListViewEventPositiveTestCase ()
// set up our event and its field values
ListViewEvent testEvent = new ListViewEvent () ;
testEvent.QueriedEntities = 'Account, Lead';
testEvent.RowsProcessed = 2001;

// test that the Apex returns true for this event

{

LeadExportEventCondition eventCondition = new LeadExportEventCondition () ;

System.assert (eventCondition.evaluate (testEvent)) ;

/**

* Positive test case 4: If an event does not have Lead as a queried entity and has

* than 2000 rows processed, then the evaluate method of our policy's Apex

* should return false.

**/

static testMethod void testOtherQueriedEntityPositiveTestCase() {

// set up our event and its field values
ApiEvent testEvent = new ApiEvent () ;
testEvent.QueriedEntities = 'Account';
testEvent.RowsProcessed = 2001;

// test that the Apex returns false for this event

LeadExportEventCondition eventCondition = new LeadExportEventCondition () ;
System.assertEquals (false, eventCondition.evaluate (testEvent));

/**

* Positive test case 5: If an event has Lead as a queried entity and does not have

* more than 2000 rows processed, then the evaluate method of our policy's Apex

* should return false.

**/

static testMethod void testFewerRowsProcessedPositiveTestCase () {

// set up our event and its field values
ReportEvent testEvent = new ReportEvent();
testEvent.QueriedEntities = 'Account, Lead';
testEvent.RowsProcessed = 2000;

// test that the Apex returns false for this event

LeadExportEventCondition eventCondition = new LeadExportEventCondition() ;
System.assertEquals (false, eventCondition.evaluate (testEvent));

/**

* Positive test case 6: If an event does not have Lead as a queried entity and does

have
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* more than 2000 rows processed, then the evaluate method of our policy's Apex
* should return false.
*x )
static testMethod void testNoConditionsMetPositiveTestCase () {
// set up our event and its field values
ListViewEvent testEvent = new ListViewEvent () ;
testEvent.QueriedEntities = 'Account';
testEvent.RowsProcessed = 2000;

// test that the Apex returns false for this event
LeadExportEventCondition eventCondition = new LeadExportEventCondition () ;
System.assertEquals (false, eventCondition.evaluate (testEvent));

/**
* Negative test case 1l: If an event is a type other than ApiEvent, ReportEvent, or
ListViewEvent,

* then the evaluate method of our policy's Apex should return false.

**/

static testMethod void testOtherEventObject () {
LoginEvent loginEvent = new LoginEvent () ;
LeadExportEventCondition eventCondition = new LeadExportEventCondition () ;
System.assertEquals (false, eventCondition.evaluate (loginEvent));

/**

* Negative test case 2: If an event is null, then the evaluate method of our policy's

* Apex should return false.

**/

static testMethod void testNullEventObject () {
LeadExportEventCondition eventCondition = new LeadExportEventCondition () ;
System.assertEquals (false, eventCondition.evaluate(null));

/**
* Negative test case 3: If an event has a null QueriedEntities value, then the
evaluate method
* of our policy's Apex should return false.
**/
static testMethod void testNullQueriedEntities () {
ApiEvent testEvent = new ApiEvent () ;
testEvent.QueriedEntities = null;
testEvent.RowsProcessed = 2001;

LeadExportEventCondition eventCondition = new LeadExportEventCondition();

System.assertEquals (false, eventCondition.evaluate (testEvent));

/**
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* Negative test case 4: If an event has a null RowsProcessed value,
method

then the evaluate

* of our policy's Apex should return false.

**/

static testMethod void testNullRowsProcessed() {
ReportEvent testEvent = new ReportEvent();
testEvent.QueriedEntities = 'Account, Lead';
testEvent.RowsProcessed = null;

LeadExportEventCondition eventCondition = new LeadExportEventCondition();
System.assertEquals (false, eventCondition.evaluate (testEvent));

T A FETEROR) —— FOFRE

T AM=EITL, testNullQueriedEntities T A Mr—AWKIML T —
System.NullPointerException: Attempt to de-reference a null object MEZ -7 LET, ¥
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LMCED X LT, RY —RRREGHBROBECIHITE NS 10, BELREREA Ty 7 ¥RV ESIC
II7—DHBLRRRY S —EYNCRINT 2 L 2R LE T,

9 LI nul izl UNC BT % Apex 7 T AD evaluate XAV y RZHHT 2 k2 RITRLET,

private boolean evaluate(String queriedEntities, Decimal rowsProcessed) {
boolean containsLead = queriedEntities != null ? queriedEntities.contains('Lead')
if (containsLead && rowsProcessed > 2000) {
return true;
}
return false;

}

queriedEntities 28T .contains HMEZIATT BRI nul D E I DZIRINCF v 7T B X1,
O—FEZHLEL, TOEWEICKXD, O—FTnulA 7V BRI E NG RD X,

WHE, Apex IA— RTPHILAWVIME ZIBIRNITEBE L1205, 2200372 avhdbo T,

e MERIRNZEMLAL T, RUZ—DFIALEVXIIC false ZIKT,
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global class ProfileldentityEventCondition implements TxnSecurity.EventCondition {

// For these powerful profiles, let's prompt users to complete 2FA
private Set<String> PROFILES TO MONITOR = new Set<String> {
'System Administrator',
'Custom Admin Profile'
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}

}i

public boolean evaluate (SObject event) {
LoginEvent loginEvent = (LoginEvent) event;
String userId = loginEvent.UserId;

// get the Profile name from the current users profileld
Profile profile = [SELECT Name FROM Profile WHERE Id IN
(SELECT profileId FROM User WHERE Id = :userId)];

// check if the name of the Profile is one of the ones we want to monitor
if (PROFILES TO MONITOR.contains (profile.Name)) {
return true;

}

return false;

TAMGERDOE S Ik ¥,
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/**

* Tests for the ProfileldentityEventCondition class, to make sure that our

* Transaction Security Apex logic handles events and event field values as expected.

**/

@isTest
public class ProfilelIdentityEventConditionTest ({
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* Positive test case 1: Evaluate will return true when user has the "System

* Administrator" profile.

‘k‘k/

static testMethod void testUserWithSysAdminProfile() {
// insert a User for our test which has the System Admin profile
Profile profile = [SELECT Id FROM Profile WHERE Name='System Administrator'];
assertOnProfile (profile.id, true);

/**
* Positive test case 2: Evaluate will return true when the user has the "Custom
* Admin Profile"
**/
static testMethod void testUserWithCustomProfile () {
// insert a User for our test which has the System Admin profile
Profile profile = [SELECT Id FROM Profile WHERE Name='Custom Admin Profile'];
assertOnProfile (profile.id, true);

/**
* Positive test case 3: Evalueate will return false when user doesn't have
* a profile we're interested in. In this case we'll be using a profile called
* 'Standard User'.
**/
static testMethod void testUserWithSomeProfile () {
// insert a User for our test which has the System Admin profile
Profile profile = [SELECT Id FROM Profile WHERE Name='Standard User'];
assertOnProfile (profile.id, false);

/**
* Helper to assert on different profiles.
**/
static void assertOnProfile(String profileld, boolean expected) {

User user = createUserWithProfile (profileld);
insert user;

// set up our event and its field values
LoginEvent testEvent = new LoginEvent();
testEvent.UserId = user.Id;

// test that the Apex returns true for this event

ProfileIdentityEventCondition eventCondition = new
ProfilelIdentityEventCondition() ;

System.assertEquals (expected, eventCondition.evaluate (testEvent));

/**
* Helper to create a user with the given profileId.
*‘k/
static User createUserWithProfile(String profileId) {
// Usernames have to be unique.
String username = 'ProfileldentityEventCondition@Test.com';
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User user = new User (Alias = 'standt', Email='standarduser@testorg.com',
EmailEncodingKey='UTF-8', LastName='Testing', LanguageLocaleKey='en US',
LocaleSidKey='en US', ProfileId = profileld,
TimeZoneSidKey='America/Los_Angeles', UserName=username);

return user;

}

TaIFrANEATI 2T bDIIY #TS L XIPNE Tl ORIRZEF 20 7 TBESIC T YT a
YEFaVT 4RI —a—R2EHLT, 2203 HT 4 T T AN —AZMUWMLEL & S,

global class ProfilelIdentityEventCondition implements TxnSecurity.EventCondition {

// For these powerful profiles, let's prompt users to complete 2FA
private Set<String> PROFILES TO MONITOR = new Set<String> ({
'System Administrator',
'Custom Admin Profile'

b

public boolean evaluate (SObject event) {
try{
LoginEvent loginEvent = (LoginEvent) event;
String userId = loginEvent.UserId;
// get the Profile name from the current users profileld
Profile profile = [SELECT Name FROM Profile WHERE Id IN
(SELECT profileId FROM User WHERE Id = :userId)];

if (profile == null) {
return false;

// check if the name of the Profile is one of the ones we want to monitor
if (PROFILES TO MONITOR.contains(profile.Name)) {
return true;
}
return false;
} catch (Exception ex) {
System.debug ('Exception: ' + ex);
return false;
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/‘k*

* Tests for the LeadExportEventCondition class, to make sure that our Transaction Security
Apex

* logic handles events and event field values as expected.

**/

@isTest

public class LeadExportEventConditionTest {

/*‘k

* Test Case 1: If an ApiEvent has Lead as a queried entity and more than 2000 rows

* processed, then the evaluate method of our policy's Apex should return true.
**/
static testMethod void testApiEventPositiveTestCase () {

// set up our event and its field values

ApiEvent testEvent = new ApiEvent () ;

testEvent.QueriedEntities = 'Account, Lead';

testEvent.RowsProcessed = 2001;

// test that the Apex returns true for this event

LeadExportEventCondition eventCondition = new LeadExportEventCondition();
System.assert (eventCondition.evaluate (testEvent)) ;
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BUE system.debug () AT —F AV P Laed EVI ANIADZTENTVS, V—FTF—RIZ Y AK—F
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global class LeadExportEventCondition implements TxnSecurity.EventCondition {
public boolean evaluate (SObject event) {
switch on event{
when ApiEvent apiEvent {
System.debug ('Evaluating an ApiEvent');
return evaluate (apiEvent.QueriedEntities, apiEvent.RowsProcessed);
}
when ReportEvent reportEvent {
System.debug ('Evaluating a ReportEvent');
return evaluate (reportEvent.QueriedEntities, reportEvent.RowsProcessed);
}
when null {
System.debug ('Evaluating null');
return false;
}
when else {
System.debug ('Evaluating another event type: ' + event);
return false;

private boolean evaluate (String queriedEntities, Decimal rowsProcessed) {
// pulling out our 2 conditions into variables
// so that we can also use them for logging!
boolean containslLead = queriedEntities.contains('Laed');
boolean moreThan2000 = rowsProcessed > 2000;

System.debug ('Contains Lead? ' + containsLead);
System.debug ('More than 2000 rows? ' + moreThan2000);

if (containslLead && moreThan2000) {
return true;

}

return false;

}

PIRE ATV =)V 5 Apex T A B ZFIAT L, Apex I— RDVERLIzT Ny i ZZnLET, ROBIT
iZ, WEDAXNY D Lead HFFENTVARY QueriedEntities IHHDEREN TV E T, mMiild R I iz
T3y 7a g T, IELS i E Niah - M REINE T, ST, fHUC Apex I— FEIFANTAN I
AZRDOF BTN TZET,
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Execution Log

Timestamp Event. Details.

16:11:17:017 USER DEBUG [5]IDEBUG|Evaluating an ApiEvent

16:11:17:022 USER_DEBUG 26) |DEBUG| Contains Lead? faise

16:11:17:023 USER_DEBUG [27]|DEBUG|More than 2000 rows? true

ABEBITRY —DIATENT L ZDT Ny FINh 2RI 255G, ABIZ—YOa—Y8aH7 5 7 7%8
mLEd, ALI—ID I 7 areFa VTR —%2F7LET,

SETUP

Debug Logs

To specify the type of informatien that is included in debug logs, add trace flags and debug levels. Each trace flag includes a debug level, a
start time, an end time, and a log type.

Trace flags set logging levels (such as for Database, Workflow, and Validation) for a user, Apex class, or Apex trigger for up to 24 hours.

+ Select Automated Process from the drop-down list to set a trace flag on the automated process user. The automated process user
runs background jobs, such as emailing Chatter invitations.

+ Select Platform Integration from the drop-down list to set a trace flag on the platform integration user. The platform integration user
runs processes in the background, and appears in audit fields of certain records, such as cases created by the Einstein Bot.

+ Select User from the drop-down list to specify a user whose debug logs you'd like to monitor and retain.

= Select Apex Class or Apex Trigger from the drop-down list to specify the log levels that take precedence while executing a specific
Apex class or trigger. Setting class and trigger trace flags doesnt cause logs 1o be generated or saved. Class and trigger trace
flags override other logging levels, including logging levels set by user trace flags, but they don't cause logging to occur. If logging
is enabled when classes or triggers execute, logs are generated at the time of execution.

Configure your Debug Levels.

Cancel | | Save

Traced Entity Type Automated Process

Trooed Entity bame I Automated Process E Q,

Start Date 8/11/2019 8:01 PM [8M11/2019 8:01 PM ]
Expiration Date  5/11/2019 8:31 PM [B8/11/2018 8:01 PM |
Dsbaplonl ISFDC_DevConsole| Igﬂ New Debug Level

Cancel | | Save

EENEY !
U7 NWEALARNY FR#A Y R OFEH
Apex BIFEE A R TN
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EntityId ReportId
ResourceName FHENS QB
SessionLevel SessionLevel
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Username Username
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& LoginGeold D FNTDIH M LoginEvent ICAFET B T &IV X Lz, 7272 L. HEKD OptionisGet HiH &
OptionisPost FH IEBISE T, T D 2 DI LoginEvent HitpMethod I AT 5N E S, LoginHistoryld & LoginGeold I X
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LURE, LoginHistoryld 2239 2 HERD K Y & —0D Apex I— F T,

global class SourcelIpPolicyCondition implements TxnSecurity.PolicyCondition {
public boolean evaluate (TxnSecurity.Event e) {
String loginHistoryId = e.data.get('LoginHistoryId');

LoginHistory loginHistory = [SELECT SourcelIp FROM LoginHistory WHERE Id =
:loginHistoryId];
if (loginHistory.SourceIp.equals('1.1.1.1")) {

return true;

}

return false;

}
LURE, Loginkvent 20 5 4B H Z 9 2 HE5E R Y & — D Apex I— R TY,

global class SourcelIpEventCondition implements TxnSecurity.EventCondition {
public boolean evaluate (SObject event) {
LoginEvent loginEvent = (LoginEvent) event;
if (loginEvent.SourcelIp.equals('1.1.1.1")) {
return true;
}

return false;

£10:9kDT T A 2 DT — 2 F— & LoginEvent i H DXt 13

MEDT—2F—% R D LoginEvent IEE
LoginHistoryId LoginHistoryId
Username Username
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)— R7F—R I AKR— rDOFIDRTT

FlEHE. 2DOPERY > —7% (1 DI Apitvent IZHEDW T, &9 121 ReportEvent ICHEDWT) TEIK L £ 97,
RiE, RO —FTF—2L I AR— bR —DRITHHEN TR AR F 7T &, 220%H L
PR Y S —DRFHHZHMLEL & 5,

PERDRY —ik, 2—FBROVTIADhZE Y O—FTHL FIHEINET,

° 2000fFZ#Z %Y —FLa— ROt

° RIYETI1AHEIHISB

LR, $ERDRY 2 —D Apex A— R TF, IXTDZET, WMHRDANY FD data Map<> ZH LTV
E S

global class DatalLoaderLeadExportCondition implements TxnSecurity.PolicyCondition {
public boolean evaluate (TxnSecurity.Event e) {
// The event data is a Map<String, String>.
// We need to call the valueOf () method on appropriate data types to use them in our

logic.
Integer numberOfRecords = Integer.valueOf (e.data.get ('NumberOfRecords'));
Long executionTimeMillis = Long.valueOf (e.data.get ('ExecutionTime'));

String entityName = e.data.get ('EntityName');

// Trigger the policy only for an export on leads, where we are downloading
// more than 2000 records or it took more than 1 second (1000ms) .
if ('Lead'.equals (entityName)) {
if (numberOfRecords > 2000 || executionTimeMillis > 1000) {
return true;
}
}

// For everything else don't trigger the policy.
return false;

}
ROLIE, FIFOBMEN T 2ERY O —DFEFHHDY A+ TY,

RROT—2F—% [EZ D ReportEvent IJEH [EZ D Apikvent IEH
EntityName QueriedEntities QueriedEntities
ExecutionTime %E L ElapsedTime
NumberOfRecords RowsProcessed RowsProcessed

PR 7 L— LU — 7 TlE LR — b IATIR NI Bl X i Tz, ReportEvent ETRAR Y & — D Z DI I L TS
2Bmd 3 LI TEELA,

Reportbvent & 7 AR — b L LR OB EZ B LU E T, ZD7z8. Reportbvent IZHED WK Y 2 —I1F,
A—YHLKR— 2L AKR— b LIGTE LR—F2LoR LRI EhET, EkoTr—421)
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AN DDA E SR L P

AR—=b ANV MEHNZ, LR—FDIZ I AR—FDHZEMLUE T, ReportEvent.Operation HIHICSE

{17389 % Z & T, Reportbvent RV o — DI REZHIRTEE T,

BEENEY 7

T kT A —DANY MHREEAA BV TIVEA DAY MEBAT V2 7 b

Apex U 7 7 L > 27 F: TxnSecurity Event 7 5 A
Apex U 7 7 L2 XA F: Userlnfo 75 A

Ul £zld Apex O— R&EFER LR o —OERL

WARDTL—LT—7TlE, RU 2T BME—D)5ikIE. Apex 7T A%
A—F 47§55 LTl T L—LY—I TR, KAV 7V Y

V—IVOZI I FE—Z T B0, Apex ZMET 2LV 2DDF T2 3V

BHVET, EB560FT Y g UhmEhzZHlid 51ciE. ROHARIA Y
N AVAY: I8

fzre ZIE, TERDRY > —D Apex 7T AW, U TIVEAL LANY FEEHARY
ATVl FOBHE L THBLEGER AN P T 08T 2 2B L TW
5LLEYT, ZNSOHADNEZMFENA—DUITEHHTESLLET, Z0D
aenid. FMEEVE—Z2 LU THERY O —Z2FKTE X912 5 LEFHHD
LT, 2—ar AL U077 7 AJLIP(LoginEvent . SourceIP)® LiR—
FIATH 5B ENT2178 (ReportEvent .RowsProcessed) R EDHH D T,

PERDKRY > —D Apex 7T AD, U TIVEALANY MEHARY ATV
7 R TCHPBHTEROANY F7anT s ZBLUTOAREE. §lXkx
Apex BERTSOQL 7TV ZMHILET, X, ATV ERELKR—1+D

I AR— b 6HiRENIL O— RIC Data Cassified (T — %) TH HHH D&

IF4q4¥3v

{EFRRIRETR A >~ 2 —
7 1 — X:Salesforce Classic
¥ L U Lightning Experience

fERARIREGIT >3
Enterprise Edition.
Unlimited Edition, & T
Developer Edition

Salesforce Shield F fzl&
Salesforce Event Monitoring

T RAHBTRAIUT
2 avVHhWETY,

EFNBEDNEINF v ITERII—HKETT, HERY Z—0D Apex 7T ATIE, KD
TxnSecurity.PolicyCondition Tl&% <. TxnSecurity.EventCondition f v XA —T x—A%ZFIL %

‘d‘o

)= RF7—2 1Y AK— b DHDET

2DDH LW ReportEvent 38 & T ApiEvent IR Y & —ANSER L2 HIZ, ARV ATV 27 B THHITE,
hDF—ZZIF T ZDICS0QL 7TV BSESH D FHA, ThEDHHEZ, I X —D U TR TZ
9, 2o, Hhcid, R O—ZEKT iRt BiiAGIETH B %M CIN X —28INT 5 2 L2 BHE)
HLET, LEL, Apex 2T 255 TE. ok aicida— FARMEENATVUET,

BEENEY D!
FFEIL AT — U TR EN TV B 5AF
Apex U 7 7 L > X 774" F: TxnSecurity.EventCondition f > Z—7 £ — A&
Apex U 7 7 L2 X2 74" F: TxnSecurity.PolicyCondition f ¥ 2 —7 = — A
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RSP K CHLR Apex 1 V2 —T T —ADEL

WERD NS Yy arvFa) T oK) —TE, Apex 7T AL
TxnSecurity.PolicyCondition f YA —T7 1 —AZFHELET, PETL—
LT —2Tid. Apex 7 T Ald TxnSecurity.EventCondition f Y X —7 = —
AP LET,

EBE5DA A —T 2 —ATE, 129D AV Y K evaluate (event) WEHRE
NEJT, TOAVY R, EB5DA2—T 2 —ATEHU K 5 Ik
ANV ZFMEL T S 2 areFa) 4RI —E M) AT EhE
INZRWLEST, EB505TE, evaluate() AVY R2a—FT 225
LT, RUT—DMIAHEINBGEER true. PUAEINEVEGRIE false 2
BIEHIICLET, Th@BBLITTH, RFEVZHTHAELE I,

EventCondition.evaluate (event) @D event 23T A—& DT — 2 sObject
T, THhRFERFITHSN TV BEHED Salesforce APIA 7Y = 7 M T, sObject

AN DDA E SR L P

IF«43>

EARREGA > 2 —

7 1 — R:Salesforce Classic
3 &K U Lightning Experience
ERRRERI T3>
Enterprise Edition,

Unlimited Edition, HXT
Developer Edition

Salesforce Shield & =l
Salesforce Event Monitoring

T RAVH TRV T

BUINTB L, Apex 75 ADA—F 1 2 SUOTMKIDT ELE T, Opec e~ 27 DEECT:

T 51, £, FSUYITarteFa VTRV -V R—1+T5

ANV FFT T 27 FOWVFT D (ApiEvent R ReportEvent & &) I sObject & F ¥ A

FPLET, ZEL, HEIRBETT, ObectZMiE>TzANY ATV MTFY AT B E, KYI—H
FHICKIL E 9, T2 21, KUY =D Apibvent IZIEDV TV B DIT, sObject % ReportEvent ICF v A M9 5
&, RY =3I L £ 9,

P RY O —TlEk, ANV ATV 27 FOFIHZMEH L TANY M2 52720 D%FZ8MUET, 1
NYMEFTIV2 7 FPORF2 AV PRINHENTVS 8, APl FFa AV MCHZERIE, R Biiaiyg
HZEMICHDOF SN TEET, L ZIE. Apfent 32—V D AP O—)VEEHLEST, Z0O
QueriedEntities JAHIZ, I—YDPMEULEREDA T T 27 b (Account, lead R &, HWARXRLA T
FE)DEFEENET, COHHHEMHTSZ L, 2—FD AccountF TV 27 b EBE LM E S RT3
Apex I— R &2 DHRICGHEDE TE E T,

apiEvent.QueriedEntities.contains ('Account'))

FadDa—FA=Rw b contains ZHH LTS Z LIAMITEFE LIEMAPIARY bHEBOA TV =
7 2RI BY0. QueriedEntities HICIE, ATV 27 MDA URXYID VA FAEFENS T2,
equals TRERANY IWHEZ L ENBHENDNDH D 9, TOWEX, QueriedEntities WIHZFFD VU 7L
AL LANY FEHANY P TV 7 MTEHEhET,

LadDHliE, TxnSecurity.EventCondition £ Y2 —T7 2 —ADRDFIEZRLTVET, Zhid. 10k
DIVL—LT—=DITHR—=—FENTVS5DODF T b (lead. Contact, Opportunity, Account, Contact) 72{}
T, ATEDSdlesforce A T 27 MIWT 22— 7 VT 4+ €T 4 ZBHTESRLTT, LEL, O
RERRELEEZRIFLET, ERY O—&, RO RY O —X o & HBICH T EhE T, COBER.
Salesforce M FNTDLAR— MREL APL 7 ZVITH U T INTOWEERY O —Z3Hllid 5 =I5 ELE T,
TUE, Bl Y =T 1 — RORUEAEN BT B, DAY Z—T 2 — A0 U BEMICHELL
FLx9, DT L —LT—ZTIld. PolicyCondition.evaluate (event) D event /NT A—ZDF—
ZMNZ. TxnSecurity.Event T9, THU., TNTF ¢ BT B ANV MBI B HMOEENS 50
75 ATY, MHEUAE 7213 Boolean TH > TE. IRXTD T TINT 1 fifild String T, AN MMEHDZ L
X, data 7ENT A ICEENE T, TNUE Map<String, String> BT, FATRHCAMAID X T H AN Eh
£9, FUTIRDO T DMapDNFX, FHIiENE AN FOFEHINIGCTHRAED XTI, 20D, NEIEHET
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3%, V79AZa— RT3 LIICZOMERIDNDEEA, T LN S, ANV =229 %

Apex A— RIFELMECTA DA E DI DDA BT,

TxnSecurity.EventCondition £ v Z—7 z—ATZ., W DHhDFEMBMENRTVET,

* evaluate XV REPUHNZ sObject 3T A—RZDIAALT, ANV XTIV MIFY ALTES
Tedh, 12D Apex 7 T AMBRDANY F UM Z L5170 T 5I T TEET,

® TxnSecurity.AsyncCondition £ YA —Tx—AEFHTBHI LT, 1ERORY O —%FHTEITA
W CIERIY Apex 2 —)L &2 RHLUCHITTEE T,

* P¥EEHE LYV —)UT EventCondition DFHEZGAT R L XIS, A—FraV TV - EHHTEET,
PolicyCondition ZfiHT 255, AHET—2ZDIFLA LN data Map<> TANT A NICH D, FUT
RRCANIENB Tz, A—bar TV —1FE5FEVEERA,

* UTINEALANY FEHANY AT T2 FOTF—R2ETFNVKIEE—BUELHD ET, ZORD, &b
PR Apex Zatid U T, HEBIDO AN MEINSEHNT A eV TEXT, & AW, Salesforce TANY
FREGIDEME N, ZhEBHEDOXEF 2V T R —IBMI 3L LET, #ET7L—LY—7 T,
Apex I— FICBUTIBINT 272 TIBTLE S, RO TL—LT—I TR, HiLW Apex 7 5 A%Zidih g
LHRENH Y X,

BENEY V!
T FTF—LAN FHFEEGTA RV TIVELLANY MERA T2 7
Apex U 7 7 L > 27+ F: TxnSecurity.EventCondition f ¥ 2 —T7 = — A
Apex U 7 7 L > X7+ F: TxnSecurity.PolicyCondition A & Z—7 = — A&
Apex U 7 7 L > 27 F: TxnSecurity Event 7 5 A
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BERDEY) o—EHET L— LT — 2 IBITT 258, UBOZe LA —L
Apex Dl EHE L LTI LT XV, BIFicZ. $ERORY O —DiifE%

BT 2 LOHEERY O —DIERDaEnE 3, (ERTETEE A V4 —

© AT @ILTOEY—FF—ary 2R~ FoMOMMcETiic, & T s dase
9, KO HHRHITHANGBZZHRALELL S, U Lightning Experience

FERTRELEIT 3!

Enterprise Edition,

ZDEIY3VDRE: " "
) B Unlimited Edition, X T
Higlizz RV > — 17 Of) Developer Edition
YL RN BRI L TR Y S — B OIEA RN L E T, salesforce Shield % - 14
J)— RF—R T ZE—FRY O—Biro] Salesforce Event Monitoring

ZOHA ROIFHITH S, kDY — FF—RLy XF— KV v—of 7 FEYIITRI7VT
PER MG 3 2 DORER Y S — B Ek T 2 kSN LES, F/-. Bie Y IVDBETT
HAE RS Yy g v bda )T 17 L— LT — 2 OBRETHET 5 ik

FILET,

EET Y S — B

COPITIE. & 0BG S — R B HLEIILET,

B R) > —8B17006
DUF DS BIZ I L TR Y & — B OAZ S LET, T Y
A—YPEDPT RLATRY AU LIz IR HEINBHERD NS VW
ZyavbFalF o RYS—0Apex A— RSB EL X S, ERmREGR T > 2 —
7 x — R:Salesforce Classic
3 &L U Lightning Experience

ERTEEGIT 13
Enterprise Edition,

Unlimited Edition, & & T
Developer Edition

Salesforce Shield F fzl&
Salesforce Event Monitoring

T RAHBTRIIT
2 avVHhRETY,

global class SourcelIpPolicyCondition implements TxnSecurity.PolicyCondition {
public boolean evaluate (TxnSecurity.Event e) {
String loginHistoryId = e.data.get ('LoginHistoryId');

LoginHistory loginHistory = [SELECT Sourcelp FROM LoginHistory WHERE Id =
:loginHistoryId];
if (loginHistory.Sourcelp.equals('1.1.1.1")) {

return true;

}

return false;
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AN DDA E SR L P

B UOILERY O —TIHEROIIEZEINT 21cid, 9. v/ A 2RI A2 4T Y 27 FDloginkvent
BN LET, kDR —I&, LoginHistory 27 7Y 27 A5 Sourcerr HiHZ BT 5 soQL 7 Y #2592
17195628 T. 2—VO7 AP ZIIFLE T, HERKY > —cHblO ) Z2a—F ¢ Y TEET
M. LoginEvent D sourceTP ZHEMHTELWVS, Lo ERWVAKICLEL &L S5, TOHERSL, FFEL

H—ZNTEET,

FENZ—DEMNZIRET EIN—=VD AN P TEaTA VAN MEFRLUET, X, &M T7 7%
ATCPROMEZELY 1.1.1.1) ZBMULET, 772 ary2EELTRY O —24MLT 310D €
WA ==&, kD U &FRITTY,

O EY b AAMET BEHICH LOIRERY O —Z2 7 AR LET, HiLLRY —2HMET 5 EmATE 1

5, W UTANY MERNCHS DR > —Z2 b L E T,

New policy

b

What conditions do you want your policy to monitor?

are met for the event, your policy triggers an action. You select an action in
the next step

v 1111

Back

=]

Apex ZfH T 2555, PREERY O —HDOa—FRUFDESIZ&RD £,

global class SourcelIpEventCondition implements TxnSecurity.EventCondition {

public boolean evaluate (SObject event)
LoginEvent loginEvent =

}

return false;

}

(LoginEvent)
if (loginEvent.Sourcelp.equals('1l.1.1.1"))
return true;

Apex”7 5 AT, TxnSecurity.EventCondition f Y ZA—T7 z—A&ZIHELE T, evaluate () AV v FiZ,
IR Object 135 A—RZIRDAAETH, ZREHITY TIVRA LAY MEBARY FAT V2 7 b
DUFNINNCHES T EBRAEENTOET, sObject BHYIEA R M4 T V22 b (S O Logineveny 12
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FYAMLET, ZD%T. ZOD sourceIp WHZMHLTaA—YHar A LTS IPT FLAZHE L
£9, ZOMDa— FRHPERDRY v —a— KR EFEETY,

BEENEY 7

FMFEN A= LIS Yo areFa VT 2R O—DERk
Apex U 7 7 L > X 774" F: TxnSecurity.EventCondition f ¥ Z—7 £ — A&

Apex U 7 77 L > X 77+ F: TxnSecurity.PolicyCondition 1 & Z—"7 = — A&

Apex U7 7 L ATGA R 75 AEF ¥ A

)= RT7—2 L9 AR— bR 2—BITOH

CDHA FOEITHITH S, ROV — FF—R L7 AR—FKRY > — Ok
ZRUIT % 2 DOPRRRY O —2AKT B ik HLE S, £, Bl hink
FIUY I areFa VT4 T L= LY — U OBRETHNES 2 5k I L
9,

-
(SN

CETRIIELIENAZELHET,

2DDPRERY O —Z2EK T % (1 D13 ReportEventIZHED Z, & 9 1D13 Apifvent
i3,

QueriedEntities JAH & RowsProcessed HHZ{{i[] L T ReportEvent 1RV
¥R BT B,

QueriedEntities Iﬁﬁ\ ElapsedTime Iﬁﬁ\ RowsProcessed Iﬁﬁ%{ﬁﬁa
L T Apitvent RV & —IZ & 23819 %,
FMENZ—ZEN U TRY =21 % LT, Apex T— FZERT
%,

IR, BITTBHEEDRY 2 —D Apex I— KT,

IFTa43v

{ERRIEER A > 2 —
7 1 — X:Salesforce Classic
3 &K U Lightning Experience

ERRRERIT s3>
Enterprise Edition,
Unlimited Edition, HXT
Developer Edition

Salesforce Shield & f=ld
Salesforce Event Monitoring
PRAVHITRIUT

2 3aVhWETY,

global class DataloaderLeadExportCondition implements TxnSecurity.PolicyCondition {

public boolean evaluate (TxnSecurity.Event e) {
// The event data is a Map<String,
// We need to call the valueOf ()

String>.

method on appropriate data types to use them in our

logic.
Integer numberOfRecords = Integer.valueOf (e.data.get ('NumberOfRecords"'));
Long executionTimeMillis = Long.valueOf (e.data.get ('ExecutionTime'));

String entityName = e.data.get ('EntityName');

// Trigger the policy only for an export on leads, where we are downloading

// more than 2000 records or it took more than 1 second
if ('Lead'.equals (entityName)) {
1if (numberOfRecords > 2000 || executionTimeMillis > 1000) {
return true;
}
}

// For everything else don't trigger the policy.
return false;
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}
9, FMFCIVE =2/ LT ReportEvent R O —ZEK L E T, & ZHBETEIRN—TD [ ANV M TIL
R—FARYFZERLUET, RD2DODFEFZBMLET,

® QueriedEntities Equals Lead

® RowsProcessed Greater than 2000

New policy

What conditions do you want your policy to
monitor?

When all of these conditions are met for the event, your policy triggers an action. You select an
action in the next step.

*Event
Report Event o Track report activity. For example, track when users view or
download report data.

* Condition Logic

All Canditions Are Met A

* Condition * Operator *Value
Queried Entities - Equals - Lead o
* Condition * Operator *Value
AND Rows Processed - Greater than - 2,000 o

+ Add Conditicn

Back (o] m

T arR=IT, JERORY—LRU7 7 arEEELET,

Apitvent IRV > —Z{ERT % P TV ETH, Ty 7 E2 T 280 RED £9, DR o —
. PR E NFATE 2,000 28 Z T2 h. FEBIFIA 100 Z2BA ) — RO AR—FZERLUE T, &4
EILA—T. coudy 7B2ROGIETHEELET,
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New policy

What conditions do you want your policy to monitor?

When all of these conditions are met for the event, your policy triggers an action. You select an action in the next step.

*Event

API Event - Track AP calls in your org. For exarnple, track when users perform SO0L queries and
export data.

* Condition Logic

Custom Condition Logic Is Met

* Custorn Condition Logic ()
1AND(20R3)

* Condition * Operator *Value

1 Queried Entities v  Equals v | Lead &
* Condition * Operator *Value

2 Rows Processed - Greater than - 2,000 o
* Condition * Operator *Value

3 Elapsed Time w  Greaterthan v 1,000 [}

+ Add Condition

INTRITY,
Apikvent JEFER Y & —@ Apex A— RIZRD X HICHE D ET,

global class LeadExportApiEventCondition implements TxnSecurity.EventCondition {

public boolean evaluate (SObject event) {
ApiEvent apiEvent = (ApiEvent) event;

Decimal rowsProcessed = apiEvent.RowsProcessed;
Decimal elapsedTime = apiEvent.ElapsedTime;
String queriedEntities = apiEvent.QueriedEntities;

if ('Lead'.equals(queriedEntities)) {
if (rowsProcessed > 2000 || elapsedTime > 1000) {

return true;

}

return false;
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EREDBIT, PRRERY 2 —D Apex I— FHOD IR TARD» DL X9, LA, HERDGIET
BROE S B ENTATRZIIGL X T,

Integer numberOfRecords = Integer.valueOf (e.data.get ('NumberOfRecords'));
ROPEHORY o —a— F T, FIHMZRF v 2 M9, RBERMIZANY AT T 27 M S IEEING T
XET,

Decimal rowsProcessed = apiEvent.RowsProcessed;

KIRICEEE SN THART S E>TVET, &9 /5D ReportEvent RV T —D Apex I— RIZXD K 51k D
E

global class LeadExportReportEventCondition implements TxnSecurity.EventCondition {

public boolean evaluate (SObject event) {
ReportEvent reportEvent = (ReportEvent) event;

Decimal rowsProcessed = reportEvent.RowsProcessed;
String queriedEntities = reportEvent.QueriedEntities;

if ('Lead'.equals(queriedEntities)) {
if (rowsProcessed > 2000) {
return true;

}
}

return false;

Apex 7 T A DL

EOBHLOWY — RFF—R 7 AR— MEERY S —0D 220 Apex 7T AMUTWVB Z LIk EF Lizhy
FiENIE, —/TDFRY 2 —I& sObject % ReportEvent I, & 9 —J5ld Apitvent iCF ¥ AR LTWVBZ &L TY, C
DUHHHIZDLLEBR LT, HBDANY ATV 27 M 2UBET % 1 DD Apex 7 T AZ1ERT % f1ik%Z
HUEYS, TOHA. Apitvent DFEBIGRIZ F = v 73350 ZHIFRLEST, CThT2ODRY—WZENTE
NDOANY I FT T 27 b RowsProcessed & Queriedintities D CIHHZEMRIT S X5 ICKDFE LT

@ AT ZHCLA—TR, BROARY FATV Ly MIEDOT 1DOKY S —BIFKT 5 C LIy
F— P ERTOHEVTSD, COBITEENTEZEA,

LU, THiBENTIzl Apex 75 ADHITT,

global class LeadExportEventCondition implements TxnSecurity.EventCondition {
public boolean evaluate (SObject event) {
switch on event({

when ApiEvent apiEvent {

return evaluate (apiEvent.QueriedEntities, apiEvent.RowsProcessed) ;
}
when ReportEvent reportEvent ({

return evaluate (reportEvent.QueriedEntities, reportEvent.RowsProcessed);
}
when null {

return false;
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}
when else({
return false;

}

}

private boolean evaluate (String queriedEntities, Decimal rowsProcessed) {
if ('Lead'.equals(queriedEntities) && rowsProcessed > 2000) {
return true;

}

return false;
}

EidoWlid, HBOANY FA TV 27 S ERUMT SR > —0 Apex I— RHBTERN RS ¥ A b, o
v, ANV ML T =D — A% switch AT — AV S THNT 352K/ LTO0ET, iLLAXRY B
F7T 27 b ERRENFEHEZUET S E5ICCOI—REEBT S L LBHTT,

B UNME SRR ZE L7eY — BT — 27 AR — ~ OB OB

e 21X, fRkIC) — R A7V 27 b (F v o R=VEREITHDOCTER LI A ZLLER— 2 AT
NHHLLET, TOLR—MCBINERY O —Zi#l T 568 H D X9, OB, QueriedEntities
JHHICWX. Lead, Campaign,MyOtherObject &, HARXLLR—FRZATHESVTVE AT T2/ bD
ARG Y ZAIDBFENET, COHAZLLR— I ZATICHUTHERY =P M) HEhB K51
T BICIE. equals() TE%& < contains() AV FZMH LT, QueriedEntities fHIC Lead H&H S M
Frv 7 LET, RichlzrLET,

global class LeadExportEventCondition implements TxnSecurity.EventCondition {
public boolean evaluate (SObject event) {
switch on event{
when ApiEvent apiEvent {

return evaluate (apiEvent.QueriedEntities, apiEvent.RowsProcessed);
}

when ReportEvent reportEvent ({

return evaluate (reportEvent.QueriedEntities, reportEvent.RowsProcessed);
}

when null {

return false;

}
when else {
return false;

}

}

private boolean evaluate (String queriedEntities, Decimal rowsProcessed) {
if (queriedEntities.contains('Lead') && rowsProcessed > 2000) {
return true;

}

return false;
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}
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global class DataExportEventCondition implements TxnSecurity.EventCondition {
public boolean evaluate (SObject event) {
switch on event{

when ApiEvent apiEvent {

return evaluate (apiEvent.QueriedEntities, apiEvent.RowsProcessed);
}
when ReportEvent reportEvent {

return evaluate (reportEvent.QueriedEntities, reportEvent.RowsProcessed);
}
when null {

return false;

}
when else({

return false;

private boolean evaluate (String queriedEntities, Decimal rowsProcessed) {
if (containsQueriedEntities(queriedEntities) && rowsProcessed > 2000) {
return true;

}

return false;

private boolean containsQueriedEntities (String queriedEntities) {
return queriedEntities.contains('Lead') ||
queriedEntities.contains ('HRCase c');

}

CCZTET. M7V BEIULR— MMEREMHT ZDIC, Apitvent BE T Reportbvent ANV b AT V2 7 b &
HHLTEELE, Zoftic, VAME2—2MH L CHIEET —2DLRRL I AR— 21752 LETEE
T, TOHH. LstViewbvent ANV "AT T2 7 b2 LE T, O Apex I— RETHT BITWE, switch A
T—FAVFZEMUET,

@ AT VAMC2—OEBE. FRkOTL—LT—Zic3E0, BRI VST a v K =T L— L
T — 2 OBEETS,

global class DataExportEventCondition implements TxnSecurity.EventCondition {
public boolean evaluate (SObject event) {
switch on event{

when ApiEvent apiEvent {
return evaluate (apiEvent.QueriedEntities, apiEvent.RowsProcessed);

}

when ReportEvent reportEvent {
return evaluate (reportEvent.QueriedEntities, reportEvent.RowsProcessed);
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when ListViewEvent listViewEvent {

AN DDA E SR L P

return evaluate (listViewEvent.QueriedEntities, listViewEvent.RowsProcessed);

}
when null {
return false;
}
when else {
return false;

}

}

private boolean evaluate(String queriedEntities, Decimal rowsProcessed) {
if (containsQueriedEntities (queriedEntities) && rowsProcessed > 2000) {

return true;

}

return false;

}

private boolean containsQueriedEntities (String queriedEntities) {

return queriedEntities.contains('Lead') ||
queriedEntities.contains ('HRCase c');

BEENEY 7!
Apex U 7 7 L2 274" F: TxnSecurity EventCondition £ ¥ 2 —7 = — A&
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BT 0TI L., BBORLZ AT 7 MR EHLET, £/, =
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Tl MRS IR RS HIREZERUET,

I AR— MR, TransactionSecuritylimit__mdt £WH AR LA 25— 2
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WROKR) =8, COHARLART=2ZRZMILTEAT Y 27 MO Y AR — Ml Z B
L9,

global class DataExportPolicyCondition implements TxnSecurity.PolicyCondition {
private Final Integer DEFAULT LIMIT = 2000;

public boolean evaluate (TxnSecurity.Event e) {

Integer numberOfRecords = Integer.valueOf (e.data.get ('NumberOfRecords'));
String entityName = e.data.get ('EntityName');

Integer limitValue = getLimitValue (entityName) ;

if (numberOfRecords > limitValue) {
return true;
}

return false;

/**
* Get the export limit for the given object type. If no such limit exists,

* or an exception occurs while trying to look up the limit, the default limit
* of 2000 records is returned.

**/
private Integer getlLimitValue (String entityName) {

List<Transaction Security Limit mdt> limits = new
List<Transaction Security Limit mdt>();

try |

limits = [SELECT Limit Value c¢ FROM Transaction Security Limit mdt WHERE
Object Type c = :entityName];
} catch (Exception ex) {
// unable to determine the limit, log and return the default

System.debug ('Error getting limit value\n: ' + ex.getMessage()):;
return DEFAULT LIMIT;

if (limits.size () == 0) {
// no limit found, return the default
return DEFAULT LIMIT;

return (Integer) (limits[0].Limit Value c);
}

PERER Y > —Tl&. TransactionSecurityLimit__mdt H A Z LA R TF—2REMET 20w 7OREE2HAHTE
£9, FREWIE, TV AR—MilRZEETA3NROI T ¢ 7 0 OANZEIES T 53— KT, HEkDR
Y —TId data Map D EntityName F—ZMHLET, k7L —LT—7 TGS T 5D

QueriedEntities T9, /2L, YR TIL—L T =T TRINTOBHEA T2V Ve W AR LF T2
FCZ I AR— IV R—bENB78, QueriedEntities EIHICHEHEDI Y T 1+ 7+ A N5 a[hHeMt:

313



Salesforce ¥ a2 F 4 ALK RS o avefa)Tqa

BHDET, ZOLYD, MAEINBZYT AT A4DAYIIXKYIDY A RZHDAR, TVT 4T 44D List
WL E T,

global class DynamicExportEventCondition implements TxnSecurity.EventCondition {
private Final Integer DEFAULT LIMIT = 2000;

public boolean evaluate (SObject event) {
switch on event{

when ApiEvent apiEvent {
return evaluate (apiEvent.QueriedEntities, apiEvent.RowsProcessed);

}

when ReportEvent reportEvent ({
return evaluate (reportEvent.QueriedEntities, reportEvent.RowsProcessed);

}

when ListViewEvent listViewEvent {

return evaluate (listViewEvent.QueriedEntities, listViewEvent.RowsProcessed);

}
when null {
return false;
}
when else {
return false;

private boolean evaluate (String queriedEntities, Decimal rowsProcessed) {
List<String> queriedEntitieslList = queriedEntities.split(',');
// for all of the entities being exported, check their limit
for (String queriedEntity : queriedEntitiesList) {
Integer limitValue = getLimitValue (queriedEntity) ;
if (rowsProcessed > limitValue) {
// if any of our entities are having their limit violated
// then return true to trigger the policy
return true;

}

return false;

/**
* Get the export limit for the given object type. If no such limit exists,
* or an exception occurs while trying to look up the limit, the default limit
* of 2000 records is returned.
**/
private Integer getlLimitValue (String entityName) {

List<Transaction Security Limit mdt> limits = new
List<Transaction Security Limit mdt>();

try {
limits = [SELECT Limit Value c¢ FROM Transaction Security Limit mdt WHERE
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Object Type c = :entityName];
} catch (Exception ex) {
// unable to determine the limit, return the default

B RRA

System.debug ('Error getting limit value\n: ' + ex.getMessage());

return DEFAULT LIMIT;
}

if (limits.size() == 0) {
// no limit found, return the default
return DEFAULT LIMIT;

t

return (Integer) (limits[0].Limit Value c);

BENEY D!
Apex U 7 7 L2 24" F: TxnSecurity.EventCondition f ¥ 2 —7 = — A
Apex U 7 7 L2 X2 74" F: TxnSecurity.PolicyCondition f ¥ 2 —7 = — A

B R

ZRHAITIX, Ml K OB O L2l LT, Salesforce #A%IC 9 %

B EAIL F9, Salesforce TIX I NT D Salesforce BRI DV T T NS DFE

ZHAUETH, BB LT, ANV NEHTEBRAIDS B 4N M

WEdoRL, SHICHAET AT ENTZET,

BAKIIC, BEAAI TR ENE T,

o aA—YWleyralshE-WENEHNE D D,

s KELII LT VIR IVAZY T 4 VFRBEORPICI—FHIERHIcar A
YULEWRK, ZLTF VI IVARZY T 0 VTR ET 001, KBIBRHE)
O b A ERD, WL Tza 7 A iz M U T Salesforce i 7 72 AL Tz
BaTY,

* A—WILXBLR—bPOIRELIZZY AKR—FDRHE,

@ A TRCOY—FR—F 4 TOaFIHPT7 FLABEDRY bT—2
BN T A — 2% Salesforce ICPET LIZPRD ¥ A, v FT—F RO
INTG A=W EFNE. Salesforce T, ThHDTBFUITHT BFH OV
RO ZBRNTEEIEDET,

IF«4¥3>

{ERRRTRETR A V2 —
7 1 — X:Salesforce Classic
3 &L U Lightning Experience

fERRIREGTT a2
Enterprise Edition.
Unlimited Edition, & & T
Developer Edition

Salesforce Shield F fzl&
Salesforce Event Monitoring

TRAVHTRIVT
Y 3avVhRETY,

fSUH I avEFa )T AR) Y —ZERALILBRDER

Salesforce WEIREMA LTz L FICA—IVERRZT7 TV r— a YPaERIEEIRT S VS0 7o arbedFay)
TAR)—ZHFEEF 2V T 4 AN MIHERLET, BAIINTFRERE LTI, 22— O178) % Rl

TR I—ZIEKT B L ZHRILE T,

315


https://developer.salesforce.com/docs/atlas.ja-jp.234.0.apexcode.meta/apexcode/apex_interface_TxnSecurity_EventCondition.htm
https://developer.salesforce.com/docs/atlas.ja-jp.234.0.apexcode.meta/apexcode/apex_interface_TxnSecurity_PolicyCondition.htm

Salesforce ¥ a2 F 4 ALK Z RN

A3, V—FRCHIBLAR—rDOLI—FZHERI DB AR— L2 —HIHT 288D
ReportAnomalyEvents 2 #k D 3215 L7z & UE 9, ReportAnomalyEventStore IC b T U H 7 a v F a2 U T 4 KV
=R LTSS, TOMREMEETLRCIGEAIZZELET, V- FFT7 V7 Fof#zsbd
3101, 2= 11T EZ 7 AR—FTELRWVE ST B Reportbvent R ¥ —%& LiR— MEKT %
EWNEZIBNET,

D73 VORA:
N A IVOAY 8 /4
Ty aINnAT vy JIIMEZENE LIBURT, WREN I ATV FDWeb 7 TV Ir— 3 D
T AMERBHUTHRZBNLE S L LET, FAlzBIcl>TTDWeb 77V r—3 3 Vi Salesforce
TS, 7947 Y bl& Salesforce TIEWICREREE N B &, By a vy b—Y V22T £, WREKIZ
DLy ary b= Z2GMLT, 79472 EDEyIaryEZE- A5 LET,
DULTVIXIVARY T4 VT
JUTFVIYIVARY T ¢ &, SMUTIzal A 502 5 OV A N—RETT, AT —
RATL—) L7yl L300Ed, BRBHE, 7— 2RO DY A 1\ — R EIC
Ko TRRBROA—VHENRAT—FZRRLET, ZL T, WU L7zl 1 U HizMH LT, Salesforce
BREDWeb 7TV — g VICKBBIRABIT S A VERZILENT . =T AT Y MCRIEICT 72 A
L9,

LR— DR

iy, Z0A—YVOBREDT VT4 T4 LRWSNCRERZA—YT /T4 ET 4D LT,
Salesforce Tld, LiR— MEREZDRBAT 7T 4 €T 2 IZBHT % Salesforce A7 7 7V r— 3 valdA
27— LT, BET 7T 4 ET A DNRN—AFA VETIVEZHELES, ZLT. HiLLlLir—1F
T I T 4 ET 4 ZZDN—ATAVEHRLT, HiLOT 7T ET o DBRELVZIBZEFENREST
WBEHLESIHEHWILE T, I—DEET B IBEDT— R 7% Sdlesforce ha N5 T &13H O £ A, Salesforce
BRA—YDNT—2% EDLSICBEL TV DD ZMHRELET,

API B

HELR, ZOA—VOMEDT VT4 €T 4 LRUSPICAERZA—FT T4 T4 DTLTY,
Salesforce Tl&. APIERKE ZDIAT 77 + €T 4 ICBHT % Salesforce A7 7 TV r— a3 >l DA R 57—
REMAUT, BET 7T 4 T A DRN—AFA VETNVERELET, ZUT, BiLOAPEIRT 77 ¢
ET 42l DON—ATFAVEHBRLT, HiLWT 7T ET o DRFELVAZIEZERZST0ENESH
ZHWILET, I—FDHEET B2HEED T — 2 % Salesforce BiNB T &1dH D FH A, Salesforce &L —
WTF—REDEICBEL TV 5Dh ZiERLET,

316



Salesforce ¥ a2 F 4 ALK Z RN

BB A NV FDIORE T ¢ — RNy 7 OFMIk

BB T TV — 3 VRREIT S &, Salesforce fRETHAE L. BHIZE NI R TOFEDNEREINE
T, BRI, I—FIKKXBLKR—PIHTORKE, Ly aonAa Ty v 70iki. JLTFU v ILAR Y
T4V TRENFENET, AT TV T—2aryZ LT, FEDZROTEEEICHT ST +— KNy
I ZfRIchMtTE X 9,

BENEY D!
TTw FTF—LAN FHBEETA R DT EAL LANY MERA T2 7 b
R NS aveFa )T 0
How Salesforce Helps Protect You From Insider Threats (Salesforce TA ~/ ¥ A X —DFIEH 5515 Jiik)

How Salesforce Helps Protect You From Credential Stuffers (Salesforce TZ LT v T ¥ VAR Y T 4 V THEN 5515 )5
i)

tyvravnaIvvy

By anA Yy y ZRBEEENE LTBURT, SRENTSAT VO

Web 7TV r—2aN\OT7 7 AMZMER L TRZRILE S L LET,

FAT=BICE > TTDWeb 7TV r— 3 Vi Salesforce TS, 7547 2 M (EEETEE A 2 —
Salesforce TIEMICEREENB L, vy a vy =7 EZUMD £9, HEH 7 1 — X:Salesforce Classic
BZ2otyoayb—2Y2GMLT. 75347 DLy arz2Ez-M15 3 & U Lightning Experience
PELET. T Tt S
VTR A LA NV FEEBO SessionHijackingEventdA 7Y = 7 ME. w3 v Enterprise Edition.

AT ¥y TBIRO—FETEH % MITB (Man In The Browser) BURISHILL 97, MiTB X Unlimited Edifion, H&T
BTl BEEDRIICFaADOARETOF DX S By OVAZHHT. ¥ Developer Edition
FAT Y EDWeb 7 TV r— 3 Uiz LET, ZO%, YAIVADZENH Salesforce Shield F = 1%
"z 47 Y DT I IFICHDIAHRET, ZLT. VT4 7 > bW Salesforce Salesforce Event Monitoring
BEDWeb 7TV r—2a il 7 7 ALIEEZIC, YAINWADR—=I ZHE TEFHTRIVT
L. 7947 2 k& Salesforce 8] THAT T N 2 B Mz I3E U Tz %I L 3 VHRETY,

£9, COMDODBBEEY AT Y FHBAHIT 5 DIIWEETT,

Salesforce (¥ T DMIHZ L DPHTHATLTE D, MTBIBZRAIT 5 A =X L

EEMLTOVET, BBHBHAIENS L, Sdesforceb v a &I NTDOFEyayz2 7L, 2—¥%
aZ7 7Y b L TEZEERIZRDE T, Salesforce TIEXT I LIZARZM LS T LT, WREHZDIL—YD
v a MNLTEREDSHZT 7T+ €T« Z2hilrd 5T L ZMIELE Y, COAIEMNCED, KRG
WCeoTREYTaINAT Yy IDNAAMHICKED, ZOH M Salesforce DBERRICL > TRV a VDL
EMERPREL T,

Salesforce D EDIBEHE . TOFXDBERIEDONLRTT, ANV MEHOI—YIZ, TS5 LRICROFZ
FTORTEET, ZU T, WRICBHT 2 HGNEZY 7V 2 A LTIBEL., Salesforce DO 1 —H 5@ A &
ERTEET,

Salesforce Tv < avINAI v v I &I BHE

Salesforceldy > a IUNA T ¥ v ZORIAEBANT 51201, ETTS5IUY T4 =TV ML T,
A—Yhal Ay LETNAAZELET, vy a VAT, Saesforce TSI T 2 U H—TV 2V FDFE

317


https://developer.salesforce.com/docs/atlas.en-us.platform_events.meta/platform_events/platform_events_objects_monitoring.htm
https://engineering.salesforce.com/how-salesforce-helps-protect-you-from-insider-threats-5f9ae8b0e55d
https://engineering.salesforce.com/how-salesforce-helps-protect-you-from-credential-stuffers-ffd2a9fe0330
https://engineering.salesforce.com/how-salesforce-helps-protect-you-from-credential-stuffers-ffd2a9fe0330

Salesforce ¥ a2 F 4 ALK Z RN

LWzl Ll aicid, S hizi bty a YD MHLT, MOTFNA ADSAERT 7T ¢
T MrbN TV SR H D £9°, Salesforce T, v a vYNDIT IOV T 0 VH—TV Y FOXT
Ttie, By a o ATry v IDOVAZAATZELE S, ZLT, TORAAT ZRBMICRE L L
WiE R LT, WERA—T Ly a ZUT7IVEAA LICBHILE S, Salesforce W ZHAIT S &,
SessionHijackingEvent BVEK X N E F,

@ #E: Silesforce T T IFT 4 U H—T VY bRHMLTTNA ZAZRE LETH, 1—FOMBIHC I
HUERA, Salesforce TIE, 5D LOIHEORAIDO HIMICDAT— 2 Z R LE T,

v avORAE
TIIYT 4 VH—=TV s OFE
TSOUFT o H—=TV i, BAEWCTNA AN 25 k0alL 7 3 0 TF, Salesforce Tl
INSOREZMNIH LT, 2—9Hhal AU Lz ZDEDT ST 2 U H—=T) V FOET IV HEE
LEJ, ZLT. TOEFINVEMHLT, =Dty Y a VHE-SWHENTELEIDERALET,
twang Iy v IOk
Lol a ATy v IRBEBERAETZEEIE. ROV M EBEFICLTLIEIN,,

BENEY Y.
Open Web Application Security Project: Session Hijacking Attack (A —"7"> Web 7 7V r—> a vyeFa )54 70d
JbhikwraingTyy TR

759740 20H—71) 7 %%

TIUYT 4 YH=TV v b id, RANTNA ZAZ@HT SO Ly SRR

> a v Td, Salesforce TX TS OFEZEH LT, a—¥hars 1o Lize
XORDTTIFT 4 UH—T VY FOEFVEMRLET, TLT. COE  gmEathrs4—
FIVEMH LT, 2—FDtwaryhAE-WonhEShZRMLET, 7 T — X: Salesforce Classic

. & X U Lightning Experience
L1k aung Trw b OB gnining=p
ERAREAIT a3

it SHEA A o
Enterprise Edition.

window 79 HDT ¢ ¥ UYL X (K7 )V,  (750,340) Unlimited Edition, &KX T
Developer Edition

userAgent 7Y FAXRXL—F 4 VIV AT, 3= 3 Mozilla/5.0(iPad;
Vi BT AR Lz HTTP Ny X —,  U; CPU iPhone

0S 3 2 like
Mac OS X;
en-us)
PopladKit/531.21.10
(KHTML, like
Gecko)
Version/4.0.4
Mobile/7B314
Safari/531.21.10

Salesforce Shield F fzl&
Salesforce Event Monitoring

T RAHBTRIIT
2 avVHhRETY,

318


https://owasp.org/www-community/attacks/Session_hijacking_attack
https://owasp.org/www-community/attacks/Session_hijacking_attack

Salesforce X1 F s HA K

it

timestamp

screen

plugins

originApp
drm

dnt

webSockets
sessionStorage

platform

localStorage

ipAddress

indexDb

fonts

color

B1E]

IR ENTARY FDRALAR YT, WX R UTO B
iﬁ‘f“j‘o

75 Y OMiH§Y A X (€7 BIVEA),
HINLENTT FIYT 5 T4 %) A +9 % JavaScript JB Pk,

T4 VH=TV DR T TV r— 3,
T3 ZOVEVEREE BE (ORM) A EID E 5 H,

I—YHWeb Y A FPRILEZITGEH LAV EK S RDTWEHNE S H
89 JavaScript J@ Tk,

TR Web V7w M LIENE S D,
T3Py a YA ML=V LENES D,

TIOFRIATENTOBT Ty b T+ — LM B, 75 ¥k
EFHPHD JavaScript J@TE (window.navigator.platform),

vy g YOBBUACEO— VA R L—UMEEN TV S D
E3h,
FROPT FL A,

TIIFANL—=ITA T IAET = ZX—ADHIDE S
b‘O

TSIYFDT Y MY ARDINY T afifi,
75 OMENE,

319

B RRA

!
2020-03-03T03:10:10Z

(1050.0,1680.0)

Chrome PDF
Plugin:Portable
Document FormatChrome
PDF Viewer

Lightning
O, 1

enabled

true
true

iPad

false

96.43.144.26 £ 1=1&
['Salesforce.com IP_

true

IWAL8IYAGO=

(24.0,24.0)



Salesforce X1 F s HA K

tyaviNAaIvy IDRE
J;y ATy v JERERETH LRI, ROV FEBEICLTE

. BUBRICBHT RIS 9. KDV TIVEAAL LANY FEEHAXRY B {ERRATRETR A >~ 2 —
ZRALUFET. HEMICiE, XOXS512E0ET, 7 T — R: Salesforce Classic

°  SessionHijackingEvent & Z D'z R1£ 9 % SessionHijackingEventStore I&, A& & Lighining Experience
=Y, W LTty ¥ a Vil 2 L T sSalesforce T—H Dt v 2 3 EATEGIT 13>
YDA MEZ G L TR 23886 U X 9, Salesforce 3T DK S ANV b2 Enterprise Edifion.
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@ BE: SessionHijackingbventA 7Y = 7 ML a— FAH 2 571%. Al FRAVHIROYS
VURDFE U, Salesforce ®F 2 VT DI TICCDEF 2 VT FEIC 3 VHhRETY,
ML THET, MADHMND TSI Z DB ZMET HL0, FRcT
52LB3HVEEA,
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e 21X, FR%DS SessionHijackingEvent 2325 LIz LE T, TTTRANCT BT Lk, ANV FORMT 515

HZziGR U, WRICHT 2 XD &K 5 HIEARNRZNHS & T,

* Score:60~210DBIAT, HILVWITSTUFT 4 U H—=T VY EDLRIDT 4 VH—=TV VL EDI K
WHICHEZ R LET, BUADKREWVIZE, Ly aiNnNA Ty v ZREWE TR &D
%97,

* UserId I—HYD—ZEDID, THDIDZEMHL T, Loginkvent Dtz L X9,
* EventDate: TDXBENODFEL Tz,
* SecurityEventData: CDMWKRANCHT 25 GENIRKTH ST IIUY T ¢ VH—T7V 2 b OREDBI

{ED & LT OfiliZZ2 539 JSONHH . %559 2 nJREtE D B 255t D 584 Y A MOV TIE. CTOEZESIKL

* Summary: AN\Y bDTFF X MEADOREE,

®* cCurrent-Previous HHODR7: ROEHORTZICED, TSI T4 H—7Y 2 FOERLUIZRTED
BUEDM ELTOMEICTIERS T Vv ATEEX T,
- cCurrentIp BXU pPreviousIip BEEB I TLUDIP 7 KL A,

- CurrentPlatform BX T previousPlatform BERB X TCLANDA XL —F ¢ VT A F L\ (Win32,
Macintel, iPad %& &),

- CurrentScreen B&K U PreviousScreen BIEIR X CLAFGT O MY 1 X (¥ 7 &)VHAL, (900.0,1440.0) 7%
&)

- CurrentUserAgent B3X U PreviousUserAgent: 7 I U, N—=Tg v, AXRL—F 4 VT AT L
REOFMZHINT B, 757U FDL—F L~V ¥ bOBUEDfl & LIHiOM, 7z Z1E. Mozilla/5.0
(Macintosh; Intel Mac OS X 10_14_6) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/76.0.3809.100 Safari/537.36 % ET
ER

320

B RRA



Salesforce ¥ a2 F 4 ALK Z RN

- cCurrentWindow BX T PreviousWindow BIEB X TCLLHiDY 4 >~ ROV AL X (¥ 7B )VHA G,
(1200.0,1920.0) 7% &),
FHDZEY A RCOWTE., AP RF 2 XAV FE2BRLTLIEEN,
RO S0QL 7TV DY)V, FidomHZER L ET,

SELECT Score, Userld, EventDate, SecurityEventData, Summary
FROM SessionHijackingEventStore

SecurityEventData JHHICIZ. COREKAIZ NV A LET SO T 0 H—T IV bhRENS T8, iF
LSRTVZEELES, YOI TF—RRERDEHICEDET,

[
{

"featureName": "userAgent",
"featureContribution": "0.45 %",
"previousValue": "Mozilla/5.0 (Windows NT 10.0; Wino64; x64) AppleWebKit/537.36 (KHTML,

like Gecko) Chrome/75.0.3770.142",

"currentValue": "Mozilla/5.0 (Macintosh; Intel Mac OS X 10 14 6) AppleWebKit/537.36 (KHTML,
like Gecko) Chrome/76.0.3809.100 Safari/537.36."

b

{

"featureName": "ipAddress",
"featureContribution": "0.23 %",
"previousValue": "201.17.237.77",
"currentValue": "182.64.210.144"
by

{

"featureName": "platform",
"featureContribution": "0.23 %",
"previousValue": "Win32",
"currentValue": "MacIntel"

by

{

"featureName": "screen",
"featureContribution": "0.23 %",
"previousValue":" (1050.0,1680.0)",
"currentValue": " (864.0,1536.0)"
b

{

"featureName": "window",
"featureContribution": "0.17 %",
"previousValue": "1363x1717",
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v Apps (e
App Manager
13 items - Sorted by Apa Name - Filtered by all apprmenutems - TaoSet Type ®-
Dign't find what you're looking for?
Try using Giobal Search. AppName T ~ DeveloperN.. v Descripion v LastModifie.. v App.. v Vi v
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e http//www.owasp.org/index.php/Cross_Site_Scripting

e http://www.cgisecurity.com/xss-fag.html

e http://www.owasp.org/index.php/Testing_for_Cross_site_scripting

e http//www.google.com/search?q=cross-site+scripting
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INEDRTDO—RWNES 2y D AlE, {('FUNCTION ()} F£72ld {ISOBJECT.ATTRIBUTE} T9, T2& %
X, BRED) 7Ia—FDtey v a Y DEBELEVES. XDV Ry 7 ARMBHLTY v 7 Z1EK
ITEHENTEET,

<a

href="http://partner.domain.com/integration/?sid={!$Api.Session ID}&server={!$Api.Partner Server URL 130}">
Go to portal</a>

RDES DRV ET,

<a
href="http://partner.domain.com/integration/?sid=4£0900D30000000Jsbi%21AQ0AQONYaPnVyd 6hNdIxXhzQTMaa
S1YiOfRzpM18huTGN3jCOOLFTkbuQRwPc 90QJeMRmAh2UYXRNmZSwzufIrvdIDEC ilAsserver=https://yourlnstance.salesforce.com
/services/Soap/u/13.0/4£0900D30000000Jsbi">Go to portal</a>

BB a— I e UTHHLIZY, 799 b7 4—LA TV b, A—Y OB, AT LEEL, 2RO
BREBICIHT 2Nz 395 ehTEET, ThHOBROBEELFME. T —2BTAr—7%h
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r—792% 05 ERRIRIRZBRT 250050 £, —RaiigtEid, RS A—R2T VAT
{1$Request.*} AOMHICE > THIERIENET,

<html>
<head>
<title>{!$Request.title}</title>
</head>
<body>Hello world!</body>
</html>

IAT—TENKE {1SRequest.title} XTI KH>TE, Z7BAY A FAZ VT MOt AN E
T, EZIE, RDK S HEROGS

http://example.com/demo/hello.html?title=Adios%3C%2Ftitle%3E%3Cscript%3Ealert ('xss') %$3C%2Fscript%3E
MHERDX 51D 9,

<html><head><title>Adios</title><script>alert ('xss')</script></title></head><body>Hello
world!</body></html>

Y —IMUTIZ A —7F 284 X = X L&, suBsTITUTE () BAX V2 MM L E T, HIT (! sRequest.*}
ROBWAZIEETD L, ROFXANENI suBsTITUTE () IA—)V M LT, Fidd &S GBIRZ Nk TX
EJCIN

<html>
<head>
<title>{! SUBSTITUTE (SUBSTITUTE (SRequest.title,"<","<"),">" ">")}</title>
</head>
<body>Hello world!</body>
</html>
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2TDRABLCT—R2OMHICE>T, TAF—TENELFBRXCZ A — T DR EGC ARG D X
¥, T AR, RDEK S BXDYH

<script>var ret = "{!$Request.retURL}";script>var ret = "{!S$Request.retURL}";</script>

VO THHENS S, URLTIEHIMLIZ AT —7X7D " DR D Ic w2 ZMH LT HEs Iz A —
TIZR0ENHDET, Z5 THEVEA. DX S HER

http://example.com/demo/redirect.html?retURL= foo0%22%3Balert ('xss')$3B%2F%2F

T, XDKSICEVET,

<script>var ret = "foo";alert('xss');//";</script>

Flz. ret BT, BENS HIMLHTIBNC AR E NS X 5 B HIETHNE NS 55, X—YD%LETE
Mo2S5 A7 Y MIZ Ay —THhREICEZL00hH D £T,

T, B2 T2 MEHALT, 799 b7 4—LA T2 b TF—2EBMT 3L TEET, T—2Hha1—
FOMBED SR ENETH, T—R2BIAT—T L TA—FMUDL—Y HERL VDX D @na—
PYDAVTFFAPTA—FZ2IYTTERL LD ET, ThSOMBMOBEIN CHEINO - X > TH
rEn, ko —vya—LEZ2EREL, T—2ERORRNZRSIETLIEVET, T £ OfRkC
. B IEH S A U R—FENT—2HH D EITH, BEDH a2 T YDA ITDIhEVES
HHYET,

JOAXAYA M) IITAMTA—T 1) (CSRF)

JBOAYA MY VT AT +—T 2V (CSRP) O RZ2 2T B atEid. 7 nrd 5 L5 —X 0 & EMRDOR

mcd, Wiz mR U TCRAISODWTHMUE T, BURED www. attacker. com I Web R—TZFf> TV

5LLET, TOWeb RX—=VIE, YA DM RZHA S ZHE LY — ARzt d 2\—T%k

ETY, BIBHDN—JIZE, RDEKSBZHIMLZTHHL T,

<img
src="http://www.yourwebpage.com/yourapplication/createuser?email=attacker@attacker.com&type=admin..... "
height=1 width=1 />

DED, BBHDOR—JIZZ. HKETOWeb YA FTT 723 v Z2I 775 RDFTENTVET, IT—YD
HBEFHDWeb R—=IICT 7R ALIzL EiC, FREHRIZOWebRXR—TICB T A2 LTWBHG. URLATHE
h, 7O arhigiEghgd, —VREEDOWeb X—V TR EN TV S 728, TOBRIKIL %
9, THRIEFICHBIAR T, HBEOTHIE O >TEY, a—)Ny YERZERTHA YT
M2 LIZD., H3RTZDOAAX A Y RICHUTCRRIBZITHI T LEHDET,

FHlES X OHERDBEIEIC OV TR, ROl HESML T T,

e http://www.owasp.org/index.php/Cross-Site_Request_Forgery

e http://www.cgisecurity.com/csrf-fag.html

e http://shiflett.org/articles/cross-site-request-forgeries

Lightning Platform N Cl&. C OBUIRZ MG 5068 CSRF b —7 U HREINTOVET, IXRTOXR=JILTUH
LI FDILRNEABH E LTHREENTVE T, ROX—IDgisriEhsd e, 779 r—yavidc
OO TEZ MR L, MDA TP E — B LAWY, avr F29rLELA. TORREICE-> T, §
NTOEHEDY Fa—FBXT AV v FOMHIFICHBI SREINX T,
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BFEH . VA7 ZEBETITHARAANREAF Yy TLUTLELADHDFT, 122 A7V
FDEANIINGA—=ZLLTSOQA—NVTHHTEZHAZLAY b a—5hH5L LET, XROOI—FKA=
Ry MZOWTHEZET,

<apex:page controller="myClass" action="{!init}"</apex:page>

public class myClass {

public void init () {
Id id = ApexPages.currentPage () .getParameters().get ('id");
Account obj = [select id, Name FROM Account WHERE id = :id];
delete obj;
return ;

}
}

O, FRAIMADacion AV v F2FR LT, EEgFICCrrfRay ba—z2AFy 7L T0E
T, 1d NT A=W a—FTmHAEN, HHEIhET, CRFIR =7 UDHirAENTD |, BREE Nz
DFBTLIIHHETA, HEHD Web X—TTlE, CREIBEZMH L TL—YEIDOXR—VICBIE 4,
1id 8T A= U THBEEDN LM ZIRE T 2 [REEDH 0 £9°,

C DX S5 IR T 2 BIAHBAE D 720z, BIFHEFIHID 1a ZBO K 5 21—V HREDINT A—
RIZHDOWTT 72 a v BIFUTT BNV DHEARICH L, HETIZAENHDET, BREERDO 1D, 7
7 a v FIATT BICHBIOMEEN—V A LT, —YDHARBICZFDR—VZa—) L5 L LTS
DONEI D ZMEZET BT LTYT, ZOMDOINEKLE LT, #HEEOT A Py a D24 LY RIS
e, A—YDHZYA P THATNEEFX TSIV ZEHLTNOY A McBEIiLEVKSIE, 77747
Ttwviarhonaldrybda2eziEidsce, RENMEIALNET,

I—YHEERD Salesforce @7 A R—T 2O TV B {5, CSRFIZHFT B Salesforce DFHAIAFBHTAIRIC XK -
TIZI—DEREINBLEDPHVET, Z—FH1DDRXT TSalesforcelc AL, ZDi%., MoO27TTH
TA D ikhrdl NEELER—JF, ¥y a /LT TLIZ, | L0 T—DERINET, IE
Wi A 931IE, adAR=—ZEHTEHh, a0 %285 AR ET,

SOQLA >z ovav

o 7arS5I V75T, ERlosmz QLA Y7y aye0nEd, Apex Tl sOLZfE L ERA
AN WMADT —ZN—ZAF LY F5ihs0QLZMH L E 9, soaLid. sQL & D HHET, BENRREhTOEXT,
ZOY, S0QLA YT 7TarDY A7 SQL LB U TARICELS &0 F9H, BERIIRERD saL 1 >~
VU arveiRENLTY, HEEE, sQusoalf Y 2 7Y a Y TR EMEL - A ZIE L. T
NS OMEZB SO0 ZV TVIEHLE T, ANDBGEE NV, SOQLAT— b AV M 2didt LT %
SOQLAR Y RZHVEL., 77V r—ya it by 72 TENMLAVIY Y R2ITT5 L5 LE
ER

QLAY Y x 7y avHBROHENE, UFZSMLTIET W,

e http://www.owasp.org/index.php/SQL_injection

e http//www.owasp.org/index.php/Blind_SQL_Injection

e http//www.owasp.org/index.php/Guide_to_SQL_Injection

e http//www.google.com/search?q=sql+injection
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Apex T®D SOQL 1 ¥ U ¥ 3 v D85
LUFIZ soQL T LU THags % Apex 21— R 3 & U Visualforce D HLFiZA K2R L E 9,

<apex:page controller="SOQLController" >
<apex:form>
<apex:outputText value="Enter Name" />
<apex:inputText value="{'!name}" />
<apex:commandButton value="Query" action="{!query}"“ />
</apex:form>
</apex:page>

public class SOQLController {
public String name {
get { return name;}
set { name = value;}

}
public PageReference query () {
String gryString = 'SELECT Id FROM Contact WHERE ' +
' (IsDeleted = false and Name like \'%' + name + '%\')';
queryResult = Database.query(qryString);
return null;

}

CNRHHAEBHITTH, ady ZJIZDOVTHMALTOVET, a— &, HIBRE N TORWEG RIS O
ZITHD1HDEDTY, 2—Pid name LW AJMAZIEELE T, WMIE2—VDIEE T HEEOMT. Mk
ENFEFA, SOQL 7TV IZFIMICHER XN, Database.query AV w RTEITENFE T, T—¥hH il Y
ZRETHE, AT—FAVFMIRDXSITHIFRFEBOIITINET,

// User supplied value: name = Bob

// Query string
SELECT Id FROM Contact WHERE (IsDeleted = false and Name like '$%$Bob%')

fzlZU, ROX S iCa—Ih Pl iiZAILEIDKS IR ET,
// User supplied value for name: test%') OR (Name LIKE '
COH. 7TV INERDE S IR ET,

SELECT Id FROM Contact WHERE (IsDeleted = false AND Name LIKE '%test$%') OR (Name LIKE '%')

AR E N TOECIG EEAEH T TR, IXTOMRG VAV &RENE ., 0oL 1Yz
rravicky, Myar7 TV ONKREEZOT Yy JREWTEHILENTEET,

SOQL A I TV 3 DLEE

SOQLA ¥z 7Y a YORBEMET S, BisooL 7oV 2 LAAVE S5 LET, ({boic. §
JITYENA Y RERZMHLET, Filolgsapid, §sool ZHIH L TROE S IEZET LN T
%9,

public class SOQLController {
public String name {
get { return name;}
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set { name = value;}
}
public PageReference query () {
String queryName = '$' + name + '%';
queryResult = [SELECT Id FROM Contact WHERE
(IsDeleted = false and Name like :queryName) ];
return null;

}

i soQL Z i3 2 6D H 55513, escapeSingleQuotes XYV w RZHMH LT, I—YRED AN ZHIBR
LEd, TOAYY FliE, 2—FD5ETNELFHNOTNTOH-FIHFFICT Ay —7 3% () ZiBL %
T, TOAVY RIZKY, IXNTOH-5HfFZ, T—EZN—Z2a<3 2 FTIR%EL. MEhZX7se LT
MLXETY,

T—R77E2Aar A—)b

LightningPlatform i, 7 —ZIEA)IL—)ILZ2 )KL XS, #4722 7 MCE3HRDH D, 21— h5iH
o, k. Mtk HIBRTEA2HARENHLL0HWH D ET, TNHORER,. INTOEEaY fo—F
ZHHT 253l EnE S,

Apex 7 T AT B0, flAABI—FHER, BXUTHHLNLVOXF 2V 7 ¢ HIFRIEIATRFIcEGH T O
F¥A, TT7HIVEDEEL LT, Apex 7 T AICHIBEND TR TD T — R Z2 5t AR LTS ZHEHREN D X
9, TNHDL—)IVEERE NGz, ApexZMH T 2BHH . 21—, HHLNLOEF 2V T 1,
FEHFROT 7 4V MBI & o GHEFRIFERR L BT — 2D MR TRHI N AV X 51T 208
MNHOET, THUIFHC, Visualforce R—=Y THTIREV T, 72 21X, KD Apex L — FIZDOWTH R
£97,

public class customController {
public void read() {
Contact contact = [SELECT id FROM Contact WHERE Name = :value];
}
}

COuH. BHEa 74 LT03aA—HicIns DL a— R Rd 2R RWESTE, 3XTOHEE
HIEAELO—FHABRRENE T, MR LT, V79 AZEST 350, ROE S IKBEfiF—7—FDwith
sharing 75_’@% LE9,

public with sharing class customController ({

}

with sharing ¥—"7—RZ{{iflT 5L, T5w b T A —=LEINXTOLO— RIZER 7 7 AR %15
T30TREEL., a4 LT032—¥0td 295 o ERERZEHLET,

APl OFEZHHEARR

Salesforce l&. K APIN— a3 U EIHIOV V) —AHD SR 3 EMYR—PFLET, APIDOMEBXUINNT +—
RUABREIE, WETBHI. 3ERBZSZNN—V3 VO R—MIEBIEENIHADPH D FT,
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APIIN—2 3 VICBEILD FPREDH S50, Y R— EDR YT S 1 FERE TIZ @RI E N E 9, Salesforce
. BILTFRED APIN—Y g VBT 3B ERICEEER L XTI,

@ #E RESTAPION—Y 3> 200@dBEIEEN, Y E—FENAEIADE LR, Summer 2BV YV —RENS
FETIX, CTOWKRDAPIN—T 3 VICHIERET VVATEETH, Summer 2BV V—AENBE, C
DPERDIN=2 g VIZBEILENTHHTE R AV 9, . F L Vidda [Salesforce Platform AP
IN—T 3 2 70~200DFEIE) ZBRLTITZEW,

@ AE RESTAPIOIN—T 3221055 300, Summer22 Y U —ATHEILENS PETY, iz, FLv
JEEHD TSalesforce Platform APl 2N—37 3 ¥ 21.0 ~ 300 DFEIL ) ZBIML T IZE W,
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