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STRENGTHEN YOUR DATA'S SECURITY WITH SHIELD
PLATFORM ENCRYPTION

Shield Platform Encryption gives your data a whole new layer of security while preserving critical
platform functionality. It enables you to encrypt sensitive data at rest, and not just when transmitted
over a network, so your company can confidently comply with privacy policies, requlatory
requirements, and contractual obligations for handling private data.

Shield Platform Encryption builds on the data encryption options that Salesforce offers out of the
box. Data stored in many standard and custom fields and in files and attachments is encrypted
using an advanced HSM-based key derivation system, so it is protected even when other lines of
defense have been compromised.

Your data encryption key is never saved or shared across organizations. Instead, it is derived on
demand from a master secret and your organization-specific tenant secret, and cached on an
application server.

You can try out Shield Platform Encryption at no charge in Developer Edition orgs. It is available in
sandboxes after it has been provisioned for your production org.

IN THIS SECTION:
Encrypt Fields, Files, and Other Data Elements With Encryption Policy

EDITIONS

Available as an add-on
subscription in: Enterprise,
Performance, and
Unlimited Editions. Requires
purchasing Salesforce
Shield. Available in
Developer Edition at no
charge for orgs created in
Summer ‘15 and later.

Available in both Salesforce
Classic and Lightning
Experience.

You have a lot of flexibility in how to implement your encryption policy. Encrypt individual fields and apply different encryption
schemes to those fields. Or choose to encrypt other data elements such as files and attachments, data in Chatter, or search indexes.
Remember that encryption is not the same thing as field-level security or object-level security. Put those controls in place before

you implement your encryption strategy.

Filter Encrypted Data with Deterministic Encryption

You can filter data that you have protected with Shield Platform Encryption using deterministic encryption. Your users can filter

records in reports and list views, even when the underlying fields are encrypted. You can apply case-sensitive deterministic encryption
or exact-match case-insensitive deterministic encryption (beta) to data on a field-by-field basis.

Cache-Only Key Service

Shield Platform Encryption’s Cache-Only Key Service addresses a unique need for non-persisted key material. You can store your key
material outside of Salesforce and have the Cache-Only Key Service fetch your key on demand from a key service that you control.
Your key service transmits your key over a secure channel that you configure, and the Cache-Only Key Service uses your key for
immediate encrypt and decrypt operations. Salesforce doesn't retain or persist your cache-only keys in any system of record or
backups. You can revoke key material at any time.

Manage Shield Platform Encryption

To provide Shield Platform Encryption for your organization, contact your Salesforce account executive. They'll help you provision
the correct license so you can get started on creating your own unique tenant secret.
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Encrypt Fields, Files, and Other Data Elements With Encryption Policy

You have a lot of flexibility in how to implement your encryption policy. Encrypt individual fields EDITIONS
and apply different encryption schemes to those fields. Or choose to encrypt other data elements
such as files and attachments, data in Chatter, or search indexes. Remember that encryption is not

Available as an add-on

the same thing as field-level security or object-level security. Put those controls in place before you subscripfion in: Enterprise,
implement your encryption strategy. Performance, and

Unlimited Editions. Requires
IN THIS SECTION: purchasing Salesforce

Shield. Available in

Developer Edition at no
You can encrypt standard fields on standard objects from the Encryption policy page. For best charge for orgs created in

Encrypt New Data in Standard Fields

results, encrypt the least amount of fields possible. Summer ‘15 and later.
Encrypt Fields on Custom Objects and Custom Fields Available in both Salesforce
You can encrypt standard fields on custom objects, and custom fields on both standard and Classic and Lightning
custom objects. Shield Platform Encryption also supports custom fields in installed managed Experience.

packages. Apply encryption to custom fields from the management settings for each object.
For best results, encrypt the least number of fields possible. When you add encryption to a field,
all new data in that field is encrypted.

Encrypt New Files and Attachments

For another layer of data protection, encrypt files and attachments. If Shield Platform Encryption is on, the body of each file or
attachment is encrypted when it's uploaded.

Get Statistics About Your Encryption Coverage

The Encryption Statistics page provides an overview of all your encrypted data. This information helps you to stay on top of your key
rotation and management tasks. You can also use encryption statistics to identify which objects and fields you may want to update
after you rotate your key material.

Synchronize Your Data Encryption with the Background Encryption Service

Periodically, you change your encryption policy. Or you rotate your keys. To get the most protection out of your encryption strategy,
it's important to synchronize new and existing encrypted data under your most recent encryption policy and keys. You can do this
yourself, or ask Salesforce for help.

Fix Compatibility Problems
When you select fields or files to encrypt, Salesforce automatically checks for potential side effects and warns you if any existing
settings may pose a risk to data access or your normal use of Salesforce. You have some options for how to clear up these problems.

Use Encrypted Data in Formulas

Use custom formula fields to quickly find encrypted data. You can write formulas with several operators and functions, render
encrypted data in text, date, and date/time formats, and reference quick actions.

Apply Encryption to Fields Used in Matching Rules
Matching rules used in duplicate management help you maintain clean and accurate data. Apply deterministic encryption to the
fields to make them compatible with standard and custom matching rules.

Encrypt Data in Chatter

Enabling Shield Platform Encryption for Chatter adds an extra layer of security to information that users share in Chatter. You can
encrypt data at rest in feed posts and comments, questions and answers, link names and URLs, poll questions and choices, and
content from your custom rich publisher apps.
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Encryption

Encrypt Search Index Files

Encrypt New Data in Standard Fields

Sometimes you need to search for personally identifiable information (Pll) or data that's encrypted in the database. When you search
your org, the results are stored in search index files. You can encrypt these search index files, adding another layer of security to your

data.

Encrypt Einstein Analytics Data

To get started with Einstein Analytics Encryption, generate a tenant secret with Shield Platform Encryption. Once you generate an
Analytics tenant secret, Einstein Analytics Encryption uses the Shield Platform Encryption key management architecture to encrypt

your Einstein Analytics data.

Encrypt New Data in Standard Fields

You can encrypt standard fields on standard objects from the Encryption policy page. For best
results, encrypt the least amount of fields possible.

@ Note: This page is about Shield Platform Encryption, not Classic Encryption. What's the

difference?

Depending on the size of your org, enabling a standard field for encryption can take a few minutes.

1.

Make sure that your org has an active encryption key. If you're not sure, check with your
administrator.

From Setup, in the Quick Find box, enter P1atform Encryption,and then select
Encryption Policy.

3. C(lick Encrypt Fields.

6.

Click Edit.

Select the fields you want to encrypt.

All new data entered in this field is encrypted. By default, data is encrypted using a probabilistic
encryption scheme. To apply deterministic encryption to your data, select Deterministic from
the Encryption Scheme list. For more information, see “How Deterministic Encryption Supports
Filtering” in Salesforce Help.

Click Save.

The automatic Platform Encryption validation service checks for settings in your org that can block
encryption. You receive an email with suggestions for fixing incompatible settings.

Field values are automatically encrypted only in records created or updated after you've enabled
encryption. Contact Salesforce to update existing records so that their field values are encrypted.

EDITIONS

Available as an add-on
subscription in: Enterprise,
Performance, and
Unlimited Editions. Requires
purchasing Salesforce
Shield. Available in
Developer Edition at no
charge for orgs created in
Summer ‘15 and later.

Available in both Salesforce
Classic and Lightning
Experience.

USER PERMISSIONS

To view setup:

e View Setup and
Configuration

To encrypt fields:
e Customize Application

@ Nofte: To encrypt standard fields on custom objects, such as Custom Object Name, see Customize Standard Field:s.

SEE ALSO:

Which Standard Fields and Data Elements Can | Encrypt?
Which Custom Fields Can | Encrypt?

Field Limits with Shield Platform Encryption

Data Loader

Fix Compatibility Problems

Encrypt New Files and Attachments


https://help.salesforce.com/apex/HTViewHelpDoc?id=customize_stdfields.htm&language=en_US#customize_stdfields
https://help.salesforce.com/apex/HTViewHelpDoc?id=data_loader.htm&language=en_US#data_loader
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Encrypt Fields on Custom Objects and Custom Fields

You can encrypt standard fields on custom objects, and custom fields on both standard and custom EDITIONS
objects. Shield Platform Encryption also supports custom fields in installed managed packages.

Apply encryption to custom fields from the management settings for each object. For best results,
encrypt the least number of fields possible. When you add encryption to a field, all new data in that

Available as an add-on
subscription in: Enterprise,

Unlimited Editions. Requires
IN THIS SECTION: purchasing Salesforce

Shield. Available in

Developer Edition at no
Add encryption when you create a field in Salesforce Classic, or add encryption to new data charge for orgs created in

entered in an existing custom field. Summer ‘15 and later.

Encrypt New Data in Custom Fields in Salesforce Classic

Encrypt New Data in Custom Fields in Lightning Experience Available in both Salesforce

Add encryption when you create a new field in Lightning Experience, or add encryption to new Classic and Lightning
data entered in an existing custom field. Experience.

Encrypt Custom Fields in Installed Managed Packages

If an installed managed package supports Shield Platform Encryption, you can encrypt custom USER PERMISSIONS
fields in that package. Turn on encryption for custom fields in installed managed packages from

the Advanced Settings page, and then apply encryption to custom fields in your installed To Vi?W setup:
managed package. * View Setup and
Configuration
To encrypt fields:

e Customize Application
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Encrypt New Data in Custom Fields in Salesforce Classic

Add encryption when you create a field in Salesforce Classic, or add encryption to new data entered
in an existing custom field.

To apply deterministic encryption to custom fields, first enable deterministic encryption from the
Platform Encryption Advanced Settings page in Setup.

1. From the management settings for the object, go to Fields.
2. Inthe Custom Fields & Relationships section, create a field or edit an existing one.

3. Select Encrypted.
All new data entered in this field is encrypted. By default, data is encrypted using a probabilistic
encryption scheme. To apply deterministic encryption to your data, select a deterministic option
listed under Encrypted.

4, C(lick Save.

The automatic Platform Encryption validation service checks for settings in your org that can block
encryption. You receive an email with suggestions for fixing incompatible settings.

Field values are automatically encrypted only in records created or updated after you've enabled
encryption. Contact Salesforce to encrypt existing data.

@ Nofte: This page is about Shield Platform Encryption, not Classic Encryption. What's the
difference?

EDITIONS

Available as an add-on
subscription in: Enterprise,
Performance, and
Unlimited Editions. Requires
purchasing Salesforce
Shield. Available in
Developer Edition at no
charge for orgs created in
Summer ‘15 and later.

Available in both Salesforce
Classic and Lightning
Experience.

USER PERMISSIONS

To view setup:
e View Setup and
Configuration

To encrypt fields:
e Customize Application
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Encrypt New Data in Custom Fields in Lightning Experience

Add encryption when you create a new field in Lightning Experience, or add encryption to new
data entered in an existing custom field.

To apply deterministic encryption to custom fields, first enable deterministic encryption from the
Platform Encryption Advanced Settings page in Setup.

1. From Setup, select Object Manager, and then select your object.
2. (lick Fields & Relationships.

3. When you create or edit a custom field, select Encrypted.
All new data entered in this field is encrypted. By default, data is encrypted using a probabilistic
encryption scheme. To apply deterministic encryption to your data, select a deterministic option
listed under Encrypted.

4, C(lick Save.

The automatic Platform Encryption validation service checks for settings in your org that can block
encryption. You receive an email with suggestions for fixing incompatible settings.

Field values are automatically encrypted only in records created or updated after you've enabled
encryption. Contact Salesforce to encrypt existing data.

@ Nofte: This page is about Shield Platform Encryption, not Classic Encryption. What's the
difference?

Encrypt Custom Fields in Installed Managed Packages

If an installed managed package supports Shield Platform Encryption, you can encrypt custom fields
in that package. Turn on encryption for custom fields in installed managed packages from the
Advanced Settings page, and then apply encryption to custom fields in your installed managed
package.

1. From Setup, enter Pl1atform Encryption inthe Quick Find box, and then select
Advanced Settings.

2. Turn on Encrypt Custom Fields in Managed Packages.
From now on, if an installed managed package supports encryption, you can encrypt custom
fields in that package. Don't know if your application supports encrypted fields? Look for the
Designed to Work With Salesforce Shield marker in your application’s AppExchange listing.

Designed to Work With
/‘Salesferce Shield )|
A
Highlights
f Lightning Ready

III Enterprise & Up

@ Mo Limits

Encrypt Fields on Custom Obijects and Custom Fields

EDITIONS

Available as an add-on
subscription in: Enterprise,
Performance, and
Unlimited Editions. Requires
purchasing Salesforce
Shield. Available in
Developer Edition at no
charge for orgs created in
Summer ‘15 and later.

Available in both Salesforce
Classic and Lightning
Experience.

USER PERMISSIONS

To view setup:
e View Setup and
Configuration

To encrypt fields:
e Customize Application

EDITIONS

Available as an add-on
subscription in: Enterprise,
Performance, and
Unlimited Editions. Requires
purchasing Salesforce
Shield. Available in
Developer Edition at no
charge for orgs created in
Summer ‘15 and later.

Available in both Salesforce
Classic and Lightning
Experience.

USER PERMISSIONS

To enable features on the
Advanced Settings page:

e Customize Application
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If you don't see this marker, talk to your app vendor.

Encrypt New Files and Attachments

@ Nofte: If Salesforce enabled this feature for you before Spring ‘19, opt in again on the Advanced Settings page. If you don't
opt in, you can't enable or disable encryption on those fields. However, your encrypted custom fields in installed managed

packages remain encrypted.

Encrypt New Files and Attachments

For another layer of data protection, encrypt files and attachments. If Shield Platform Encryption is
on, the body of each file or attachment is encrypted when it's uploaded.

@ Nofte: Before you begin, make sure that your organization has an active encryption key; if
you're not sure, check with your administrator.

1. From Setup, in the Quick Find box, enter P1atform Encryption,and then select
Encryption Policy.

2. Select Encrypt Files and Attachments.
3. Click Save.

@ Important: Users with access to the file can work normally with it regardless of their
encryption-specific permissions. Users who are logged in to your org and have read access
can search and view the body content.

Users can continue to upload files and attachments per the usual file size limits. Expansion of file
sizes caused by encryption doesn’t count against these limits.

Turning on file and attachment encryption affects new files and attachments. It doesn't automatically
encrypt files and attachments that were already in Salesforce. To encrypt existing files, contact
Salesforce.

To check whether a file or attachment is encrypted, look for the encryption indicator on the detail
page of the file or attachment. You can also query the i sEncrypted field on the ContentVersion
object (for files) or on the Attachment object (for attachments).

EDITIONS

Available as an add-on
subscription in: Enterprise,
Performance, and
Unlimited Editions. Requires
purchasing Salesforce
Shield. Available in
Developer Edition at no
charge for orgs created in
Summer ‘15 and later.

Available in both Salesforce
Classic and Lightning
Experience.

USER PERMISSIONS

To view setup:

e View Setup and
Configuration

To encrypt files:
e Customize Application
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Get Statistics About Your Encryption Coverage

Here’s What It Looks Like When a File Is Encrypted.

& Dixon Contract & vour Gompany

% Dow KB}

File ttings «
# Upioad rsion
# Edit Details

Delete
Cwnad by
Jane Teegle

Version 1
Show all versions

€ Show file report

Description

Add Description
Page 1of 1

Encryption

This file is encrypted. |1

o
§C)

SEE ALSO:
Encrypt New Data in Standard Fields

Get Statistics About Your Encryption Coverage

The Encryption Statistics page provides an overview of all your encrypted data. This information helps you to stay on top of your key
rotation and management tasks. You can also use encryption statistics to identify which objects and fields you may want to update after

you rotate your key material.

Available as an add-on subscription in: Enterprise, Performance, and Unlimited Editions. Requires purchasing Salesforce Shield.
Available in Developer Edition at no charge for orgs created in Summer ‘15 and later.

Available in both Salesforce Classic and Lightning Experience.

IN THIS SECTION:
Gather Encryption Statistics

The Encryption Statistics page shows you how much of your data is encrypted by Shield Platform Encryption, and how much of that
data is encrypted by active key material. Use this information to inform your key rotation actions and timelines. You can also use the
Encryption Statistics page to collect information about the fields and objects you want to synchronize with the background encryption

service.

Interpret and Use Encryption Statistics

The Encryption Statistics page offers a snapshot of your encrypted data. You can use the information to help make informed decisions

about managing your encrypted data.
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Gather Encryption Statistics

The Encryption Statistics page shows you how much of your data is encrypted by Shield Platform EDITIONS
Encryption, and how much of that data is encrypted by active key material. Use this information to
inform your key rotation actions and timelines. You can also use the Encryption Statistics page to
collect information about the fields and objects you want to synchronize with the background

Available as an add-on
subscription in: Enterprise,

encryption service. Performance, and
1. From Setup, in the Quick Find box, enter P1atform Encryption,and then select Unlimited Editions. Requires
Encryption Statistics. purchasing Salesforce

Shield. Available in
Developer Edition at no
charge for orgs created in
Summer ‘15 and later.

uon

2. Selectan object type or custom object from the left pane. If you see a “--"in the Data Encrypted
or Uses Active Key columns, you haven't gathered statistics for that object yet.

Available in both Salesforce
Classic and Lightning
Experience.

USER PERMISSIONS

To view Platform Encryption
Setup pages:
e View Setup and
Configuration
And

Customize Application

Object Data Encrypted Uses Active Key Sync Needed
Account 50% 50% Yes

Case 7100% 100%

Contact 93% 93%

Lead 25% 25%

Opportunity - -

Aftachment - -

3. (lick Gather Statistics.
The gathering process time varies depending on how much data you have in your object. You're notified by email when the gathering
process is finished. Once your statistics are gathered, the page shows updated information about data for each object.

@ Note:
e You can gather statistics once every 24 hours, either by clicking Gather Statistics or running the self-service background

encryption service.

e Feed Item doesn'tdisplay statistics because it's derived from Feed Post. Gathering statistics for Feed Post is sufficient to confirm
the encryption status of both Feed Post and Feed Item.
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Interpret and Use Encryption Statistics
The Encryption Statistics page offers a snapshot of your encrypted data. You can use the information to help make informed decisions
about managing your encrypted data.

Available as an add-on subscription in: Enterprise, Performance, and Unlimited Editions. Requires purchasing Salesforce Shield.

Available in Developer Edition at no charge for orgs created in Summer ‘15 and later.

Available in both Salesforce Classic and Lightning Experience.

The page offers two views of your encrypted data: a summary view and a detail view.

Encryption Summary View
The summary shows all your objects and statistics about the data in those objects.

Object Data Encrypted Uses Active Key Sync Needed
Account 50% 50% Yes

Case - 100% 100% Nao

Contact { 93% 93% Yes

Lead 25% 25% Yes
Opportunity - - Yes
Aftachment - [= Yes _

e Object—Lists your standard and custom objects. Data about standard objects are aggregated for all standard objects of a given
type. Data about custom objects are listed for each custom object.

e Data Encrypted—The total percentage of data in an object that's encrypted. In the example above, 50% of all data in Account
objects are encrypted.

e Uses Active Key—The percentage of your encrypted data in that object or object type that is encrypted with your active key
material.

e Sync Needed—Recommends whether to synchronize your data with the background encryption service. This column displays
Yes when you've added or disabled encryption on fields, changed a field's encryption scheme, or rotated key material.

When the numbers in both Data Encrypted and Uses Active Key columns are the same, and Sync Needed column reads No, all your
encrypted data is synchronized. In the example above, the Case object is synchronized.

Sometimes the Sync Needed column reads Yes for an object when the Encrypted Data and Uses Active Key columns read have the
same values. This combination of values happens when encryption policy settings or keys have changed since the last time you
gathered statistics or synchronized your data. This combination also happens when statistics have been gathered for newly encrypted
data, but the object has never been synchronized. In the example above, the Account, Contact, Lead, and Opportunity objects meet
one or more of these conditions.

A double dash (--) means that statistics haven't been gathered for that object or object type yet. In the example, statistics haven't
been gathered for the Opportunity and Attachment objects.

Encryption Detail View
When you select an object, you see detailed statistics about the data stored in the object.

e Field—All encryptable standard and custom fields in the object that contain data.

10
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@ Nofe: Not all field data is stored in the same field that displays data in the Ul. For example, some Person Account field
data is stored in the corresponding Contact fields. If you have Person Accounts enabled but don't see encrypted fields
under the Account detail view, gather statistics for the Contact object and check there.

Similarly, Chatter data is stored in the Feed Attachment, Feed Comment, Feed Poll Choice, Feed Post, and Feed Revision
objects. The Encryption Statistics page lists these objects and all fields that hold encrypted Chatter data in the database.
Some fields listed on the Encryption Statistics page aren't visible in the Ul by the same name, but they store all encrypted
data that's visible in the Ul. See Which Standard Fields and Data Elements Can | Encrypt? on page 58 in Salesforce Help
for a list of the encrypted Chatter fields.

e APIName—The APl name for fields that contain data.

e Encrypted Records—The number of encrypted values stored in a field type across all objects of given type. For example, you
select the Account object and see “9” in the Encrypted Records column next to Account Name. That means there are nine
encrypted records across all Account Name fields.

e Unencrypted Records—The number of plaintext values stored in a field type.

e Mixed Tenant Secret Status—Indicates whether a mixture of active and archived tenant secrets apply to encrypted data in a
field type.

e Mixed Schemes— Indicates whether a mixture of deterministic and probabilistic encryption schemes apply to encrypted data
in a field type.

@ Note: The following applies to both encrypted and unencrypted records:

e Therecords count for a field doesn’t include NULL or BLANK values. A field with NULL or BLANK values can show a different
(smaller) records count than the actual number of records.

e The records count for compound fields such as Contact.Name or Contact.Address can show a different (larger) records
count than the actual number of records. The count includes the two or more fields that are counted for every record.

Usage Best Practices
Use these statistics to make informed decisions about your key management tasks.

e Update encryption policies—The encryption statistics detail view shows you which fields in an object contain encrypted data.
Use this information to periodically evaluate whether your encryption policies match your organization’s encryption strategy.

e Rotate keys—You might want to encrypt all your data with your active key material. Review the encryption summary pane on
the left side of the page. If the Uses Active Key value is lower than the Data Encrypted value, some of your data uses archived
key material. To synchronize your data, click the Sync button or contact Salesforce Customer Support.

e Synchronize data—Key rotation is an important part of any encryption strategy. When you rotate your key material, you might
want to apply the active key material to existing data. To synchronize your data with your active key, click the Sync button.

If self-service background encryption is unavailable, review the Uses Active Key and Mixed Tenant Secret Status columns to
identify any fields that include data encrypted with an archived key. Make a note of these objects and fields, then contact
Salesforce Customer Support to request the background encryption service. Salesforce Customer Support can focus just on those
objects and fields you want to synchronize, keeping the background encryption process as short as possible.

Synchronize Your Data Encryption with the Background Encryption Service

Periodically, you change your encryption policy. Or you rotate your keys. To get the most protection out of your encryption strategy, it's
important to synchronize new and existing encrypted data under your most recent encryption policy and keys. You can do this yourself,
or ask Salesforce for help.

n
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When change happens, you have options for keeping your encryption policy up to date. You can synchronize most standard and custom
field data yourself from the Encryption Statistics and Data Sync page in Setup. For all other data, Salesforce is here to help ensure data
alignment with your latest encryption policy and tenant secret.

When We Do and Don‘t Automatically Encrypt Your Data

e When you turn on encryption for specific fields or other data, newly created and edited data are automatically encrypted with the
most recent key.

e Datathat'salready in your org doesn't automatically get encrypted. Our background encryption service takes care of that on request.

e When you change your tenant secret as part of your key rotation strategy, data that's already encrypted remains encrypted with the
old tenant secret. Our background encryption service can update it on request. And don't worry, you always have access to your
data as long as you don't destroy the old, archived keys.

e Ifyouturn off encryption, data that's already there is automatically decrypted based on the relevant key. Any functionality impacted
by having encrypted data is restored.

e If Salesforce support re-encrypts your data with a new key, any data that was encrypted with the destroyed key is skipped. To access
data encrypted with a destroyed key, import a backup of the destroyed key.

@ Note: Note: Synchronizing your data encryption doesn't modify the record LastModifiedDate or LastModifiedByld timestamps.
It doesn't execute triggers, validation rules, workflow rules, or any other automated service. However, it does modify the
SystemModStamp.

What You Can Synchronize Yourself

You can synchronize data in most standard and custom fields yourself from the Encryption Statistics page in Setup. Self-service background
encryption on page 14 lets you synchronize most standard and custom fields. When the Encrypt Field History and Feed Tracking
Values setting is turned on, synchronizing your data through Setup also encrypts field history and feed tracking changes.

Self-service background encryption isn't available for data in description fields, long and rich text area fields, and other data elements
like files and attachments. To synchronize this data, contact Salesforce Customer Support.

Read more about self-service background encryption on page 14, and its considerations on page 75, in Salesforce Help.

How to Request Background Encryption Service from Salesforce Customer Support

Allow lead time
Contact Salesforce support 2-3 business days before you need the background encryption completed. The time to complete the
process varies based on the volume of data. It could take several days.

Specify the data
Provide the list of objects, field names, and data elements you want encrypted or re-encrypted.

Verify the list
Verify that this list matches what's encrypted in Setup:

e Dataelements selected on the Encryption Policy page
e Standard fields selected on the Encrypt Standard Fields page

e Custom fields you selected for encryption on the Field Definition page

O Tip: Also check that your field values aren’t too long for encryption.

Include files and attachments?
Encryption for files and attachments is all or nothing. You don't have to specify which ones.

12
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Include history and feed data?
Specify whether you want the corresponding field history and feed data encrypted.

Choose a time

Salesforce Customer Support can run the background encryption service Monday through Friday between 6 AM and 5 PM in your
time zone.

O Tip: Ifyou're not sure which data is already encrypted, visit the Encryption Statistics page, which keeps a record of all fields that
you have encrypted.

What If You Destroyed Your Key?

If your encryption key has been destroyed, your data can't be automatically decrypted. You have some options for handling this data.

e Reimport the destroyed key from a backup, then ask Salesforce Customer Support to synchronize your data with your encryption
policy.
e Delete all the data that was encrypted with the destroyed key, then ask Salesforce Customer Support to synchronize your data.

e Ask Salesforce Customer Support to mass overwrite the data that was encrypted with the destroyed key with "??2777".

@ Notfe: When you disable encryption for files that were encrypted with a key that's been destroyed, the files don't automatically
go away. You can ask Salesforce support to delete the files.

IN THIS SECTION:

Sync Data with Self-Service Background Encryption

Synchronizing your data with your active key material keeps your encryption policy up-to-date. You can sync data in most standard
and custom fields, and field history and feed tracking changes, from the Encryption Statistics and Data Sync page in Setup. To
synchronize all other encrypted data, contact Salesforce Customer Support.
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Sync Data with Self-Service Background Encryption

Synchronizing your data with your active key material keeps your encryption policy up-to-date.
You can sync data in most standard and custom fields, and field history and feed tracking changes,
from the Encryption Statistics and Data Sync page in Setup. To synchronize all other encrypted
data, contact Salesforce Customer Support.

Self-service background encryption supports all standard and custom fields except description and
long and rich text area fields. For help synchronizing unsupported fields and other encrypted data,
contact Salesforce Customer Support.

To include field history and feed tracking values in self-service background encryption processes,

first turn on Encrypt Field History and Feed Tracking Values on the Advanced Settings page.

When this setting is turned on, the self-service background encryption process applies your active
key material to your field history and feed tracking values.

1. From Setup, in the Quick Find box, enter P1atform Encryption,and then select
Encryption Statistics.

2. Select an object type or custom object from the left pane.

Note: The Sync Needed column indicates whether you need to synchronize your data.
This column displays Yes when you add or disable encryption on fields, rotate key material,
or change a field’s encryption scheme.

3. Click Sync.
Supported standard and custom fields are encrypted with your active key material and encryption
policy in the background. After the service syncs your data, it gathers statistics for the object.
To view your gathered statistics, wait for your verification email and then refresh the Encryption
Statistics and Data Sync page.

Fix Compatibility Problems

EDITIONS

Available as an add-on
subscription in: Enterprise,
Performance, and
Unlimited Editions. Requires
purchasing Salesforce
Shield. Available in
Developer Edition at no
charge for orgs created in
Summer ‘15 and later.

Available in both Salesforce
Classic and Lightning
Experience.

USER PERMISSIONS

View Platform Encryption

Setup pages:

e View Setup and
Configuration

@ Nofe: The sync process time varies depending on how much data you have in your object. You're notified by email when the
sync process is finished. You can sync your data from the Encryption Statistics and Data Sync page once every 7 days.

Fix Compatibility Problems

When you select fields or files to encrypt, Salesforce automatically checks for potential side effects
and warns you if any existing settings may pose a risk to data access or your normal use of Salesforce.
You have some options for how to clear up these problems.

If your results include error messages, you're probably running into one or more of these limitations:

Portals
You can't encrypt standard fields, because a customer portal or a partner portal is enabled in
your organization. To deactivate a customer portal, go to the Customer Portal Settings page in
Setup. To deactivate a partner portal, go to the Partners page in Setup.

@ Note: Communities are not related to thisissue. They are fully compatible with encryption.

Criteria-Based Sharing Rules
You've selected a field that is used in a filter in a criteria-based sharing rule.

SOQL/SOSL queries
You've selected a field that's used in an aggregate function in a SOQL query, or in a WHERE,
GROUP BY, or ORDER BY clause.
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Formula fields

Use Encrypted Data in Formulas

You've selected a field that's referenced by a custom formula field in an unsupported way. Formulas can use BLANKVALUE, CASE,

HYPERLINK, IF, IMAGE, ISBLANK, ISNULL, and NULLVALUE, as well as concatenation (&).

Flows and Processes
You've selected a field that's used in one of these contexts.

e Tofilterdatain aflow

e Tosortdatain aflow

e Tofilterdatain a process

e Tofilter data in a record choice set

e Tosort data in a record choice set

@ Note: By default, your results only list the first 250 errors per element. You can increase the number of errors listed in your

results to 5000. Contact Salesforce for help.

@ Note: This page is about Shield Platform Encryption, not Classic Encryption. What's the difference?

SEE ALSO:
Encrypt New Data in Standard Fields

Use Encrypted Data in Formulas

Use custom formula fields to quickly find encrypted data. You can write formulas with several
operators and functions, render encrypted data in text, date, and date/time formats, and reference
quick actions.

Supported Operators, Functions, and Actions

Supported operators and functions:
e & and + (concatenate)

® BLANKVALUE

® CASE

® HYPERLINK

e IF

¢ IMAGE

¢ TISBLANK
¢ ISNULL

® NULLVALUE
Also supported:

e Spanning

e Quick actions

Formulas can return data only in text, date, or date/time formats.
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& And + (Concatenate)

This works: . .
(encryptedField c & encryptedField c)

Why it works: This works because & is supported.

This doesn’t work: ) ,
LOWER (encryptedField c¢ & encryptedField c)

Why it doesn’t work: LOWER isn't a supported function, and the input is an encrypted value.

Case

CASE returns encrypted field values, but doesn’t compare them.

This works: .
CASE (custom_ field ¢, "1", cf2 ¢, cf3  c))
where eitherorboth c£2 ¢ and c£3 ¢ are encrypted
Why it works: custom field c iscomparedto 1" Ifitis true, the formulareturns c£2 ¢ because it's

not comparing two encrypted values.

This doesn’t work:
CASE("1", cfl ¢, cf2 ¢, cf3 c¢)

where c£1 ¢ isencrypted

Why it doesn’t work: You can’t compare encrypted values.

ISBLANK and ISNULL

This works:
OR (ISBLANK (encryptedField c), ISNULL(encryptedField c))
Why it works: Both ISBLANK and ISNULL are supported. OR works in this example because ISBLANK and
ISNULL return a Boolean value, not an encrypted value.
Spanning
This works:

(LookupObjectl r.City & LookupObjectl r.Street) &
(LookupObject2 r.City & LookupObject2 r.Street) &
(LookupObject3 r.City & LookupObject3 r.Street) &
(LookupObject4 r.City & LookupObject4 r.Street)
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How and why you use it: Spanning retrieves encrypted data from multiple entities. For example, let's say you work in the

customer service department for Universal Containers. A customer has filed a case about a distribution
problem, and you want to see the scope of the issue. You want all the shipping addresses related
to this particular case. This example returns all the customers’ shipping addresses as a single string
in your case layout.

Validation

The encryption validation service checks your org to make sure that it's compatible with encrypted formula field types.
When you encrypt a given field, the validation service:

e Retrieves all formula fields that reference the field
e Verifies that the formula fields are compatible with encryption

e Verifies that the formula fields aren't used elsewhere for filtering or sorting

Limits
Up to 200 formula fields can reference a given encrypted custom field. A field that is referenced by more than 200 formula fields can't
be encrypted. If you need to reference an encrypted custom field from more than 200 formula fields, contact Salesforce.

When you specify multiple fields to encrypt at one time, the 200-field limit is applied to the whole batch. If you know that you are
encrypting fields that have multiple formula fields pointing to them, encrypt those fields one at a time.
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Apply Encryption to Fields Used in Matching Rules

Matching rules used in duplicate management help you maintain clean and accurate data. Apply

deterministic encryption to the fields to make them compatible with standard and custom matching

rules. Available as an add-on

Askan administrator to enable Deterministic Encryption from the Platform Encryption Advanced subscription in: Enterprise,

Settings page. If you don't have a Data in Salesforce (Deterministic) type tenant secret, create one Performance, and

from the Platform Encryption Key Management page. Unlimited Editions. Requires

purchasing Salesforce

@ Important: Matching rules used in duplicate management don't support probabilistically Shield. Available in

encrypted data. Developer Edition af no

charge for orgs created in

Follow these steps to add encrypted fields to existing custom matching rules.
Summer ‘15 and later.

1. From Setup, in the Quick Find box, enter Matching Rules, and then select Matching
Rules. Available in both Salesforce

Classic and Lightning

2. Deactivate the matching rule that reference fields you want to encrypt. If your matching rule Experience.

is associated with an active duplicate rule, first deactivate the duplicate rule from the Duplicate
Rules page. Then return to the Matching Rules page and deactivate the matching rule.

USER PERMISSIONS
3. From Setup, in the Quick Find box, enter P1atform Encryption,and then select _
Encryption Policy. To view setup:
4. Click Encrypt Fields. *  View Setup and
Configuration
5. Click Edit. )
To enable encryption key
6. Select the fields you want to encrypt, and select Deterministic from the Encryption Scheme (tenant secret) management:
list. * Manage Profiles and
Permission Sets
Account Encryption Scheme | i
¥ Account Name Probabilistic ¥
¥Phone
Fax
Website
7. (lick Save.

o Tip: Standard matching rules are automatically deactivated when encryption is added to a field referenced by that rule. To
encrypt fields referenced in standard matching rules, follow steps 3-8.

8. After you get the email verifying encryption’s been enabled on your fields, reactivate your matching rule and associated duplicate
management rule.
Matching rules used in duplicate management now return exact and fuzzy matches on encrypted data.

Example: Let's say you recently encrypted Billing Address on your Contacts, and you want to add this field to a custom matching
rule. First, deactivate the rule or rules you want to add this field to. Make sure that Billing Address is encrypted with the deterministic
encryption scheme. Then add Billing Address to your custom matching rule, just like you would add any other field. Finally, reactivate
your rule.

When you rotate your key material, you must update custom matching rules that reference encrypted fields. After you rotate your key
material, deactivate and then reactivate the affected matching rules. Then contact Salesforce to request the background encryption
process. When the background encryption process finishes, your matching rules can access all data encrypted with your active key
material.
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Encrypt Data in Chatter

@ Important: To ensure accurate matching results, customers who used the beta version of this feature must deactivate any
matching rules that reference encrypted fields and then reactivate them. If your custom matching rule fails on reactivation, contact

Salesforce for help reactivating your match index.

Encrypt Data in Chatter

Enabling Shield Platform Encryption for Chatter adds an extra layer of security to information that
users share in Chatter. You can encrypt data at rest in feed posts and comments, questions and
answers, link names and URLs, poll questions and choices, and content from your custom rich
publisher apps.

We recommend that you test Encryption for Chatter in a dedicated Sandbox environment before
enabling it in production.

Unlike encryption for custom and standard fields, enabling encryption for Chatter encrypts all
eligible Chatter fields.

1. Make sure that your org has an active encryption key. If you're not sure, check with your
administrator.

2. From Setup, in the Quick Find box, enter P1atform Encryption,and then select
Encryption Policy.

3. C(lick Encrypt Chatter.

The automatic Shield Platform Encryption validation service checks for settings that could block
encryption. If the service finds potential problems, it sends you an email with suggestions for fixing
the problems.

After you activate encryption for Chatter, new data that you enter into Chatter gets encrypted. To
encrypt historic Chatter data, contact Salesforce Customer Support to request the background
encryption service.

When you edit or update an encrypted Chatter field, the field's revision history is also encrypted.
For example, if you update a post, the old version of the post remains encrypted.

If you enabled Encryption for Chatter in Spring '17 and you want to access the most up-to-date
features, deselect Encrypt Chatter and then reselect Encrypt Chatter.

EDITIONS

Available as an add-on
subscription in: Enterprise,
Performance, and
Unlimited Editions. Requires
purchasing Salesforce
Shield. Available in
Developer Edition at no
charge for orgs created in
Summer ‘15 and later.

Available in both Salesforce
Classic and Lightning
Experience.

USER PERMISSIONS

To view setup:

e View Setup and
Configuration

To encrypt fields:
e Customize Application

@ Note: This page is about Shield Platform Encryption, not Classic Encryption. What's the difference?
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Encrypt Search Index Files

Sometimes you need to search for personally identifiable information (PIl) or data that's encrypted EDITIONS
in the database. When you search your org, the results are stored in search index files. You can
encrypt these search index files, adding another layer of security to your data.

Available as an add-on
1. From Setup, in the Quick Find box, enter P1at form Encryption,and then select Key subscription in: Enterprise,
Management. Performance, and
Unlimited Editions. Requires
purchasing Salesforce
3. Select Generate Tenant Secret. Shield. Available in
This new tenant secret encrypts only the data stored in search index files. Developer Edition at no
charge for orgs created in
Summer ‘15 and lafer.

2. Select Search Index from the picklist.

4. From Setup, in the Quick Find box, enter P1atform Encryption,and then select
Encryption Policy.

Available in both Salesforce

Classic and Lightning

Experience.

5. Select Encrypt Search Indexes.
Your search indexes are now encrypted with the active Search Index tenant secret.

USER PERMISSIONS

To view setup:

e View Setup and
Configuration

To enable encryption key
(fenant secrefl management:

* Manage Profiles and
Permission Sets
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Encrypt Einstein Analytics Data

To get started with Einstein Analytics Encryption, generate a tenant secret with Shield Platform
Encryption. Once you generate an Analytics tenant secret, Einstein Analytics Encryption uses the
Shield Platform Encryption key management architecture to encrypt your Einstein Analytics data.

1.

From Setup, in the Quick Find box, enter P1atform Encryption,and then select Key
Management.

Select Analytics from the picklist.
Generate a tenant secret or upload key material.

From Setup, in the Quick Find box, enter P1atform Encryption,and then select
Encryption Policy.

Select Encrypt Einstein Analytics.

Click Save.
New datasets in Einstein Analytics are now encrypted.

@ Nofte: Data that was in Einstein Analytics before encryption was enabled is not encrypted.
If pre-existing data is imported from Salesforce objects through the dataflow, the data
becomes encrypted on the next dataflow run. Other pre-existing data (such as CSV data)
must be reimported to become encrypted. Although pre-existing data is not encrypted,
itis still accessible and fully functional in its unencrypted state when encryption is enabled.

Filter Encrypted Data with Deterministic Encryption

Encrypt Einstein Analytics Data

EDITIONS

Available as an add-on
subscription in: Enterprise,
Performance, and
Unlimited Editions. Requires
purchasing Einstein
Analytics Plafform and either
Salesforce Shield or the
Plafform Encryption add-on.

Available in both Salesforce
Classic and Lightning
Experience.

USER PERMISSIONS

To view setup:
e View Setup and
Configuration

To manage key material:
* Manage Encryption Keys

You can filter data that you have protected with Shield Platform Encryption using deterministic encryption. Your users can filter records
in reports and list views, even when the underlying fields are encrypted. You can apply case-sensitive deterministic encryption or
exact-match case-insensitive deterministic encryption (beta) to data on a field-by-field basis.

Deterministic encryption supports WHERE clauses in SOQL queries and is compatible with unique and external ID fields. It also supports
single-column indexes and single and double-column unique indexes. Shield Platform Encryption uses the Advanced Encryption Standard
(AES) with 256-bit keys with CBC mode and a static initialization vector (IV).

IN THIS SECTION:

How Deterministic Encryption Supports Filtering

By default, Salesforce encrypts data using a probabilistic encryption scheme. Each bit of data is turned into a fully random ciphertext
string every time it's encrypted. Encryption doesn’t generally impact users who are authorized to view the data. The exceptions are
when logic is executed in the database or when encrypted values are compared to a string or to each other. In these cases, because
the data has been turned into random, patternless strings, filtering isn't possible. For example, you might run a SOQL query in custom
Apex code against the Contact object, where LastName = 'Smith'. If the LastName field is encrypted with probabilistic encryption,

you can't run the query. Deterministic encryption addresses this problem.

Encrypt Data with the Deterministic Encryption Scheme

Generate key material specific to data encrypted with deterministic encryption schemes. You can apply either case-sensitive
deterministic encryption or case-insensitive deterministic encryption (beta) schemes to your data, depending on the kind of filtering
you need to perform. When you apply a deterministic encryption scheme to a field or change between deterministic encryption
schemes, synchronize your data. Syncing data makes sure that your filters and queries produce accurate results.
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How Deterministic Encryption Supports Filtering

By default, Salesforce encrypts data using a probabilistic encryption scheme. Each bit of data is turned into a fully random ciphertext
string every time it's encrypted. Encryption doesn't generally impact users who are authorized to view the data. The exceptions are when
logic is executed in the database or when encrypted values are compared to a string or to each other. In these cases, because the data
has been turned into random, patternless strings, filtering isn't possible. For example, you might run a SOQL query in custom Apex code
against the Contact object, where LastName = 'Smith'". If the LastName field is encrypted with probabilistic encryption, you can't run the
query. Deterministic encryption addresses this problem.

To be able to use filters when data is encrypted, we have to allow some patterns in our data. Deterministic encryption uses a static
initialization vector (IV) so that encrypted data can be matched to a particular field value. The system can't read a piece of data that's
encrypted, but it does know how to retrieve the ciphertext that stands for that piece of data thanks to the static IV. The IV is unique for
a given field in a given org and can only be decrypted with your org-specific encryption key.

We evaluate the relative strengths and weaknesses of cryptographic approaches based on the types of attacks that can be launched
against a particular algorithm. We also consider the length of time that it could take for the attack to succeed. For example, it is commonly
said that a brute-force attack against an AES 256-bit key would take a billion billion years given current computing capabilities. Nevertheless,
it is common practice to rotate keys regularly.

Certain kinds of attacks become a bit less far-fetched when you get away from purely random ciphertext. For example, an attacker could
conceivably analyze deterministically encrypted ciphertext and determine that the cleartext string A11ce always resolves to the
ciphertext Y9NkY2J1NjU5M2JkN§k4MGJI1iNWE2NGQ5Nz I 5MzU10TcNCg==. Given enough time to eavesdrop, an attacker
could defeat encryption by building a dictionary of cleartext values to ciphertext values.

The Salesforce Shield approach is to expose just enough determinism to enable bona fide users to filter on encrypted data while limiting
it enough to ensure that a given plaintext value does not universally result in the same ciphertext value across all fields, objects, or orgs.
Even if an attacker successfully matched cleartext to encrypted values for one field, the attacker would have to do it all over again for
any other field, and again for the same field in another object.

In this way, deterministic encryption only decreases encryption strength as minimally necessary to allow filtering.

Encrypt Data with the Deterministic Encryption Scheme

Generate key material specific to data encrypted with deterministic encryption schemes. You can USER PERMISSIONS
apply either case-sensitive deterministic encryption or case-insensitive deterministic encryption

(beta) schemes to your data, depending on the kind of filtering you need to perform. When you To generate, destroy, export,

apply a deterministic encryption scheme to a field or change between deterministic encryption import, and upload tenant

schemes, synchronize your data. Syncing data makes sure that your filters and queries produce secrets and

accurate results. customer-supplied key

material:

@ Note: To access the case-insensitive deterministic encryption (beta) encryption scheme, e Manage Encryption Keys
contact Salesforce Customer Support. Case-insensitive means that a SOQL query against the To enable Deterministic
Lead object, where Company = Acme, returns Acme, acme, or ACME. Similarly, when the Encryption:
filter-preserving scheme tests for unicity (uniqueness), each version of Acme is considered * Customize Application
identical.

1. From Setup, in the Quick Find box, enter P1atform Encryption,and then select Key
Management.

From the Choose Tenant Secret Type menu, select Data in Salesforce.
Generate or upload a tenant secret.

From Setup, in the Quick Find box, enter P1atform Encryption,and then select Advanced Settings.

o wN

Enable Deterministic Encryption.
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6. From Setup, select Key Management.

7. Select the Data in Salesforce (Deterministic) secret type.

8. Generate a tenant secret.
You can mix and match probabilistic and deterministic encryption, encrypting some fields one way and some fields the other.

Key Management Help for this Page @

Shield Platform Encryption adds another layer of protection to your data, helping you meet compliance requirements. Read
more about Shield Platform Encryption best practices and tradeoffs before you get started.

Use the dropdown to select which fype of tenant secret you want to manage. Then generate a tenant secret with Salesforce,
or upload your own key material (BYOK).

Choose Tenant Secret Type ( | Data in Salesforce (Deterministic) ')

These keys encrypt data with the deterministic encryption scheme.

Key Management Key Management Help |2

Generate Tenant Secret || Bring Your Own Key | *

9. Enable encryption foreach field, and choose a deterministic encryption scheme. How you do that depends on whetherit's a standard
field or a custom field.

e For standard fields, from Setup, select Encryption Policy, and then select Encrypt Fields. For each field you want to encrypt,
select the field name, and then choose Deterministic from the Encryption Scheme list.

@ Nofe: If case-insensitive deterministic encryption (beta) is enabled in your org, you can also choose the
Deterministic—Case Insensitive scheme. For access to this feature, contact Salesforce Customer Support.

Encrypt Standard Fields Help for this Page @
Select the fields you want to encrypt.
Note: Before you encrypt, understand the limitations encryption imposes on your organization, even if you disable it later.
Important: When you switch between encryption schemes, contact Salesforce. We'll update your encrypted data to use your chosen
scheme.
Save| |Cancel
Account Encryption Scheme | i
M@Account Name | Probabilistic 3|
@Billing Address | i | Probabilistic 7|
E@Shipping Address | i v Probabilistic
@Phone Deterministic - Case Sensitive
_Fax
—_Website

e For custom fields, open the Object Manager and edit the field you want to encrypt. Select Encrypt the contents of this field,
and select an encryption scheme.
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Cache-Only Key Service

Custom Field Definition Edit Save |  Cancel

General Options

Required Always require a value in this field in order to save a record
Unique Do not allow duplicate values
» Treat "ABC" and "abc” as duplicate values (case insensitive)
Treat "ABC" and "abc” as different values (case sensitive)
External ID Set this field as the unique record identifier from an external system
Encrypted Encrypt the contents of this field | |

Use probabilistic encryption
o Use case sensitive deterministic encryption

Default amula

Field Information | = Raquired Information
Field Labal IEncrypted Field Data Type Text
Field Name | Encrypted_Field
Description
Help Text

Value

Use formada taoc Enclose text and picklist value APl names in double quotes : ("the_text”), include numbers without quotes
: (25), show percantages as dacimals: (0.10), and exprass date calculations in the standard format: (Today() + 7)

e

10. To apply full deterministic functionality to your existing data, synchronize your data. When you apply or remove deterministic
encryption to a field, existing data in that field might not appear in queries or filters. Synchronize your data from the Encryption
Statistics and Data Sync page, or contact Salesforce Customer Support to request the background encryption service. For more

information, see Synchronize Your Data Encryption with the Background Encryption Service.

Cache-Only Key Service

Shield Platform Encryption’s Cache-Only Key Service addresses a unique need for non-persisted
key material. You can store your key material outside of Salesforce and have the Cache-Only Key
Service fetch your key on demand from a key service that you control. Your key service transmits
your key over a secure channel that you configure, and the Cache-Only Key Service uses your key
forimmediate encrypt and decrypt operations. Salesforce doesn't retain or persist your cache-only
keys in any system of record or backups. You can revoke key material at any time.

IN THIS SECTION:

How Cache-Only Keys Works

The Cache-Only Key Service lets you use a variety of key services to generate, secure, and store
your key material. You can use an on-premises key service, host your own cloud-based key
service, or use a cloud-based key brokering vendor.
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Prerequisites and Terminology for Cache-Only Keys

The Cache-Only Key Service offers you more control over your key material. When you use cache-only keys, you control more of the
key management tasks. Before you start using the service, understand how to create and host your key material in a way that's
compatible with Salesforce’s BYOK service.

Create and Assemble Your Key Material
The Cache-Only Key Service is compatible with 256-bit AES keys returned in a JSON response, and then wrapped using JSON Web
Encryption (JWE).

Add Replay Detection for Cache-Only Keys

Replay detection protects your cache-only keys if a callout is fraudulently intercepted. When enabled, replay detection inserts an
autogenerated, unique marker called a Requestldentifier into every callout. The Requestldentifier includes the key identifier, a nonce
generated for that callout instance, and the nonce required from the endpoint. The Requestldentifier serves as a random, one-time
identifier for each valid callout request. Once you set up your key service to accept and return the Requestldentifier, any callout with
missing or mismatched Requestldentifiers is aborted.

Configure Your Cache-Only Key Callout Connection
Use a named credential to specify the endpoint for your callout, and identify the key that you want to fetch from your endpoint.

Check Your Cache-Only Key Connection

Because your cache-only key material is stored outside of Salesforce, it's important to maintain a functional callout connection. Use
the Callout Check page to monitor your connection and quickly respond to key service interruptions that could prevent the service
from fetching your keys.

Destroy a Cache-Only Key
When you destroy a cache-only key, you're destroying two things: the key in the cache, and the callout connection to the key service.

Reactivate a Cache-Only Key

If you still have your named credential associated with a key that was destroyed in Salesforce, you can reactivate a destroyed
cache-only key from Setup. Cache-only keys can't be reactivated programmatically. Reactivating a destroyed key makes it the active
key. Before you reactivate a destroyed key, make sure that the corresponding key service connection is recovered.

Considerations for Cache-Only Keys
These considerations apply to all data that you encrypt using the Cache-Only Key Service.

Troubleshoot Cache-Only Keys
One or more of these frequently asked questions may help you troubleshoot any problems that arise.

How Cache-Only Keys Works

The Cache-Only Key Service lets you use a variety of key services to generate, secure, and store your key material. You can use an
on-premises key service, host your own cloud-based key service, or use a cloud-based key brokering vendor.

Figures 1 and 2 show how Salesforce fetches keys on-demand from your specified key service. Whether you store your keys with an
on-premises key service or a cloud-based key service, the flow is the same. When users access encrypted data, or add sensitive data to
encrypted data elements, the Cache-Only Key Service makes a callout to your key service. Your key service passes key material, wrapped
securely in JSON Web Encryption format, through a secure, authenticated channel that you set up.
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Figure 2: Cloud-Based Key Service

As a core offering of the Shield KMS, enhanced cache controls ensure that key material is stored securely while in the cache. The Shield
KMS encrypts the fetched key material with an org-specific AES 256-bit cache encryption key and stores the encrypted key material in
the cache for encrypt and decrypt operations. HSM-protected keys secure the cache encryption key in the cache, and the cache encryption
key is rotated along with key lifecycle events such as key destruction and rotation.

The enhanced cache controls provide a single source of truth for key material used to encrypt and decrypt your data. Subsequent
encryption and decryption requests go through the encrypted key cache until the cache-only key is revoked or rotated, or the cache is
flushed. Once the cache is flushed, the Cache-Only Key Service fetches key material from your specified key service. The cache is regularly
flushed every 72 hours, and certain Salesforce operations flush the cache on average every 24 hours. Destroying a data encryption key
invalidates the corresponding data encryption key that's stored in the cache.

Because cache-only keys bypass the key derivation process, they're used to directly encrypt and decrypt your data.
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Prerequisites and Terminology for Cache-Only Keys

The Cache-Only Key Service offers you more control over your key material. When you use cache-only keys, you control more of the key
management tasks. Before you start using the service, understand how to create and host your key material in a way that's compatible
with Salesforce’s BYOK service.

Prerequisites

1.

Prepare your Salesforce org. Make sure that your org has at least one active Data in Salesforce key, either Salesforce-generated or
customer-supplied. You can create a tenant secret by clicking Generate Tenant Secret on the Key Management page in Setup.

Generate and Host Key Material. The cache-only key exchange protocol and format requires that keys are wrapped in an opinionated
JSON Web Encryption (JWE). This format uses RSAES-OAEP for key encryption and AES GCM for content encryption.

Use a secure, trusted service to generate, store, and back up your key material.

Use and maintain a reliable high-availability key service. Choose a high-availability key service with an acceptable service level
agreement (SLA), predefined maintenance procedures, and processes to mitigate any potential impact to business continuity.

When the connection between Salesforce and your key service is broken, the Cache-Only Key Service can encrypt and decrypt data
as long as your key material is in the cache. However, keys don't stay in the cache for long. The cache is regularly flushed every 72
hours, but some Salesforce operations flush the cache about every 24 hours.

If your key material isn't in the cache, and the connection to your key service is broken, users can't encrypt or decrypt records. Make
sure that you use a key service that Salesforce can connect to at any time. This is especially important during busy times like the end
of year or end of quarter.

Maintain a secure callout endpoint. The cache-only key exchange protocol requires that keys are wrapped in an opinionated JSON
format. Host your wrapped key inside the key response at a location Salesforce can request.

To ensure easy IP whitelisting, the Cache-Only Key Service uses named credentials to establish a secure, authenticated, whitelisted
connection to external sites. You can configure your named credentials to use popular authentication formats, such as Mutual TLS
and OAuth. You can change these authentication protocols at any time.

Actively monitor your key service logs for errors. While Salesforce is here to help you with the Shield Platform Encryption service,
you are responsible for maintaining the high-availability key service that you use to host your key material. You can use the
RemoteKeyCalloutEvent object to review or track cache-only key events.

Warning: Because you're in control of your keys, you're responsible for securing and backing up your key material. Salesforce
can't retrieve lost key material stored outside of our encrypted key cache.

Know how to format and assemble your key material. Format key material hosted outside of Salesforce in a way that's compatible
with the Cache-Only Key Service. Make sure that you can generate the following components in the required formats.

Table 1: Cache-Only Key Components

Component Format

Data encryption key (DEK) AES 256-bit

Content encryption key (CEK) AES 256-bit

BYOK-compatible certificate A 4096-bit RSA certificate who's private key is encrypted with a

derived, org-specific tenant secret key

JSON Web Encryption content and header See a sample in Github
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Component Format

Algorithm for encrypting the CEK RSA-OAEP

Algorithm for encrypting the DEK A256GCM

Unique key identifier Allows numbers, uppercase and lowercase letters, periods,

hyphens, and underscores
Initialization vector Encoded in base64url

JSON web token ID (JTI) A 128-bit hex encoded, randomly generated identifier

Read more about assembling your key material in the Generate and Assemble Cache-Compatible Keys section. You can also look at our
Cache-Only Key Wrapper in Github for examples and sample utility.

Terminology

Here are some terms that are specific to the Cache-Only Key Service.

Content Encryption Key
For each key request, your key service endpoint generates a unique content encryption key. The content encryption key wraps the
data encryption key, which is in turn encrypted by the key encrypting key and placed in the JWE header of the key response.

JSON Web Encryption
The JSON-based structure that the Shield Platform Encryption service uses to encrypted content. JSON Web Encryption, or JWE, uses
RSAES-OAEP for key encryption and AES GCM for content encryption.

JSON Web Token ID
A unique identifier for the JSON web token, which enables identity and security information to be shared across security domains.

Key Identifier
The Key ID, or KID, is the unique identifier for your key. The KID is used as the suffix in the named credential and for validation of the
KID in the response. In Setup, enter this identifier in the Unique Key Identifier field.

Create and Assemble Your Key Material

The Cache-Only Key Service is compatible with 256-bit AES keys returned in a JSON response, and EDITIONS
then wrapped using JSON Web Encryption (JWE).

Cache-only key material is wrapped in a JSON format. An example cache-only key is used throughout Available in: Enterprise,

this article to illustrate how key material changes as you assemble it. Performance, Unlimited,
and Developer Editions.
Requires purchasing
Salesforce Shield or Shield
2. Generate a 256-bit AES content encryption key using a cryptographically secure method. Platform Encryption, and the
Cache-Only Key Service.

1. Generate a 256-bit AES data encryption key. You can use the cryptographically secure method
of your choice.

3. Generate and download your BYOK-compatible certificate.

Available in both Salesforce
Classic and Lightning
Experience.
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4. Createthe JWE protected header. The JWE protected headeris a JSON object with 3 claims: the algorithm used to encrypt the content
encryption key, the algorithm used to encrypt the data encryption key, and the unique ID of the cache-only key. Here's an example
header to get us started.

{"alg" :"RSA-OAEP", "enc" :"A256GCM", "kid" :"982c375b-£f46b-4423-8c2d-4d1a69152a0b"}

5. Encode the JWE protected header as BASE64URL(UTF8(JWE Protected Header)).

eyJhbGciOiJSUOELTOFFUCIsImVuYyI6IkEYNTZHQOO01iLCIraWQiOiI50DIjMzclYilmNDZiLTQOMjMtOGMy
ZCOO0ZDFhNjkxNTJhMGIifQ

6. Encrypt the content encryption key with the public key from the BYOK certificate using the RSAES-OAEP algorithm. Then encode
this encrypted content encryption key as BASE64URL(Encrypted CEK).

192QA-R7b6Gtjo0tG4GlylJtil-Pf-519YpStYOp28YToMxgUxPmx4NR myvEiT240BCWkh6hy dgAL7J1V0O4
49Egl1AB 19GRAyVbTKnJQlOiVKwWUQaZ9jVNXFFUYTWWZ-sVK4pUwOB31HWWBfpMs14jfOexP5-5amiTZ50P
0rkw99ugLiWwJ 7X1yTuMIAG6VTLSpLOYQChHIwQj0l12TQaWG tiTwL1SgRA3YohuMVImCAEMR2TEfwTvryLPx4K
PFK3Pv5ZSpSIyreFThl12DPpmhLEAVhCBZxR4-HMnZySSs4QorWagOaT8XPjPv46m8mUATZSD4hab8v3Mg4H3
3CmwngZCJXX-sDHuax2JUejxNC8HT5p6sa I2gQFM1BC2Sd4yBKyj1DQKcSs1CVav4buG8hkOIXY69iW zhz
tV3DoJJ901-EvkMoHpwl111U91FhJMUQRvvocfghs2kzy50C800t4t4Wu3p7Ivzenel.5I181Q0jQ1DImZhbLLor
FHgcAs9 FMwnFYFrgsHP1 v3Iqy7zJJc60fCfDaxAF8Tx]j LOeOMkCF1-9PwrULWyRTLMI7CdZIm7jb8vI9AL
xCmDgqUilyvEeBJhgMLezAWtxvGGkejcO0BdsbWaPFX1I3Uj7C-Mw8LcmpSLKZyEnhj2x-3VEvohIVauC6jal
B6Z UcgXKOc

7. Generate an initialization vector for use as input to the data encryption key's AES wrapping. Then encode it in base64url.

N2WVMbpAxipAtG90

8. Wrap your data encryption key with your content encryption key.
Encode the JWE header as ASCII(BASE64URL(UTF8(JWE Protected Header))).

b. Reform authenticated encryption on the data encryption key with the AES GCM algorithm. Use the content encryption key as
the encryption key, the initialization vector (the bytes, not the base64URL encoded version), and the Additional Authenticated
Data value, requesting a 128-bit Authentication Tag output.

¢. Encode the resulting ciphertext as BASE64URL(Ciphertext).
d. Encode the Authentication Tag as BASE64URL(Authentication Tag).

63wWRVVKX0Z20xu8cKgN1kgN-7EDa mnmk32DinS zFo4
and

HC7Ev51lmsbTgwyGpeGH5Rw

9. Assemble your JWE as a compact serialization of all the preceding values. Concatenate values separated by a period.

eyJhbGci0iJSUOEtTOFFUCISImVuYyI6IkEYNTZHQOO1LCIJraWQiOiI50DJjMzclYilmNDZiLTQOMjMEOGMy
ZCOOZDFhNJjkxNTJhMGIifQ.192QA-R7b6Gtjo0tG4GlylJtil-Pf-519YpStYOp28YToMxgUxPmx4NR myvEf
T240BCWkh6hy dgAL7J1VO449EglAB i9GRAyVbTKnJIQ1O0iVKwWUQaZ9jVNxFFUYTWWZ-sVKApUw0OB31HWWB
fpMs149f0exP5-5amiTZ250P0rkW99uglind 7X1yTuMIA6VTLSpLOYQChHIwQj012TQaWG tiTwL1SgRd3Yoh
UMV1mCAEMR2T fwTvryLPx4KbFK3Pv52SpSIyreFThl2DPpmhLEAVhCBZxR4-HMnZySSs4QorWagOaT8XP Py
46m8mUATZSD4hab8v3Mq4H33CmwngZCJIXX-sDHuax2JUejxNC8HT5p6sa I2gQFM1BC2Sd4yBKy]j1DQKcSsl
CVav4buG8hkOJXY69iW zhztV3DoJJ901-EvkMoHpwl1l1lU91FhJMUQRvvocfghs2kzy50C8Q0t4t4Wu3dp7Iv
zenelL5I81QjQ1DJImZhbLLorFHgcAs9 FMwnFYFrgsHP1 v3Iqy7zJJc60fCfDaxAF8Txj LOeOMkCF1l-9Pwr
ULWyRTLMI7CdZIm7jb8vIALXCmDgqUilyvEeBJhgMLezAWt xvGGkejc0BdsbWaPFX1I3Uj7C-Mw8LcmpSLKZ
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yEnhj2x-3vVfv5hIVauC6jalB6Z UcgXKOc.N2WVMbpAxipAtG90. 63wRVVKX0Z0xu8cKgNlkgN-7EDa mnmk

32DinS zFo4.HC7Ev51lmsbTgwyGpeGH5Rw

For more detailed examples of this process, check out the sample Cache-Only Key Wrapper in Github. You can use either the utility in

this repository or another service of your choosing.

Add Replay Detection for Cache-Only Keys

Replay detection protects your cache-only keys if a callout is fraudulently intercepted. When enabled,
replay detection inserts an autogenerated, unique marker called a Requestldentifier into every
callout. The Requestldentifier includes the key identifier, a nonce generated for that callout instance,
and the nonce required from the endpoint. The Requestldentifier serves as a random, one-time
identifier for each valid callout request. Once you set up your key service to accept and return the
Requestldentifier, any callout with missing or mismatched Requestldentifiers is aborted.

1. Update your key service to extract the nonce generated for the callout instance from the
Requestldentifier. Here's what the nonce looks like.
ebabb8fd2ced013f2a46d5c8144dd439

2. Echo this nonce in the JWE protected header, along with the algorithm used to encrypt the

content encryption key, the algorithm used to encrypt the data encryption key, and the unique
ID of the cache-only key. Here’s an example.

EDITIONS

Available in: Enterprise,
Performance, Unlimited,
and Developer Editions.
Requires purchasing
Salesforce Shield or Shield
Platform Encryption, and the
Cache-Only Key Service.

Available in both Salesforce
Classic and Lightning
Experience.

USER PERMISSIONS

To create, edit, and delete
named credentials:

e Customize Application

To enable replay detection
for cache-only keys:
e Customize Application

AND
Manage Encryption Keys

To generate, destroy, export,
import, upload, and
configure tenant secrets and
custo